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Answer:

Explanation:
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Answer: B

Explanation:

Risk modification involves implementing controls to reduce the likelihood or impact ofa risk. By replacing FTP with SSH, Knight
has modified the risk associated with the transfer of files by ensuring that the data is encrypted, thereby reducing the likelihood of
unauthorized access through traffic capturingl . Reference: = This answer is based on the standard risk treatment options provided in
ISO/IEC 27001, which include avoiding, modifying, sharing, or retaining risks as part of the risk management process

NEW QUESTION # 304
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Answer: B

Explanation:

* Audit Findings: These are the results of evaluating collected audit evidence against the predetermined audit criteria.

* Audit Evidence: Objective, verifiable information gathered through interviews, observations, document reviews, etc., that supports
the audit findings.

* Audit Criteria: The standards, policies, procedures, or requirements of the ISMS that are used as benchmarks for the audit.

The Process: Auditors compare collected audit evidence against the audit criteria to determine whether there is conformity or
nonconformity, leading themto generate audit findings.

References:

*ISO/IEC 270012022, Section 9.2 (Internal Audit): Discusses the process of gathering audit evidence and documenting
nonconformities (which forma basis for audit findings).

*ISO 19011:2018 Guidelines for auditing management systens: Provides a broader framework for audit processes, emphasizing the
role of audit evidence in generating findings.
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Answer: A

Explanation:

According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the audit team leader should obtain information
about the additional sites to inform the individual(s) managing the audit programme, as this may affect the audit objectives, scope,
criteria, duration, resources, and risks. The audit team leader should also review the audit plan and make any necessary adjustments
in consultation with the auditee and the audit client]. Reference: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor,
page 27, section4.3.2.2.
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Answer: ALE

Explanation:

These two options are not required for audit planning of a certification audit, as they are not relevant to the audit objectives, scope,
criteria, and methods. The working experience of the management system representative is not a requirerment of ISO/IEC 27001,
nor does it affect the conformity or effectiveness of the ISMS. The organisation's financial statement is not part of the ISMS
documentation, nor does it provide evidence of the ISMS performance or improvement. The other options are required for audit
planning, as they help to determine the audit activities, resources, schedule, and sampling strategy. References: PECB Candidate



Handbook1, page 19-20; ISO 9001 Auditing Practices Group Guidance on2, page 1-2; ISO/IEC
270012022 (en)3, clause 9.2.

NEW QUESTION # 307
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