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Splunk Phantom Certified Admin Sample Questions (Q96-Q101):
NEW QUESTION # 96 
Which of the following accurately describes the Files tab on the Investigate page?

A. Files tab items cannot be added to investigations. Instead, add them to action blocks.
B. A user can upload the output from a detonate action to the the files tab for further investigation.
C. Phantom memory requirements remain static, regardless of Files tab usage.
D. Files tab items and artifacts are the only data sources that can populate active cases.

Answer: B

Explanation:
The Files tab on the Investigate page allows the user to upload, download, and view files related to an investigation. A user can
upload the output from a detonate action to the Files tab for further investigation, such as analyzing the file metadata, content, or
hash. Files tab items and artifacts are not the only data sources that can populate active cases, as cases can also include events,
tasks, notes, and comments. Files tab items can be added to investigations by using the add file action block or the Add File button
on the Files tab.
Phantom memory requirements may increase depending on the Files tab usage, as files are stored in the Phantom database.
The Files tab on the Investigate page in Splunk Phantom is an area where users can manage and analyze files related to an
investigation. Users can upload files, such as outputs from a 'detonate file' action which analyzes potentially malicious files in a
sandbox environment. The files tab allows users to store and further investigate these outputs, which can include reports, logs, or any
other file types that have been generated or are relevant to the investigation. The Files tab is an integral part of the investigation
process, providing easy access to file data for analysis and correlation with other incident data.

NEW QUESTION # 97 
Which of the following is a step when configuring event forwarding from Splunk to Phantom?

A. Map CEF to CIM fields.
B. Create a saved search that generates the JSON for the new container on Phantom.
C. Map CIM to CEF fields.
D. Create a Splunk alert that uses the event_forward.py script to send events to Phantom.

Answer: D

Explanation:
Explanation
A step when configuring event forwarding from Splunk to Phantom is to create a Splunk alert that uses the event_forward.py script
to send events to Phantom. This script will convert the Splunk events to CEF format and send them to Phantom as containers. The
other options are not valid steps for event forwarding.
See Forwarding events from Splunk to Phantom for more details.

NEW QUESTION # 98 
When the Splunk App for SOAR Export executes a Splunk search, which activities are completed?

A. CIM fields are mapped to CEF fields and a container is created on the SOAR server.
B. CIM fields are mapped to CEF and a container is created on the Splunk server.
C. CEF fields are mapped to CIM flelds and a container is created on the SOAR server.
D. CEF fields are mapped to CIM and a container is created on the Splunk server.

Answer: A

Explanation:
When the Splunk App for SOAR Export executes a Splunk search, it typically involves mapping Common Information Model
(CIM) fields from Splunk to the Common Event Format (CEF) used by SOAR, after which a container is created on the SOAR
server to house the related artifacts and information. This process allows for the integration of data between Splunk, which uses
CIM for data normalization, and Splunk SOAR, which uses CEF as its data format for incidents and events.
Splunk App for SOAR Export is responsible for sending data from your Splunk Enterprise or Splunk Cloud instances to Splunk
SOAR. The Splunk App for SOAR Export acts as a translation service between the Splunk platform and Splunk SOAR by



performing the following tasks:
*Mapping fields from Splunk platform alerts, such as saved searches and data models, to CEF fields.
*Translating CIM fields from Splunk Enterprise Security (ES) notable events to CEF fields.
*Forwarding events in CEF format to Splunk SOAR, which are stored as artifacts.
Therefore, option B is the correct answer, as it states the activities that are completed when the Splunk App for SOAR Export
executes a Splunk search. Option A is incorrect, because CEF fields are not mapped to CIM fields, but the other way around.
Option C is incorrect, because a container is not created on the Splunk server, but on the SOAR server. Option D is incorrect,
because a container is not created on the Splunk server, but on the SOAR server.
1: Web search results from search_web(query="Splunk SOAR Automation Developer Splunk App for SOAR Export")

NEW QUESTION # 99 
What are the differences between cases and events?

A. Cases: contain a collection of containers.
Events: contain potential threats.
B. Cases: incidents with a known violation and a plan for correction.
Events: occurrences in the system that may require a response.
C. Case: potential threats.
Events: identified as a specific kind of problem and need a structured approach.
D. Cases: only include high-level incident artifacts.
Events: only include low-level incident artifacts.

Answer: A

Explanation:
In Splunk SOAR, an event is a security occurrence that may require a response. It is ingested from a third-party source and can be
labeled to group related events together. The default label for containers is "Events," which signifies potential threats. A case, on the
other hand, is a container that holds several containers, consolidating multiple events into one logical management unit. Cases can
include artifacts and external evidence such as screen captures, analyst notes, and event data from third-party products. They are
used to manage and analyze investigation data tied to specific security events and incidents, providing a structured approach to
incident response.

NEW QUESTION # 100 
After a successful POST to a Phantom REST endpoint to create a new object what result is returned?

A. The full CEF name.
B. The PostGres UUID.
C. The new object ID.
D. The new object name.

Answer: B

NEW QUESTION # 101
......
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