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Google Certified Professional - Cloud Architect (GCP) Sample Questions
(Q206-Q211):
NEW QUESTION # 206 
For this question, refer to the Dress4Win case study. You want to ensure that your on-premises architecture meets business
requirements before you migrate your solution.
What change in the on-premises architecture should you make?

A. Resize compute resources to match predefined Compute Engine machine types.
B. Containerize the micro services and host them in Google Kubernetes Engine.
C. Downgrade MySQL to v5.7, which is supported by Cloud SQL for MySQL.
D. Replace RabbitMQ with Google Pub/Sub.

Answer: A

Explanation:
Reference:

NEW QUESTION # 207 
You are deploying an application on App Engine that needs to integrate with an on-premises database. For security purposes, your
on-premises database must not be accessible through the public Internet.
What should you do?

A. Deploy your application on App Engine flexible environment and use Cloud VPN to limit access to the on-premises
database.
B. Deploy your application on App Engine flexible environment and use App Engine firewall rules to limit access to the on-
premises database.
C. Deploy your application on App Engine standard environment and use Cloud VPN to limit access to the on-premises
database.
D. Deploy your application on App Engine standard environment and use App Engine firewall rules to limit access to the open
on-premises database.

Answer: A

NEW QUESTION # 208 
You are working in a highly secured environment where public Internet access from the Compute Engine VMs is not allowed. You
do not yet have a VPN connection to access an on-premises file server. You need to install specific software on a Compute Engine
instance. How should you install the software?

A. Upload the required installation files to Cloud Storage and use firewall rules to block all traffic except the IP address range
for Cloud Storage. Download the files to the VM using gsutil.
B. Upload the required installation files to Cloud Storage. Configure the VM on a subnet with a Private Google Access
subnet. Assign only an internal IP address to the VM. Download the installation files to the VM using gsutil.
C. Upload the required installation files to Cloud Source Repositories and use firewall rules to block all traffic except the IP
address range for Cloud Source Repositories. Download the files to the VM using gsutil.
D. Upload the required installation files to Cloud Source Repositories. Configure the VM on a subnet with a Private Google
Access subnet. Assign only an internal IP address to the VM. Download the installation files to the VM using gcloud.

Answer: A

NEW QUESTION # 209 
Your customer is moving an existing corporate application to Google Cloud Platform from an on- premises data center. The
business owners require minimal user disruption. There are strict security team requirements for storing passwords.
What authentication strategy should they use?

A. Provision users in Google using the Google Cloud Directory Sync tool.
B. Federate authentication via SAML 2.0 to the existing Identity Provider.



C. Ask users to set their Google password to match their corporate password.
D. Use G Suite Password Sync to replicate passwords into Google.

Answer: A

Explanation:
Provision users to Google's directory
The global Directory is available to both Cloud Platform and G Suite resources and can be provisioned by a number of means.
Provisioned users can take advantage of rich authentication features including single sign-on (SSO), OAuth, and two-factor
verification.
You can provision users automatically using one of the following tools and services:
Google Cloud Directory Sync (GCDS)
Google Admin SDK
A third-party connector
GCDS is a connector that can provision users and groups on your behalf for both Cloud Platform and G Suite. Using GCDS, you
can automate the addition, modification, and deletion of users, groups, and non-employee contacts. You can synchronize the data
from your LDAP directory server to your Cloud Platform domain by using LDAP queries. This synchronization is one-way:
the data in your LDAP directory server is never modified.
References: https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-organizations#authentication-and-identity

NEW QUESTION # 210 
Your company is migrating its on-premises data center into the cloud. As part of the migration, you want to integrate Kubernetes
Engine for workload orchestration. Parts of your architecture must also be PCI DSScompliant.
Which of the following is most accurate?

A. All Google Cloud services are usable because Google Cloud Platform is certified PCI-compliant.
B. Kubernetes Engine and GCP provide the tools you need to build a PCI DSS-compliant environment.
C. App Engine is the only compute platform on GCP that is certified for PCI DSS hosting.
D. Kubernetes Engine cannot be used under PCI DSS because it is considered shared hosting.

Answer: B

Explanation:
Explanation
It is important to note that customers are still responsible for ensuring that their applications are PCI DSS compliant.

NEW QUESTION # 211
......
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