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¢ Business Value and Competitive Differentiators: This section of the exam measures the skills of Technical
Business Value Analysts and focuses on identifying the value proposition of Palo Alto Networks Next-
Generation Firewalls (NGFWs). Candidates will assess the technical business benefits of tools like

Topic 1 Panorama and SCM. They will also recognize customer-relevant topics and align them with Palo Alto

Networks' best solutions. Additionally, understanding Strata’s unique differentiators is a key component of

this domain.

¢ Architecture and Planning: This section of the exam measures the skills of Network Architects and
emphasizes understanding customer requirements and designing suitable deployment architectures.
Candidates must explain Palo Alto Networks' platform networking capabilities in detail and evaluate their

Topic 2
opre suitability for various environments. Handling aspects like system sizing and fine-tuning is also a critical skill
assessed in this domain.
¢ Deployment and Evaluation: This section of the exam measures the skills of Deployment Engineers and
focuses on identifying the capabilities of Palo Alto Networks NGFWs. Candidates will evaluate features
Topic 3 that protect against both known and unknown threats. They will also explain identity management froma

deployment perspective and describe the proof of value (PoV) process, which includes assessing the
effectiveness of NGFW solutions.

e Network Security Strategy and Best Practices: This section of the exam measures the skills of Security

Strategy Specialists and highlights the importance of the Palo Alto Networks five-step Zero Trust
Topic 4 methodology. Candidates must understand how to approach and apply the Zero Trust model effectively
while emphasizing best practices to ensure robust network security.

Palo Alto Networks Systems Engineer Professional - Hardware Firewall
Sample Questions (Q29-Q34):

NEW QUESTION # 29
Which two statements correctly describe best practices for sizing a firewall deployment with decryption enabled? (Choose two.)

¢ A. SSL decryption traffic amounts vary from network to network.

¢ B. Rivest-Shamir- Adleman (RSA) certificate authentication method (not the RSA key exchange algorithm) consumes more
resources than Elliptic Curve Digital Signature Algorithm (ECDSA), but ECDSA is more secure.

e C. Perfect Forward Secrecy (PFS) ephemeral key exchange algorithns such as Diffie-Hellman Ephemeral (DHE) and
Elliptic-Curve Diffie-Hellman Exchange (ECDHE) consume more processing resources than Rivest-Shamir- Adleman (RSA)
algorithirs.

¢ D. Large average transaction sizes consume more processing power to decrypt.

Answer: A,C

Explanation:

When planning a firewall deployment with SSL/TLS decryption enabled, it is crucial to consider the additional processing overhead
introduced by decrypting and inspecting encrypted traffic. Here are the details for each statement:

* Why "SSL decryption traffic amounts vary from network to network" (Correct Answer A)?SSL decryption traffic varies
depending on the organization's specific network environment, user behavior, and applications. For example, networks with heavy
web traffic, cloud applications, or encrypted VolIP traffic will have more SSI/TLS decryption processing requirements. This
variability means each deployment must be properly assessed and sized accordingly.

* Why "Perfect Forward Secrecy (PFS) ephemeral key exchange algorithis such as Diffie- Hellman Ephemeral (DHE) and Elliptic-
Curve Diffie-Hellman Exchange (ECDHE) consume more processing resources than Rivest-Shamir- Adleman (RSA) algorithms"
(Correct Answer C)?PFS algorithirs like DHE and ECDHE generate unique session keys for each connection, ensuring better
security but requiring significantly more processing power compared to RSA key exchange. When decryption is enabled, firewalls
nust handle these computationally expensive operations for every encrypted session, impacting performance and sizing requirements.
* Why not "Large average transaction sizes consume more processing power to decrypt" (Option B)?While large transaction sizes
can consurre additional resources, SSL/TLS decryption is more dependent on the number of sessions and the complexity of the
encryption algorithis used, rather than the size of the transactions. Hence, this is not a primary best practice consideration.

* Why not "Rivest-Shamir- Adleman (RSA) certificate authentication method consumes more resources than Elliptic Curve Digital
Signature Algorithm (ECDSA), but ECDSA is more secure” (Option D)?This statement discusses certificate authentication methods,
not SSL/TLS decryption performance. While ECDSA is more efficient and secure than RSA, it is not directlyrelevant to sizing




considerations for firewall deployments with decryption enabled.

NEW QUESTION # 30

A large global company plans to acquire 500 NGFWs to replace its legacy firewalls and has a specific requirement for centralized
logging and reporting capabilities.

‘What should a systems engmneer recommend?

¢ A. Combine Panorama for firewall management with Palo Alto Networks' cloud-based Strata Logging Service to offer
scalability for the company's logging and reporting infrastructure.

¢ B. Highlight the efficiency of PAN-OS, which employs Al to automatically extract critical logs and generate daily executive
reports, and confirm that the purchase of 500 NGFWs is sufficient.

e (. Use Panorama for firewall management and to transfer logs from the 500 firewalls directly to a third- party SIEM for
centralized logging and reporting,

¢ D. Deploy a pair of M-1000 log collectors in the customer data center, and route logs fromall 500 firewalls to the log
collectors for centralized logging and reporting,

Answer: A

Explanation:

A large deployment of 500 firewalls requires a scalable, centralized logging and reporting infrastructure.

Here's the analysis of each option:

* Option A: Combine Panorama for firewall management with Palo Alto Networks' cloud-based Strata Logging Service to offer
scalability for the company's logging and reporting infrastructure

* TheStrata Logging Service(or Cortex Data Lake) is a cloud-based solution that offers massive scalability for logging and reporting,
Combined with Panorama, it allows for centralized log collection, analysis, and policy management without the need for extensive
on-premises infrastructure.

* This approach is ideal for large-scale environments like the one described in the scenario, as it ensures cost-effectiveness and
scalability.

* This is the correct recommendation.

* Option B: Use Panorama for firewall management and to transfer logs from the 500 firewalls directly to a third-party SIEM for
centralized logging and reporting

* While third-party SIEM solutions can be ntegrated with Palo Alto Networks NGFWs, directly transferring logs from 500 firewalls
to a SIEM can lead to bottlenecks and scalability issues.

Furthermore, relying on third-party solutions may not provide the same level of native integration as the Strata Logging Service.

* This is not the ideal recommendation.

* Option C: Highlight the efficiency of PAN-OS, which employs Al to automatically extract critical logs and generate daily executive
reports, and confirm that the purchase of 500 NGFWs is sufficient

* While PAN-OS provides Al-driven insights and reporting, this option does not address the requirement for centralized logging and
reporting, It also dismisses the need for additional infrastructure to handle logs from 500 firewalls.

* This is incorrect.

* Option D: Deploy a pair of M-1000 log collectors in the customer data center, and route logs fromall 500 firewalls to the log
collectors for centralized logging and reporting

* The M-1000 appliance is an on-premises log collector, but it has limitations in terms of scalability and storage capacity when
compared to cloud-based options like the Strata Logging Service. Deploying only two M-1000 log collectors for 500 firewalls
would result in potential performance and storage challenges.

* This is not the best recommendation.

References:

* Palo Alto Networks documentation on Panorama

* Strata Logging Service (Cortex Data Lake) overview in Palo Alto Networks Docs

NEW QUESTION # 31
A customer sees unusually high DNS traffic to an unfamiliar IP address. Which Palo Alto Networks Cloud-Delivered Security
Services (CDSS) subscription should be enabled to further inspect this traffic?

A. Advanced Threat Prevention
B. Advanced DNS Security

C. Advanced URL Filtering

D. Advanced WildFire



Answer: B

Explanation:

The appropriate CDSS subscription to inspect and mitigate suspicious DNS traffic isAdvanced DNS Security

. Here's why:

* Advanced DNS Securityprotects against DNS-based threats, including domain generation algorithims (DGA), DNS tunneling
(often used for data exfiltration), and malicious domains used in attacks. It leverages machine learning to detect and block DNS
traffic associated with command-and-control servers or other malicious activities. In this case, unusually high DNS traffic to an
unfamiliar TP address is likely indicative of a DNS-based attack or malware activity, making this the most suitable service.

* Option A:Advanced Threat Prevention (ATP) focuses on identifying and blocking sophisticated threats in network traffic, such as
exploits and evasive malware. While it complements DNS Security, it does not specialize in analyzing DNS-specific traffic patterns.
* Option B:Advanced WildFire focuses on detecting and preventing file-based threats, such as malware delivered via email
attachments or web downloads. It does not provide specific protection for DNS- related anomalies.

* Option C:Advanced URL Filtering is designed to prevent access to malicious or inappropriate websites based on their URLs.
While DNS may be indirectly involved in resolving malicious websites, this service does not directly inspect DNS traffic patterns for
threats.

* Option D (Correct):Advanced DNS Security specifically addresses DNS-based threats. By enabling this service, the customer
can detect and block DNS queries to malicious domains and investigate anomalous DNS behavior like the high traffic observed in
this scenario.

How to Enable Advanced DNS Security:

* Ensure the firewall has a valid Advanced DNS Security license.

* Navigate toObjects > Security Profiles > Anti-Spyware.

* Enable DNS Security under the "DNS Signatures" section.

* Apply the Anti-Spyware profile to the relevant Security Policy to enforce DNS Security.

References:

* Palo Alto Networks Advanced DNS Security Overview: https//www.paloaltonetworks.conmydns- security

* Best Practices for DNS Security Configuration.

NEW QUESTION # 32
In which two locations can a Best Practice Assessment (BPA) report be generated for review by a customer?
(Choose two.)

A. Strata Cloud Manager (SCM)
B. PANW Partner Portal

C. Customer Support Portal

D. AlOps

Answer: A,D

Explanation:

Step 1: Understand the Best Practice Assessment (BPA)

* Purpose: The BPA assesses NGFW (e.g,, PA-Series) and Panorama configurations against best practices, including Center for
Internet Security (CIS) Critical Security Controls, to enhance security and feature adoption.

* Process: Requires a Tech Support File (TSF) upload or telemetry data from onboarded devices to generate the report.

* Evolution: Historically available via the Customer Support Portal, the BPA has transitioned to newer platforns like AIOps and
Strata Cloud Manager.

* References: "BPA measures security posture against best practices" (paloaltonetworks.com, Best Practice Assessment Overview).
Step 2: Evaluate Each Option

Option A: PANW Partner Portal

* Description: The Palo Alto Networks Partner Portal is a platform for partners (e.g., resellers, distributors) to access tools,
resources, and customer-related services.

* BPA Capabilty:

* Historically, partners could generate BPAs on behalf of customers via the Customer Success Portal (accessible through Partner
Portal integration), but this was not a direct customer-facing feature.

* As of July 17, 2023, the BPA generation capability in the Customer Support Portal and related partner tools was disabled, shifting
focus to AIOps and Strata Cloud Manager.

* Partners can assist customers with BPA generation but cannot directly generate reports for customer review in the Partner Portal
itself, customers must access reports via their own interfaces (e.g., AIOps).

* Vertfication:

* "BPA transitioned to AIOps; Customer Support Portal access disabled after July 17, 2023" (live.



paloaltonetworks.com, BPA Transition Announcement, 07-10-2023).

* No current documentation supports direct BPA generation in the Partner Portal for customer review.

* Conclusion: Not a customer-accessible location for generating BPAs.Not Applicable.

Option B: Customer Support Portal

* Description: The Customer Support Portal (support.paloaltonetworks.com) provides customers with tools, case management, and
historically, BPA generation.

* BPA Capability:

* Prior to July 17, 2023, custommers could upload a TSF under "Tools > Best Practice Assessment” to generate a BPA report
(HTML, XLSX, PDF formats).

* Post-July 17, 2023, this functionality was deprecated in favor of AIOps and Strata Cloud Manager. Historical BPA data was
maintained until December 31, 2023, but new report generation ceased.

* As of March 08, 2025, the Customer Support Portal no longer supports BPA generation, though it remains a support hub.

* Vertfication:

* "TSF uploads for BPA in Customer Support Portal disabled after July 17, 2023" (docs.
paloaltonetworks.com/panorama/10-2/panorama-admin/panorama- best-practices).

* "Transition to AIOps for BPA generation” (live.paloaltonetworks.com, BPA Transition to AIOps,

07-10-2023).

* Conclusion: No longer a valid location for BPA generation as of the current date.Not Applicable.

Option C: AIOps

* Description: AIOps for NGFW is an Al-powered operations platform for managing Strata NGFWs and Panorama, offering real-
time insights, telemetry-based monitoring, and BPA generation.

* BPA Capability:

* Supports two BPA generation methods:

* On-Demand BPA: Customers upload a TSF (PAN-OS 9.1 or higher) via "Dashboards > On Demand BPA" to generate a report,
even without telemetry or onboarding,

* Continuous BPA: For onboarded devices with telemetry enabled (PAN-OS 10.0+), AIOps provides ongoing best practice
assessmments via the Best Practices dashboard.

* Available in free and premium tiers; the free tier includes BPA generation.

* Reports include detailed findings, remediation steps, and adoption summaries.

* Use Case: Ideal for customers managing firewalls with or without full AIOps integration.

* Verification:

* "Generate on-demand BPA reports by uploading TSFs in AIOps" (docs.paloaltonetworks.com
/aiops/aiops-for-ngfiv/dashboards/on-demand-bpa).

* "AlOps Best Practices dashboard assesses configurations continuously" (live. paloaltonetworks.

com, AIOps On-Demand BPA, 10-25-2022).

* Conclusion: A current, customer-accessible location for BPA generation. Applicable.

Option D: Strata Cloud Manager (SCM)

* Description: Strata Cloud Manager is a unified, Al-powered management interface for NGFWs and SASE, integrating AIOps,
digital experience management, and configuration tools.

* BPA Capability:

* Supports on-demand BPA generation by uploading a TSF under "Dashboards > On Demand BPA," similar to AIOps, for devices
not sending telemetry or not fully onboarded.

* For onboarded devices, provides real-time best practice checks via the "Best Practices" dashboard, analyzing policies against Palo
Alto Networks and CIS standards.

* Available in Essentials (free) and Pro (paid) tiers; BPA generation is included in both.

* Use Case: Offers a modern, centralized platform for customers to manage and assess security posture.

* Verification:

* "Run BPA directly from Strata Cloud Manager with TSF upload" (docs.paloaltonetworks.com
/strata-cloud-manager/dashboards/on-demand-bpa, 07-24-2024).

* "Best Practices dashboard measures posture against guidance" (paloaltonetworks.com, Strata Cloud Manager Overview).

* Conclusion: A current, customer-accessible location for BPA generation. Applicable.

Step 3: Select the Two Valid Locations

* C (AIOps): Supports both on-demand (TSF upload) and continuous BPA generation, accessible to customers via the Palo Alto
Networks hub.

* D (Strata Cloud Manager): Provides identical on-demand BPA capabilities and real-timeassessments, designed as a unified
management interface.

* Why Not A or B?

* A (PANW Partner Portal): Partner-focused, not a direct customer tool for BPA generation.

* B (Customer Support Portal): Deprecated for BPA generation post-July 17, 2023; no longer valid as of March 08, 2025.

Step 4: Verified References

* AIOps BPA: "On-demand BPA in AIOps via TSF upload" (docs.paloaltonetworks.convaiops/aiops-for- ngfiw/dashboards/on-



demand-bpa).

* Strata Cloud Manager BPA: "Generate BPA reports in SCM" (docs.paloaltonetworks.convstrata- cloud-
manager/dashboards/on-demand-bpa).

* Customer Support Portal Transition: "BPA moved to AIOps/SCM; CSP access ended July 17, 2023"
(live.paloaltonetworks.com, BPA Transition, 07-10-2023).

NEW QUESTION # 33
What are three valid Panorama deployment options? (Choose three.)

A. With a cloud service provider (AWS, Azure, GCP)

B. On a Raspberry Pi (Model 4, Model 400, Model 5)

C. As a virtual machine (ESXi, Hyper-V, KVM)

D. As a container (Docker, Kubernetes, OpenShift)

E. As a dedicated hardware appliance (M-100, M-200, M-500, M-600)

Answer: A,CE

Explanation:

Panorama is Palo Alto Networks' centralized management solution for managing multiple firewalls. It supports multiple deployment
options to suit different infrastructure needs. The valid deployment options are as follows:

* Why "As a virtual machine (ESXi, Hyper-V, KVM)" (Correct Answer A)?Panorama can be deployed as a virtual machine on
hypervisors like VMware ESXi, Microsoft Hyper-V, and KVM. This is a common option for organizations that already utilize
virtualized infrastructure.

* Why "With a cloud service provider (AWS, Azure, GCP)" (Correct Answer B)?Panorama is available for deployment in the
public cloud on platforms like AWS, Microsoft Azure, and Google Cloud Platform. This allows organizations to centrally manage
firewalls deployed in cloud environments.

* Why "As a dedicated hardware appliance (M-100, M-200, M-500, M-600)" (Correct Answer E)?

Panorama is available as a dedicated hardware appliance with different models (M-100, M-200, M-500, M-600) to cater to
various performance and scalability requirements. This is ideal for organizations that prefer physical appliances.

* Why not "As a container (Docker, Kubernetes, OpenShift)" (Option C)?Panorama is not currently supported as a containerized
deployment. Containers are more commonly used for lightweight and ephemeral services, whereas Panorama requires a robust and
persistent deployment model.

* Why not "On a Raspberry Pi(Model 4, Model 400, Model 5)" (Option D)?Panorama cannot be deployed on low-powered
hardware like Raspberry Pi. The system requirements for Panorama far exceed the capabilities of Raspberry Pi hardware.
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