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CompTIA 220-1102 exam is a rigorous and challenging exam that requires a solid understanding of operating systems, mobile
devices, and security. However, passing 220-1102 Exam and earning the CompTIA A+ certification can greatly enhance a
candidate's career opportunities in the IT industry.

CompTIA A+ Certification Exam: Core 2 Sample Questions (Q439-Q444):

NEW QUESTION # 439

An administrator received a new shipment of mobile devices. Per company policy, all enterprise-issued devices must have two
authentication methods, and the organization has already enforced the use of PIN codes as one method. Which of the following
device features should the admmistrator enable?

A. Hard token

B. One-time password
C. Smart card

D. Bionetrics

Answer: D

Explanation:

For securing mobile devices with two authentication methods, combining something the user knows (a PIN) with something the user
is (biometrics) enhances security by implementing multi-factor authentication.

Smart card: Generally requires additional hardware and is not commonly used in mobile devices.

Biometrics: Uses unique biological traits such as fingerprints or facial recognition, providing a convenient and secure second method
of authentication.

Hard token: Involves additional physical devices which might not be practical for mobile devices.

One-time password: Usually used for specific applications rather than as a general device authentication method.

NEW QUESTION # 440

A user reports seeing random, seemingly non-malicious advertisement notifications in the Windows 10 Action Center. The
notifications indicate the advertisements are coming froma web browser. Which of the following is the best solution for a technician
to implement?

A. Disable the browser from sending notifications to the Action Center.
B. Disable all Action Center notifications.

C. Move specific site notifications from Allowed to Block.

D. Run a full antivirus scan on the computer.

Answer: C

Explanation:

The best solution for a technician to implement is to disable the browser from sending notifications to the Action Center. This will
prevent the random advertisement notifications from appearing in the Windows 10 Action Center, which can be annoying and
distracting for the user. The technician can follow these steps to disable the browser notifications1:

Open the browser that is sending the notifications, such as Microsoft Edge, Google Chrome, or Mozilla Firefox.

Go to the browser settings or options menu, and look for the privacy and security section.

Find the option to manage site permissions or notifications, and click on it.

You will see a list of sites that are allowed or blocked from sending notifications to the browser and the Action Center. You can
either block all sites from sending notifications, or select specific sites that you want to block or allow.

Save the changes and close the browser settings.

This solution is better than the other options because:

Rurning a full antivirus scan on the computer (B) is not necessary, as the advertisement notifications are not malicious or harmful, and
they are not caused by a virus or malware infection. Running a scan will not stop the notifications from appearing, and it will consume
systemresources and time.

Disabling all Action Center notifications is not advisable, as the Action Center is a useful feature that shows notifications and alerts
from various apps and system events, such as email, calendar, security, updates, etc.
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Disabling all notifications will make the user miss important information and reminders, and reduce the functionality of the Action
Center.

Moving specific site notifications from Allowed to Block (D) is not the best solution, as it will only stop the notifications from some
sites, but not from others. The user may still receive advertisement notifications from other sites that are not blocked, or from new
sites that are added to the Allowed list. This solution will also require the user to manually manage the list of sites, which can be
tedious and time-consuming,

References:

1: How to Disable Annoying Browser Notifications - PCMag

NEW QUESTION # 441
Which of'the following only has a web browser interface?

A. Linux

B. Microsoft Windows
C.i0S

D. Chromum

Answer: D

Explanation:

Chromium is an operating system that only has a web browser interface. Chromium is an open-source project that provides the
source code and framework for Chrome OS, which is a Linux-based operating system developed by Google. Chromum and
Chrome OS are designed to run web applications and cloud services through the Chrome web browser, which is the only user
mterface available on the system Chromium and Chrome OS are mainly used on devices such as Chromebooks, Chromeboxes and
Chromebits. Linux is an operating system that does not only have a web browser interface but also a graphical user nterface and a
command-line interface. Linux is an open-source and customizable operating system that can run various applications and services
on different devices and platforms. Linux can also support different web browsers, such as Firefox, Opera and Chromium
Microsoft Windows is an operating system that does not only have a web browser interface but also a graphical user interface and a
command-line interface. Microsoft Windows is a proprietary and popular operating system that can run various applications and
services on different devices and platforms. Microsoft Windows can also support different web browsers, such as Edge, Internet
Explorer and Chrome. i0S is an operating system that does not only have a web browser interface but also a graphical user
interface and a voice-based interface. 10S is a proprietary and mobile operating system developed by Apple that can run various
applications and services on devices such as iPhone, iPad and iPod Touch. iOS can also support different web browsers, such as
Safari, Firefox and Chrome. Reference: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.1

NEW QUESTION # 442

A hotel's Wi-Fi was used to steal information on a corporate laptop. A technician notes the following security log:
SRC: 192.168.1.1/secrets.zip Protocol SMB >> DST: 192.168.1.50/capture

The technician analyses the following Windows firewall information:

Which of the following protocols most likely allowed the data theft to occur?

A0
B. 1
C.2
D.3

Answer: D

Explanation:

The protocol that most likely allowed the data theft to occur is SMB over TCP port 445. SMB is a network file sharing protocol
that enables access to files, printers, and other resources on a network. Port 445 is used by SMB to communicate directly over
TCP without the need for NetBIOS, which is an older and less secure protocol. The security log shows that the source IP address



192.168.1.1 sent a file named secrets.zip using SMB protocol to the destination IP address 192.168.1.50, which captured the file.
The Windows firewall information shows that port 445 is enabled for inbound and outbound traffic, which means that it is not
blocked by the firewall. Therefore, port 445 is the most likely port that was exploited by the attacker to steal the data fromthe
corporate laptop.

References:

* SMB port number: Ports 445, 139, 138, and 137 explained1

* What is an SMB Port + Ports 445 and 139 Explained2

* CompTIA A+ Certification Exam Core 2 Objectives3

NEW QUESTION # 443
Which of the following is also known as something you know, something you have, and something you are?
* ACL

e A MFA
e B.NFC
e C.SMS

Answer: C

Explanation:

MFA stands for Multi-Factor Authentication, which is a method of verifying a user's identity using two or more different factors of
authentication. The three factors of authentication are something you know, something you have, and something you are. These
factors correspond to different types of information or evidence that only the legitimate user should possess or provide. For example:
* Something you know: a password, a PIN, a security question, etc.

* Something you have: a smart card, a token, a mobile device, etc.

* Something you are: a fingerprint, a face, an iris, etc.

MFA provides a higher level of security than single-factor authentication, which only uses one factor, such as a password. MFA
reduces the risk of unauthorized access, identity theft, and data breaches, as an attacker would need to compromise more than one
factor to impersonate a user. MFA is commonly used for online banking, email accounts, cloud services, and other sensitive
applications

NEW QUESTION # 444
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