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The CASP+ certification is recognized by major corporations and government agencies around the world. It is highly valued by
employers who are looking for professionals with advanced cybersecurity skills. CompTIA Advanced Security Practitioner
(CASP+) Exam certification is also recognized by the U.S. Department of Defense (DoD) and meets the requirements of the DoD
8570.01-M for Information Assurance Manager Level 111 and Information Assurance Technical Level I11.

CompTIA CAS-004, also known as CompTIA Advanced Security Practitioner (CASP+), is a certification exam designed for
experienced IT professionals seeking to validate their advanced-level security skills and knowledge. CAS-004 Examis a vendor-
neutral certification that is recognized globally and is ideal for individuals who want to demonstrate their proficiency in IT security.
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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q259-Q264):

NEW QUESTION # 259

A security engineer needs to implement a solution to increase the security posture of user endpoints by providing more visibility and
control over local administrator accounts. The endpoint security team is overwhelmed with alerts and wants a solution that has
minimal operational burdens. Additionally, the solution must maintain a positive user experience after implementation.

Which of'the following is the BEST solution to meet these objectives?

e A Implement Privileged Access Management (PAM), keep users in the local administrators group, and enable local
administrator account monitoring,

¢ B. Implement EDR, remove users from the local administrators group, and enable privilege escalation monitoring,

e C. Implement EDR, keep users in the local administrators group, and enable user behavior analytics.

e D. Inplement PAM, remove users from the local administrators group, and prompt users for explicit approval when elevated
privileges are required.

Answer: D

Explanation:

PAM (Privileged Access Managemment) is a solution that can increase the security posture of user endpoints by providing more
visibility and control over local administrator accounts. By implementing PAM, removing users from the local administrators group,
and prompting users for explicit approval when elevated privileges are required, the security engineer can reduce the attack surface,
prevent unauthorized access, and enforce the principle of least privilege. Implementing PAM, keeping users in the local
administrators group, and enabling local admmistrator account monitoring may not provide enough control or visibility over local
administrator accounts, as users could still abuse or compromise their privileges. Implementing EDR (Endpoint Detection and
Response) may not provide enough control or visibility over local administrator accounts, as EDR is mainly focused on detecting and
responding to threats, not managing privileges. Enabling user behavior analytics may not provide enough control or visibility over
local administrator accounts, as user behavior analytics is mainly focused on identifying anomalies or risks in user activity, not
managing privileges.

Verified References: httpsZ//www.comptia.org/blog/what-is-pam https//partners.comptia.org/docs/default- source/resources/casp-
content-guide

NEW QUESTION # 260
A developer implement the following code snippet.

Which of'the following vulnerabilities does the code snippet resolve?

A. Buffer overflow

B. SQL inject

C. Missing session limit
D. Information leakage

Answer: B

Explanation:

SQL injection is a type of vulnerability that allows an attacker to execute malicious SQL commands on a database by inserting them
into an input field. The code snippet resolves this vulnerability by using parameterized queries, which prevent the input from being
mterpreted as part of the SQL command. Verified Reference: httpsz//www.comptia.org/training/books/casp-cas-004-study-guide ,
httpsz//owasp.org/www-community/attacks/SQL _Injection

NEW QUESTION # 261

A developer is creating a new mobile application for a company. The application uses REST API and TLS 1.2 to communicate
securely with the external back-end server. Due to this configuration, the company is concerned about HTTPS interception attacks.
Which of the following would be the BEST solution against this type of attack?



A. Cookies
B. HSTS

C. Certificate pinning
D. Wildcard certificates

Answer: C

Explanation:

Reference:

Certificate pinning is a technique that can prevent HTTPS interception attacks by hardcoding the expected certificate or public key
of the server in the application code, so that any certificate presented by an intermediary will be rejected. Cookies are small pieces
of data that are stored by browsers to remember user preferences or sessions, but they do not prevent HITPS interception attacks.
Wildcard certificates are certificates that can be used for muiltiple subdomains of a domain, but they do not prevent HTTPS
interception attacks. HSTS (HTTP Strict Transport Security) is a policy that forces browsers to use HTTPS connections, but it does
not prevent HTTPS mterception attacks. Verified Reference: https//www.comptia.org/blog/what-is-certificate-pinning
httpsy/partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 262
A security analyst has been provided the following partial Snort IDS rule to review and add into the company's Snort IDS to identify
a CVE:

Vi AT ™

e - (£

aler D any any SHOME_NET 3389 (flow:to_servegngs§Wlished; content:"MS_ “F
Which of the following should the analyst recommend to mitigate this type of vulnerability?

A. TCP wrappers

B. OS patching

C. IPSec rules

D. Two-factor authentication

Answer: B

Explanation:

Regular operating system patching is critical to mitigating vulnerabilities. When a Snort IDS rule is provided to identify a CVE, it
typically means there is a known vulnerability that can be exploited. Keeping systems updated with the latest patches helps to close
off these vulnerabilities and protect against exploitation.

NEW QUESTION # 263

A company is implementing SSL inspection. During the next six months, muttiple web applications that will be separated out with
subdomains will be deployed.

Which of'the following will allow the inspection of the data without multiple certificate deployments?

A. Use a third-party CA.

B. Create a wildcard certificate.

C. Implement certificate pinning,

D. Include all available cipher suites.

Answer: B

NEW QUESTION # 264
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