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NEW QUESTION # 27
Refer to the exhibit, which shows the ADVPN IPsec interface representing the VPN IPsec phase 1 from Hub A to Spoke 1 and
Spoke 2, and from Hub # to Spoke 3 and Spoke 4.

Hub2Hub
Overlay 1
= Overlay 2

Hubs # config vpn ips@€ pBasel-interface
edit “ADVPN"

An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
‘What must the administrator configure in the phase 1 VPN [Psec configuration of the ADVPN tunnels?

A. set auto-discovery-forwarder enable and set remote-as x

B. set auto-discovery-sender enable and set network-id x

C. set auto-discovery-crossover enable and set enforce-multihop enable
D. set auto-discovery-receiver enable and set npu-offload enable

Answer: C

Explanation:

When configuring ADVPN (Auto-Discovery VPN) to connect overlay networks across different hubs using IBGP and EBGP,
special configurations are required to allow spokes from different overlay networks to dynamically establish tunnels.

# set auto-discovery-crossover enable

# This allows cross-hub tunnel discovery in an ADVPN deployment where muiltiple hubs are used.

# Since Hub A and Hub B belong to different overlays, enabling crossover discovery ensures that spokes from one overlay can
dynamically create direct tunnels to spokes in the other overlay when needed.

# set enforce-multihop enable

# This setting ensures that BGP peers using loopback interfaces can establish connectivity even if they are not directly connected.
# Multihop BGP sessions are required when using loopback addresses as BGP peer sources because the connection might need to
traverse nultiple routers before reaching the BGP neighbor.

# This is especially useful in ADVPN deployments with multiple hubs, where routes might need to cross from one hub to another.

NEW QUESTION # 28

An administrator configured the FortiGate devices in an enterprise network to join the Fortinet Security Fabric. The administrator
has a list of IP addresses that must be blocked by the data center firewall. This list is updated daily.

How can the admmnistrator automate a firewall policy with the daily updated list?

A. With FortiNAC

B. With FortiAnalyzer

C. With an external connector from Threat Feeds
D. With a Security Fabric automation

Answer: C

Explanation:

The best way to automate a firewall policy using a daily updated list of IP addresses is by using an external connector from Threat
Feeds. This allows FortiGate to dynamically retrieve real-time threat intelligence from external sources and apply it directly to
security policies.



By configuring Threat Feeds, the administrator can:

# Automatically update firewall policies with the latest malicious IPs daily.

# Block traffic from those IPs in real-time without manual ntervention.

# Integrate with FortiGuard, third-party threat intelligence sources, or custom feeds (CSV, STIX
/TAXII, etc.).

NEW QUESTION # 29
Refer to the exhibit.

Routing table on FortiGate_A

FortiGate A # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* . candidate default

Routing table for VRF=0

S*  0.0.0.0/0[10/0] via 10.1.0.254, port1, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 is directly connected, port3

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly conne€ted, portl), 00i39:45, [1/0]
172.16.1.252/30 [200/0] via 10.1.0.1 (recursive is directly connected, poartl), 00:42:48, [1/0]
172.16.100,0/24 is directly connected, port8

NeweMNN

Routing table on FortiGate_B

FortiGate_B # get router info routing-table all

%ﬁﬁﬁmﬂés +statie/ R - RIP, B - BGP

N1 - OSPF NSSA externaltype 1, N2 - OSPF NSSA external type 2
E1l - QSPF external'type 1, E2 - OSPF external type 2

i-1S-1S, L1 -U5-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

V - BGP VPNv4

* - candidate default

Routing table for VRF=0

S* 0.0.0.0/0 [10/0] via 10.1.0.254, port1, [1/0]

4.2.2.2/32 [10/0] via 10.1.5.254, port4, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 [200/0] via 10.1.0.100 (recursive is directly connected, portl), 00:41:02, [1/0]
10.1.5.0/24 is directly connected, portd

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:38:14, [1/0]
172.16.1.248/30 is directly connected, CO

172.16.1.252/30 is directly connected, AO

172.16.100.0/24 is directly connected, port8

NN MNDOODEMNOW

The routing tables of FortiGate A and FortiGate B are shown. FortiGate A and FortiGate B are in the same autonomous system
The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate A.
‘What must the administrator configure?



A. Enable Redistribute Connected in the BGP section on FortiGate B.

B. A BGP route map in for 172.16.1.248/30 on FortiGate A

C. A BGP route map out for 172.16.1.248/30 on FortiGate B

D. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate B

Answer: C

Explanation:

FortiGate A and FortiGate B are in the same autonomous system (AS), and FortiGate A does not currently have route
172.16.1.248/30 m its routing table. However, FortiGate B has this route as a connected route.

To dynamically advertise only 172.16.1.248/30 from FortiGate B to FortiGate A, the administrator must configure a BGP route
map out on FortiGate B that specifically permits only this prefix.

A BGP route map out on FortiGate B controls which routes FortiGate B advertises to FortiGate A. Ifno filtering is applied,
FortiGate B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.

NEW QUESTION # 30

An admmnistrator received a FortiAnalyzer alert that a 1 ## disk filled up in a day. Upon investigation, they found thousands of
unusual DNS log requests, such as JHCMQK .website.com, with no answers. They later discovered that DNS exfiltration was
occurring through both UDP and TLS.

How can the administrator prevent this data theft technique?

A. Enable DNS Filter to protect against DNS exfiltration.

B. Create an inline-CASB to protect against DNS exfiltration.
C. Use an IPS profile and DNS exfiltration-related signatures.
D. Configure a File Filter profile to prevent DNS exfiltration.

Answer: C

Explanation:

The excessive DNS log requests with random subdomains suggest a DNS exfiltration attack, where attackers encode and transmit
data via DNS queries. Since this technique can use both UDP and TLS (DoH - DNS over HTTPS), a comprehensive security
approach is needed.

Using an IPS profile with DNS exfiltration-specific signatures allows FortiGate to:

# Detect and block abnormal DNS query patterns often used in exfiltration.

# Inspect encrypted DNS (DoH, DoT) traffic if SSL inspection is enabled.

# Identify known exfiltration domains and techniques based on FortiGuard threat intelligence.

NEW QUESTION # 31

A FortiGate device with UTM profiles is reaching the resource limits, and the administrator expects the traffic in the enterprise
network to increase.

The administrator has received an additional FortiGate of the same model.

Which two protocols should the administrator use to integrate the additional FortiGate device into this enterprise network? (Choose
two.)

A. FGSP with external load balancers

B. FGCP in active-passive mode and with VDOM disabled
C. VRRP with switches

D. FGCP m active-active mode and with switches

Answer: A,D

Explanation:

When adding an additional FortiGate to an enterprise network that is already reaching its resource limits, the goal is to distribute
traffic efficiently and ensure high availability.

FGSP (FortiGate Session Life Support Protocol) with external load balancers FGSP allows session-aware load balancing between
multiple FortiGate units without requiring them to be in an HA (High Availability) cluster.
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With external load balancers, incoming traffic is evenly distributed across muiltiple FortiGate devices.

IRTINET

This approach is useful for scaling out traffic handling capacity while ensuring that sessions remain synchronized between firewalls.
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FGSP is effective when stateful failover is required but without the constraints of traditional HA.

IRTINET

FGCP (FortiGate Clustering Protocol) in active-active mode and with switches FGCP active-active mode enables multiple
FortiGate devices to share traffic loads, increasing throughput and efficiency.
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Active-active mode is suitable for balancing UTM processing across multiple FortiGates, making it ideal when resource limits are a
concern.

IRTINET

Using switches ensures redundancy and avoids single points of failure in the network.
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This mode is commonly used in enterprise networks where both scalability and redundancy are required.
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NEW QUESTION # 32
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