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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q587-Q592):
NEW QUESTION # 587 
Who is not affected by HIPAA?

A. banks
B. universities
C. billing agencies
D. clearing houses

Answer: A

Explanation:
University: there are medical universities and thus could be a covered entity and as such, affected by HIPAA.
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NEW QUESTION # 588 
According to private sector data classification levels, how would salary levels and medical
information be classified?

A. Public
B. Private
C. Confidential
D. Sensitive

Answer: B

Explanation:
According to the classification levels of the private sector, this information is classified as Private because this information is from a
personal nature. There is no need for other employees to see details about your health or you salary range, this can lead to internal
problems inside the company, problems like jealous employees.

NEW QUESTION # 589 
At a MINIMUM, a formal review of any Disaster Recovery Plan (DRP) should be conducted

A. annually.
B. monthly.
C. bi-annually.
D. quarterly.

Answer: A

NEW QUESTION # 590 
Which choice below is NOT an example of an issue-specific policy?

A. Virus-checking disk policy
B. Defined router ACLs
C. E-mail privacy policy
D. Unfriendly employee termination policy

Answer: B

Explanation:
Answer c is an example of a system-specific policy, in this case
the router's access control lists. The other three answers are
examples of issue-specific policy, as defined by NIST. Issue-specific
policies are similar to program policies, in that they are not
technically focused. While program policy is traditionally more
general and strategic (the organization's computer security
program, for example), issue-specific policy is a nontechnical
policy addressing a single or specific issue of concern to the
organization, such as the procedural guidelines for checking disks
brought to work or e-mail privacy concerns. System-specific policy
is technically focused and addresses only one computer system or
device type. Source: National Institute of Standards and Technology,
An Introduction to Computer Security: The NIST Handbook Special
Publication 800-12.

NEW QUESTION # 591 
What is the second step in the identity and access provisioning lifecycle?

A. Provisioning



B. Revocation
C. Review
D. Approval

Answer: C

NEW QUESTION # 592
......
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