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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q296-Q301):

NEW QUESTION # 296
Which CLI command displays the physical media that are connected to ethernet1/8?

A. > show system state filter-pretty sys.sLp8.phy
B. > show mterface ethernet1/8

C. > show system state filter-pretty sys.si. p8. stats
D. > show system state filter-pretty sys.sl.p8.med

Answer: A

Explanation:

The CLI command "show system state filter-pretty sys.sLp8.phy" is used to display detailed physical layer information, which would
include the physical media connected to a specific interface such as ethernet1/8.

This command is designed to filter the output to show relevant physical layer information for the specified interface.

For more nformation on Palo Alto Networks CLI commands and their outputs, refer to the "PAN-OS CLI Reference Guide".

NEW QUESTION # 297
A company wants to use their Active Directory groups to simplify their Security policy creation from Panorama.
Which configuration is necessary to retrieve groups from Panorama?

A. Configure a group mapping profile to retrieve the groups in the target template.

B. Configure a master device within the device groups.

C. Configure an LDAP Server profile and enable the User-1D service on the management interface.
D. Configure a Data Redistribution Agent to receive [P User Mappings from User-1D agents.

Answer: B

Explanation:
Explanation
httpsz/knowledgebase.paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIFQCAOQ

NEW QUESTION # 298

A network security engineer has applied a File Blocking profile to a rule with the action of Block. The user of a Linux CLI operating
system has opened a ticket. The ticket states that the user is being blocked by the firewall when trying to download a TAR file. The
user is getting no error response on the system

Where is the best place to validate if the firewall is blocking the user's TAR file?

A. Data Filtering log

B. Threat log

C. URL Filtering log

D. WildFire Submissions log

Answer: A

Explanation:
https://knowledgebase. paloalttonetworks.com/K CS ArticleDetail?id=k A10g000000CIZ1 CAK

NEW QUESTION # 299
‘What would allow a network security admmistrator to authenticate and identify a user with a new BYOD-type device that is not
joined to the corporate domain'?

e A a Security policy with 'unknown' selected in the Source User field



¢ B. a Security policy with 'known-user" selected in the Source User field
¢ (. an Authentication policy with 'unknown' selected in the Source User field
¢ D. an Authentication policy with 'known-user’ selected in the Source User field

Answer: A

NEW QUESTION # 300

An administrator is using Panorama and muiltiple Palo Alto Networks NGFWs. After upgrading all devices to the latest PAN-OS
software, the administrator enables log forwarding from the firewalls to Panoram A. Pre-existing logs from the firewalls are not
appearing in PanoramA.

‘Which action would enable the firewalls to send their pre-existing logs to Panorama?

A. Use the ACC to consolidate the logs
B. Export the log database

C. Use the scp logdb export command
D. Use the import option to pull logs.

Answer: C

Explanation:

commands:

request logdb

migrate-to-panorama start end-timestart-timetype
httpsz/docs.paloaltonetworks.conypanorama/9-0/panorama-admin/set-up-panorama/install- content-and-software-updates- for-
panorama/migrate-panorama- logs-to-new-log-format

NEW QUESTION # 301
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