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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q65-Q70):

NEW QUESTION # 65

A customer's cybersecurity department needs to implement security for the traffic between two VPCs in AWS, but these belong to
different departments within the company. The company uses a single region for all their VPCs.

Which two actions will achieve this requirement while keeping separate management of each departiment's VPC? (Choose two.)

e A Create an 1 AM account for the cybersecurity department to manage both existing VPC, create a FortiGate HA Cluster on
each VPC and IPSEC VPN to force traffic between the VPCs through the FortiGate clusters

e B. Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPC to force routing
through the FortiGate cluster

e C. Migrate all the instances to the same VPC and create 1 AM accounts for each department, then implement a new subnet
for a FortiGate auto-scaling group and use routing tables to force the traffic through the FortiGate cluster.

e D. Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to
force traffic through the FortiGate cluster.

Answer: B,D

Explanation:

To mmplement security for the traffic between two VPCs in AWS, while keeping separate management of each department's VPC,
two possible actions are:

* Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to force
traffic through the FortiGate cluster. This option allows the cybersecurity department to manage the transit VPC and apply security
policies on the FortiGate cluster, while the other departments can manage their own VPCs and instances. The VPC peering
connections enable direct commumication between the VPCs without using public IPs or gateways. The routing tables can be
configured to direct all inter- VPC traffic to the transit VPC.

* Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPCs to force routing through the
FortiGate cluster. This option also allows the cybersecurity department to manage the security VPC and apply security policies on
the FortiGate cluster, while the other departments can manage their own VPCs and instances. The Transit Gateway acts as a
network hub that connects multiple VPCs and on-premises networks. The routing tables can be configured to direct all inter- VPC
traffic to the security VPC. References: httpsz/docs. fortinet.com/document/fortigate-public- cloud/7.2.0/aws-administration-
guide/506140/connecting-a-local-fortigate-to-an-aws-vpc-vpn
httpsz/docs.fortinet.com/document/fortigate-public-cloud/7.0.0/sd-wan-architecture- for-enterprise/ 1663 34/sd-wan-configuration

NEW QUESTION # 66

You must configure an environment with dual-homed servers connected to a pair of FortiSwitch units using an MCLAG.
Multicast traffic is expected in this environment, and you should ensure unnecessary traffic is pruned from links that do not have a
multicast listener.

In which two ways must you configure the igmps-flood-traffic and igmps-flood-report settings? (Choose two.)

A. disable on the ISL and FortiLink trunks
B. disable on ICL trunks
C. enable on the ISL and FortiLink trunks
D. enable on ICL trunks

Answer: B,C

Explanation:

To ensure that unnecessary multicast traffic is pruned from Iinks that do not have a multicast listener, you must disable IGMP flood
traffic on the ICL trunks and enable IGMP flood reports on the ISL and FortiLink trunks.

Disabling IGMP flood traffic will prevent the FortiSwitch units from flooding multicast traffic to all ports on the ICL trunks. This will
help to reduce unnecessary multicast traffic on the network.

Enabling IGMP flood reports will allow the FortiSwitch units to learn which ports are interested in receiving multicast traffic. This will
help the FortiSwitch units to prune multicast traffic from links that do not have a multicast listener.
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NEW QUESTION # 67

A customer with a FortiDDoS 200F protecting their fibre optic internet connection from incoming traffic sees that all the traffic was
dropped by the device even though they were not under a DoS attack. The traffic flow was restored affer it was rebooted using the
GUIL Which two options will prevent this situation in the fiture? (Choose two)

A. Replace with a FortiDDoS 1500F

B. Move the mternet connection from the SFP interfaces to the LC interfaces
C. Create an HA setup with a second FortiDDoS 200F

D. Change the Adaptive Mode.

Answer: A,C

Explanation:

B is correct because creating an HA setup with a second FortiDDoS 200F will provide redundancy in case one of the devices fails.
This will prevent all traffic from being dropped in the event of a failure.

D is correct because the FortiDDoS 1500F has a larger throughput capacity than the FortiDDoS 200F. This means that it will be
less likely to drop traffic even under heavy load.

The other options are incorrect. Option A is incorrect because changing the Adaptive Mode will not prevent the device from
dropping traffic. Option C is incorrect because moving the internet connection from the SFP mterfaces to the LC mterfaces will not
change the throughput capacity of the device.

References:

FortiDDoS 200F Datasheet | Fortinet Document Library

FortiDDoS 1500F Datasheet | Fortinet Document Library

High Availability (HA) on FortiDDoS | FortiDDoS / FortiOS 7.0.0 - Fortinet Document Library

NEW QUESTION # 68
Refer to the exhibit containing the configuration snippets from the FortiGate. Customer requirements:
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Reviewing the requirement and the exhibit, which configuration change below will resolve this issue?

going to expire soon and it reports that subsequent attempts to renew that certificate are failing,
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

To resolve the issue of failing to renew the Let's Encrypt certificate, the configuration change that is needed is to enable the HTTP-
to-HTTPS redirect option in the SSL-VPN settings. This option allows the FortiGate to redirect HTTP requests to HTTPS port
443, which is required for Let's Encrypt to validate the domain ownership and issue a new certificate. By enabling this option, the
FortiGate will be able to respond to the HTTP challenge from Let's Encrypt and renew the certificate successfully. Reference:
httpsz/docs.fortinet.conydocument/fortigate/6.4.0/cookbook/10343 7/inbound- ssk-inspection
httpsy/docs.fortinet.conm/document/fortigate/6.4.0/cookbook/103438/application-detection-on-ssl-offloaded- traffic

NEW QUESTION # 69
You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

A. The FortiMail DKIM key was not set using the Auto Generation option.

B. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
C. The FortiMail access control rules to relay from Office 365 servers public IPs are missing,

D. The FortiMail access control rule to relay from Office 365 servers FQDN is missing,

Answer: B,C

Explanation:
FortiMail Cloud service is a cloud-based email security solution that integrates with Office 365 to provide protection against spam,



malware, phishing, data loss, etc. To use FortiMail Cloud service with Office 365, users need to configure both FortiMail Cloud
settings and Office 365 settings properly. One possible reason for outgoing emails not reaching the recipients' mailboxes is that the
FortiMail access control rules to relay from Office 365 servers public IPs are missing. This means that FortiMail Cloud service does
not recognize the Office 365 servers as authorized senders and rejects the outgoing emails. Users need to add the Office 365
servers public IPs to the FortiMail access control rules to allow relaying. Another possible reason for outgoing emails not reaching
the recipients' mailboxes is that a Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail
Cloud FQDN. This means that Office 365 does not route the outgoing emails to the FortiMail Cloud service for scanning and
delivery. Users need to create a Mail Flow connector from the Exchange Admin Center and specify the FortiMail Cloud FQDN as
the smart host. Reference: https://docs.fortinet.com/document/fortimail-cloud/6.4.0/administration- guide/ 1 9662/mtegrating- fortimail-
cloud-with-office-365

NEW QUESTION # 70
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