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minutes, you don’t need to waste the time to wait.
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underlying block cipher?

A. Cipher Block Chaining (CBC)
B. Output Feedback (OFB)

C. Counter (CTR)

D. Electronic Codebook (ECB)

Answer: D

Explanation:

Electronic Codebook (ECB)is thesimplest modeof block cipher operation, but it encrypts each blockindependently, which results
nidentical ciphertext for identical plaintext blocks- making itunsafe for use with structured or repetitive data.

NIST SP 800-38A (Recommendation for Block Cipher Modes of Operation):

"ECB reveals patterns in plaintext and should not be used when such patterns are meaningful and predictable." Though efficient,
ECB lackssemantic securityand is rarely recommended in practice.

#WGU Course Alignment:

Domain:Cryptography

Topic:Evaluate block cipher modes for appropriate use cases

NEW QUESTION # 138
What is a common characteristic of a proprietary software license?

A. Abusiness gains the right to modify the software's source code.
B. A business gains the right to own the software.

C. A business gains the right to use the software.

D. A business gains the right to distribute the software fieely.

Answer: C

Explanation:

* Aproprietary software licensetypically grants a business or user theright to usethe software.

* Unlike open-source licenses, proprietary licenses do not usually allow modification, redistribution, or reverse engineering,
* The software remains the property of the company that created it, and the licensee is only granted specific, limited rights.
* Examples:Many enterprise software applications come with proprietary licenses that specify the terms of use.
References:

* "Open Source Licensing: Software Freedom and Intellectual Property Law" by Lawrence Rosen.

* "Proprietary Software Licenses Explained" from Software Engineering Institute.

NEW QUESTION # 139
Which risk management strategy will ensure that data stored on an enterprise resource planning (ERP) system is secure from
exploitation in the event of a data breach?

A. Enforcement of a strict firewall policy to restrict access to the ERP systems server
B. Implementation of regular backup and disaster recovery planning

C. Configuration of the ERP system to disable all printing services on all workstations
D. Implementation of data encryption

Answer: D

Explanation:

The correct answer is D - Implementation of data encryption.

As per WGU Cybersecurity Architecture and Engineering (KFO1 / D488), encrypting data at rest ensures that even if attackers
breach the system and obtain files, the data remains protected because it cannot be easily read without decryption keys.

Firewall enforcement (A) restricts access but does not protect data if stolen. Disabling printing services (B) limits data leakage but
not core data protection. Backups (C) help with recovery, not immediate breach protection.

Reference Extract fiom Study Guide:

"Encrypting sensitive data ensures confidentiality even in the event of a security breach, protecting information from unauthorized
exploitation.”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Security and Encryption Practices



NEW QUESTION # 140
‘Which peripheral replaces the mouse on a mobile device?

A. USB
B. Camera
C. Jack
D. Stylus

Answer: D

NEW QUESTION # 141

What does the following SQL statement produce when executed?
SELECT ' FROM Customers

WHERE State = 'Arizona’;

A. All of the records from the Customers database that are located in Arizona
B. All of the records from the Customers table that are located in Arizona

C. All of the records from the Customers table

D. All of the records from the Customers database

Answer: B

Explanation:

* The SQL statementSELECT * FROM Customers WHERE State = 'Arizona';is used to select records from theCustomerstable.
* TheSELECT *clause indicates that all columns from theCustomerstable should be returned.

* TheWHEREclause filters the rows to only include those where theStatecolumn value is' Arizona'.

* The result is a subset of theCustomerstable with all rows that match the condition.

References:

* "SQL For Dummies" by Allen G. Taylor.

* "SQL Pocket Guide" by Jonathan Gennick.

NEW QUESTION # 142
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