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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

Topic 1
WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

Topic 2
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
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Topic 3
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.
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Q130):
NEW QUESTION # 125 
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. Channel 6, because it is always best to use this channel
B. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision
C. Channel 11, because channels 1 and 6 are in use nearby
D. Channel 1, because it is best to use the channel with the lowest frequency

Answer: B

Explanation:
A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
interference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less interference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the interference and congestion level in the environment. Channel
1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel
11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and
6. References: CWNA-109 Study Guide, Chapter 4: Antenna Systems and Radio Frequency (RF) Components, page 113

NEW QUESTION # 126 
You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high co-channel
interference?

A. Wi-Fi scanner
B. Throughput tester
C. Laptop-based spectrum analyzer
D. Access point spectrum analyzer

Answer: A

Explanation:
A Wi-Fi scanner is a basic tool that can be used to easily locate areas of high co-channel interference. A Wi-Fi scanner is a software
application that can run on a laptop, tablet, smartphone, or other device that has a Wi-Fi adapter. A Wi-Fi scanner can scan the
wireless environment and display information about the detected access points and client stations, such as their SSID, BSSID,
channel, signal strength, security, and data rate. A Wi-Fi scanner can also show the channel utilization and overlap of different access
points, which can indicate the level of co-channel interference. Co-channel interference is a type of interference that occurs when
multiple access points use the same or adjacent channels within the same coverage area. Co-channel interference can reduce the
throughput and performance of the WLAN, as the access points and client stations have to contend for the channel access and avoid
collisions. To identify areas of high co-channel interference, a Wi-Fi scanner can be used to measure the signal strength and channel
utilization of different access points and compare them with a threshold or a baseline. Alternatively, a Wi-Fi scanner can also use a
color-coded heat map to visualize the co-channel interference level in different locations. References: 1, Chapter 7, page
279; 2, Section 4.3

NEW QUESTION # 127 
A client complains of low data rates on his computer. When you evaluate the situation, you see that the signal strength is -84 dBm
and the noise floor is -96 dBm. The client is an 802.11ac client and connects to an 802.11 ac AP. Both the client and AP are 2x2:2
devices. What is the likely cause of the low data rate issue?

A. CAT5e cabling run to the AP
B. Weak signal strength



C. Lack of support for 802.11n
D. Too few spatial streams

Answer: B

Explanation:
Weak signal strength is the likely cause of the low data rate issue for the client that has a signal strength of
-84 dBm and a noise floor of -96 dBm. The client is an 802.11ac client and connects to an 802.11ac AP. Both the client and AP
are 2x2:2 devices. Signal strength is the measure of how strong the RF signal is at the receiver. Signal strength can affect the
reliability and performance of the wireless connection, as well as the data rate and throughput of the traffic. The higher the signal
strength, the better the signal quality and the higher the data rate. The lower the signal strength, the worse the signal quality and the
lower the data rate.
The data rate of an 802.11ac connection depends on several factors, such as channel bandwidth, modulation and coding scheme
(MCS), spatial streams, guard interval, and beamforming. However, these factors are also influenced by the signal strength, as they
require a certain signal-to-noise ratio (SNR) to operate properly.
SNR is the ratio of the signal strength to the noise floor, which is the measure of the background noise or interference in the RF
environment. The higher the SNR, the more robust and efficient the communication.
The lower the SNR, the more prone and vulnerable to errors and retries.
According to the CWNA Official Study Guide , Table 3.7, page 112, an 802.11ac connection with a channel bandwidth of 80
MHz, an MCS of 9, two spatial streams, a short guard interval, and no beamforming can achieve a maximum data rate of 867
Mbps. However, this data rate requires a minimum SNR of 30 dB to maintain a sufficient signal quality. If the signal strength is -84
dBm and the noise floor is -96 dBm, then the SNR is only 12 dB (-84 dBm - (-96 dBm) = 12 dB), which is far below the required
SNR for this data rate.
Therefore, the data rate will drop significantly to match the lower SNR and signal quality.
To solve this problem, the signal strength should be increased to improve the SNR and data rate. This can be done by adjusting the
output power or channel assignment of the AP or client, relocating or reorienting some APs or antennas to reduce attenuation or
interference, updating or replacing some faulty or outdated hardware or software components, etc. References: , Chapter 3, page
112; , Section 3.2

NEW QUESTION # 128 
ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous)
802.11 bridge units. 802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for
authentication. What device in the bridge implementation acts as the 802.1X Authenticator?

A. The RADIUS server
B. The Ethernet switch
C. The root bridge
D. All non-root bridges

Answer: C

Explanation:
The device in the bridge implementation that acts as the 802.1X Authenticator is the root bridge. The root bridge is the bridge that
connects to the wired network and acts as the central point for all other bridges in the point-to-multipoint topology. The root bridge
authenticates the non-root bridges using 802.1X/EAP and forwards their authentication requests to the RADIUS server. The non-
root bridges act as the 802.1X Supplicants and use EAP methods such as EAP-TLS or EAP-PEAP to authenticate with the root
bridge. References: [CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-
109], page 459; [Cisco Aironet Wireless Bridges FAQ], question 29.

NEW QUESTION # 129 
You are reconfiguring an AP to use the short guard interval. How long will the new guard interval duration be after the change?

A. 400 ns
B. 800 ns
C. 104 ms
D. 10 ms

Answer: A



Explanation:
The short guard interval is an optional feature of 802.11n and 802.11ac that reduces the time between OFDM symbols from 800 ns
to 400 ns. This can increase the data rate by about 11%, but also requires more precise timing and synchronization between the
transmitter and the receiver. The short guard interval is only used when both the AP and the client support it and agree to use it .
References: [CWNA-109 Study Guide], Chapter 4: Radio Frequency Signal and Antenna Concepts, page 163; [CWNA-
109Study Guide], Chapter 4:
Radio Frequency Signal and Antenna Concepts, page 157.

NEW QUESTION # 130
......

Normally, you will come across almost all of the real test questions on your usual practice. Maybe you are doubtful about our
CWNA-109 training questions. We have statistics to tell you the truth. The passing rate of our products is the highest according to
the investigation. Many candidates can also certify for our CWNA-109 Study Materials. As long as you are willing to trust our
CWNA-109 preparation materials, you are bound to get the certificate.
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