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any time.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q236-Q241):
NEW QUESTION # 236 
Northern Trail Outfitters (NTO) is setting up Salesforce to authenticate users with an external identity provider. The NTO Salesforce
Administrator is having trouble getting things setup.
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What should an identity architect use to show which part of the login assertion is fading?

A. Connected App Manager
B. Security Assertion Markup Language Validator
C. Identity Provider Metadata download
D. SAML Metadata file importer

Answer: B

Explanation:
Explanation
Security Assertion Markup Language (SAML) Validator is a tool that allows administrators to test and troubleshoot SAML single
sign-on configurations. It can show which part of the login assertion is failing and provide error messages and suggestions. SAML
Metadata file importer and Identity Provider Metadata download are features that allow administrators to import or download
metadata files for SAML configurations. Connected App Manager is a tool that allows administrators to manage connected apps in
Salesforce. References: SAML Validator, SAML Single Sign-On Settings, Connected App Manager

NEW QUESTION # 237 
UniversalContainers (UC) wants to build a few applications that leverage the Salesforce REST API. UC has asked its Architect to
describe how the API calls will be authenticated to a specific user. Which two mechanisms can the Architect provide? Choose 2
Answers

A. Refresh Token
B. Session ID
C. Authentication Token
D. Access Token

Answer: A,D

Explanation:
These are the mechanisms that the Salesforce REST API uses for authentication. According to the Salesforce documentation1, the
REST API requires an access token obtained by authentication. The access token is a session credential that represents the
authorization of a specific application to access specific parts of a user's data2. The access token is valid for a limited time and can
be refreshed using a refresh token. A refresh token is a credential that represents the authorization of an application to refresh an
expired access token2.
Option A is incorrectbecause an authentication token is not used by the Salesforce REST API. An authentication token is an email
security feature that appends a uniquestring of characters to your password when you log in from an unrecognized device or IP
address3. Option B is incorrect because a session ID is not used by the Salesforce REST API. A session ID is a unique identifier
fora user's session that can be used for SOAP API calls4.
References: 1: Step Two: Set Up Authentication | REST API Developer Guide | Salesforce Developers 2: Use Salesforce REST
APIs with Heroku - Trailhead 3: Authentication Token - Salesforce 4: Session ID - Salesforce

NEW QUESTION # 238 
Universal Containers (UC) has implemented SSO according to the diagram below. uses SAML while Salesforce Org1 uses OAuth
2.0. Users usually start their day by first attempting to log into Salesforce Org 2 and then later in the day, they will log into either the
Financial System or CPQ system depending upon their job position. Which two systems are acting as Identity Providers?

A. Salesforce Org 1
B. Salesforce Org 2
C. Pingfederate
D. Financial System

Answer: A,C

Explanation:
These are the systems that are acting as identity providers (IdPs) in the SSO scenario. An IdP is a trusted provider that enables a
customer to use single sign-on (SSO) to access other websites5. In this case, Pingfederate and Salesforce Org 1 are the IdPs that
authenticate the users and issue SAML assertions or OAuth tokensto the service providers (SPs). The SPs are the websites that
hostapps and rely on the IdPs for authentication5. In this case, Salesforce Org 2, Financial System, and CPQ Systemare the SPs



that receive the SAML assertions or OAuth tokens from the IdPs and grant access to the users.
Option A is incorrect because Financial System is not an IdP, but an SP. It does not authenticate the users, but receives SAML
assertions from Pingfederate. Option C is incorrect because Salesforce Org 2 is not an IdP, but an SP. It does not authenticate the
users, but receives OAuth tokens from Salesforce Org 1.
References: 5: Identity Providers and Service Providers - Salesforce 6: Salesforce as Service Provider and Identity Provider for
SSO

NEW QUESTION # 239 
Universal Containers (UC) has built a custom time tracking app for its employee. UC wants to leverage Salesforce Identity to
control access to the custom app.
At a minimum, which Salesforce license is required to support this requirement?

A. Identity Connect
B. Identity Verification
C. Identity Only
D. External Identity

Answer: C

Explanation:
To use Salesforce Identity to control access to the custom time tracking app, the identity architect should use the Identity Only
license. The Identity Only license is a license type that enables users to access external applications that are integrated with
Salesforce using single sign-on (SSO) or delegated authentication, but notaccess Salesforce objects or data. The other license types
are not relevant for this scenario. References:
Identity Only License, User Licenses

NEW QUESTION # 240 
Universal containers (UC) uses a legacy Employee portal for their employeesto collaborate and post their ideas. UC decides to use
salesforce ideas for voting and better tracking purposes. To avoid provisioning users on Salesforce, UC decides topush ideas posted
on the Employee portal to salesforce through API. UC decides to usean API user using Oauth Username - password flow for the
connection. How can the connection to salesforce be restricted only to the employee portal server?

A. Add the Employee portals IP address to the Trusted IP range for the connected App
B. Use a dedicated profile for the user the Employee portal uses.
C. Use a digital certificate signed by the employee portal Server.
D. Add the employee portals IP address to the login IP range on the user profile.

Answer: A

Explanation:
Adding the employee portal's IP address to the trusted IP range for the connected app is the best way to restrict the connection to
Salesforce only to the employee portal server. This will ensure that only requests from the specified IP range will be accepted by
Salesforce for that connected app. Option B is not a good choice because using a digital certificate signed by the employee portal
server may not be supported by Salesforce for OAuth username-password flow. Option C is not a good choice because adding the
employee portal's IP address to the login IP range on the user profile may not be sufficient, as it will still allow other users with the
same profile to log in from that IP range. Option D is not a good choice because using a dedicated profile for the user that the
employee portal uses may not be effective, as it will still allow other users with that profile to log in from any IP address. References:
[Connected Apps], [OAuth 2.0 Username- Password Flow]

NEW QUESTION # 241
......
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