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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q75-Q80):
NEW QUESTION # 75 
An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?

A. Enabled
B. Disabled
C. On Demand
D. On Idle

Answer: C

NEW QUESTION # 76 
Refer to the exhibits.
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FGT-1 and FGT-2 are updated with HA configuration commands shown in the exhibit.
What would be the expected outcome in the HA cluster?

A. FGT-1 will synchronize the override disablesetting with FGT-2.
B. The HA cluster will become out of sync because the overridesetting must match on all HA members.
C. FGT-2 will take over as the primary because it has the override enablesetting and higher priority than FGT-1.
D. FGT-1 will remain the primary because FGT-2 has lower priority.

Answer: B

Explanation:
The override setting must be identical on all FortiGate devices in an HA cluster. In the exhibit, FGT-1 has set override disable, while
FGT-2 has set override enable. Because of this mismatch, the HA members will fail to synchronize properly, and the cluster will
become out of sync until the override configuration is made consistent across both FortiGates.

NEW QUESTION # 77 
Refer to the exhibits.



The exhibits show a diagram of a FortiGate device connected to the network, and the firewall configuration.
An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2.
The policy should work such that Remote-User1 must be able to access the Webserver while preventing Remote-User2 from
accessing the Webserver.
Which additional configuration can the administrator add to a deny firewall policy, beyond the default behavior, to block Remote-
User2 from accessing the Webserver?

A. Disable match-vip in the Allow_access policy
B. Set the Destination address as Deny_IP in the Allow_access policy.
C. Configure a One-to-One IP Pool object in a new policy.
D. Set the Destination address as Webserver in the Deny policy.

Answer: D

Explanation:
To block Remote-User2's access to the Webserver, the deny policy must explicitly specify the Webserver as the destination
address; otherwise, it denies traffic to all destinations, which is not the desired behavior.



NEW QUESTION # 78 
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The NetSessionEnum function is used to track user logouts.
B. The collector agent must search Windows application event logs.
C. The collector agent uses a Windows API to query DCs for user logins.
D. NetAPI polling can increase bandwidth usage in large networks.

Answer: A

NEW QUESTION # 79 
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.
B. You can turn off IKE fragmentation to fix large certificate negotiation problems.
C. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
D. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

Answer: B,C

Explanation:
Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 80
......
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