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WGU D487 PRE-ASSESSMENT: SECURE SOFTWARE DESIGN

(KEQ1) (PKEQ)

What is a study of real-world software security initiatives organized
50 companies can measure their initiatives and understand how to

evolve them over time?, - Answer 5 [l Building Security In Maturity

Model (BSIMM)

What is the analysis of computer software that is performed without
executing programs? - Answer [l [ Static analysis

Which International Organization for Standardization (150) standard
15 the benchmark for information secunty today? - Answer

Edisonec 27001,

What is the analysis of computer softwara that is performed by
exacuting programs on a real or virtual processor in real time?, -

Answer [ B oynamic analysis

Which person is responsible for designing, planning, and
implamenting secure coding practices and security testing

methodologies? - Answer [ B8] Sottware security architect
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o Software Architecture Types: This section of the exam measures skills of Software Architects and covers
various architecture types used in large scale software systems. Learners explore different architectural
models and frameworks that guide system design decisions. The content addresses how to identify and
evaluate architectural patterns that best fit specific project requirements and organizational needs.

FrE2

e Reliable and Secure Software Systens: This section of the exam measures skills of Software Engineers and
Security Architects and covers building well structured, reliable, and secure software systens. Learners
explore principles for creating software that perforns consistently and protects against security threats. The
content addresses methods for implementing reliability measures and security controls throughout the

software development lifecycle.
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o [arge Scale Software System Design: This section of the exam measures skills of Software Architects and

covers the design and analysis of large scale software systens. Learners investigate methods for planning
153 complex software architectures that can scale and adapt to changing requirements. The content addresses
techniques for creating system designs that accommodate growth and handle increased workload
demands.

¢ Design Pattern Selection and Implementation: This section of the exam measures skills of Software

Developers and Software Architects and covers the selection and implementation of appropriate design
EN patterns. Learners examine common design patterns and their applications in software development. The
material focuses on understanding when and how to apply specific patterns to solve recurring design
problens and improve code organization.
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PR #83
Company leadership has discovered an untapped revenue stream within its customer base and wants to meet with IT to share its

vision for the future and determine whether to move forward.
‘Which phase of the software development lifecycle (SDLC) is being described?

A. Tmplementation
B. Design

C. Planning

D. Requirements

E&R:. C

it REER -

The phase being described is the Planning phase of the SDLC. This initial stage involves gathering business requirements and
evaluating the feasibility of the project. It's when the company leadership would typically meet with IT and other stakeholders to
share visions for the future, discuss potential revenue streams, and determine the project'sdirection before moving forward with
development. This phase is crucial for setting the groundwork for all subsequent phases of the SDLC.

References:

* The Software Development Life Cycle (SDLC): 7 Phases and 5 Models].

* What Is the Software Development Life Cycle? SDLC Explained?.

* Software Development Life Cycle (SDLC) Phases & Models3.
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A product team, consisting of a Scrum Master, a Business Analyst, two Developers, and a Quality Assurance Tester, are on a video
call with the Product Owner. The teamis reviewing a list of work iters to determine how many they feel can be added to their
backlog and completed within the next two-week iteration.

‘Which Scrum ceremony is the team participating in?

A. Sprint Retrospective
B. Daily Scrum

C. Sprint Planning

D. Sprint Review
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Using a web-based common vulnerabilityscoringsystem (CVSS) calculator, a security response team member performed an
assessment on a reported vulnerability in the company's clains intake component. The base score of the vulnerability was 3.5 and
changed to 5.9 after adjusting temporal andenvironmental metrics.

‘Which rating would CVSS assign this vulnerability?

A. High severity
B. Medium severity

C. Critical severity
D. Low severity

ER: A

R B B «

The Common Vulnerability Scoring System (CVSS) uses the following ranges to determine the severity rating of a vulnerability:
*0.1 - 3.9: Low severity

*4.0 - 6.9: Medium severity

*7.0 - 8.9: High severity

*9.0 - 10.0: Critical severity

Since the adjusted score for the vulnerability is 5.9, it falls within theHigh severityrange.

References:

* CVSS v3.1 Specification Document - FIRST: https://www.first.org/cvss/specification-document

* National Vulnerability Database (NVD) - NIST: httpsz/nvd.nist.gov/vuln-metrics/cvss
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The final security review determined that two low-risk security issues identified in testing are still outstanding, Developers have
assured the security team that both issues can be resolved quickly once they have time to fix them. The security team is confident that
developers can fix the flaws in the first post-release patch.

What is the result of the final security review?

A. Not Passed but Does Not Require Escalation
B. Passed with Exceptions

C. Not Passed and Requires Escalation

D. Passed
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PRI #87
A security architect is creating a data flow diagram and draws an arrow between two circles.
What does the arrow represent?

A. Data Flow

B. Data Store

C. External Entity
D. Process

BE: A
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