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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load

Topic 1
ope balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Admmistrators and emphasizes monitoring and maintaining security posture across cloud resources. It
Topic 2 focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to

understand how to identify rogue users with threat mtelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.
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¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
Topic 3 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Implementing OS and Workload Protection: This section of the exam measures the skills of OCI

Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion
Topic 4 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q32-Q37):

NEW QUESTION # 32
Which Oracle Data Safe feature enables the Internal test, development, and analytics teans to operate effectively while minimizing
their exposure to sensitive data?

A. Data auditing

B. Sensitive data discovery
C. Security assessment

D. Data encryption

Answer: B

NEW QUESTION # 33

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maxinmum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirenment, the custommer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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To complete this requirement, you are provided with the following;



Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 2: Create a Security Zone

Create a security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartement and associate it with the Custom Security
Zore Recipe (IAD-SAP-PBT-CSP-01) created in the previous task.

Enter the OCID of the created Security zone in the box below.

Security Zone name: IAD-SP-PBT-CSZ--01
Associated Recipe: IAD-SP-PBT-CSP-01
Compartment: 98815992-C01

Purpose: Allow compute in Public Subnet

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To create a Security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartment and associate it with the Custom Security
Zone Recipe IAD-SP-PBT-CSP-01 created in the previous task, follow these steps based on the Oracle Cloud Infrastructure
(OCI) Security Zones documentation.

Step-by-Step Solution for Task 2: Create a Security Zone

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn-1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Security Zones:

* From the OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderGovernance and Admmistration, selectSecurity Zones.

* Create a New Security Zone:

* In the Security Zones dashboard, click theCreate Security Zonebutton.

* Configure the Security Zone Details:

* Name:Enter [AD_SAP-PBT-CSZ-01.

* Compartment:Select the assigned compartment provided.

* Description:(Optional) Add a description, e.g,, "Security Zone for public subnet compute instances."

* Associate the Custom Security Zone Recipe:

* In theRecipesection, select the custom recipe IAD-SP-PBT-CSP-01 created in Task 1 from the dropdown list.

* Ensure the recipe is correctly associated to enforce the policy allowing compute instances in the public subnet.

* Define the Security Zone Scope:

* UnderResources to Protect, select the compartment or specific resources (e.g., the VCN with CIDR 10.0.0.0/16 and public
subnet 10.0.10.0/24) to apply the security zone.

* Check the box to include all resources in the selected compartment if applicable.

* Create the Security Zone:

* ClickCreateto finalize the security zone creation.

* Once created, note theOCIDof the security zone from the security zone details page. The OCID will be a unique identifier starting
with ocid1.securityzone.

* Verify the Security Zone:

* Go to theSecurity Zonestab and locate IAD_SAP-PBT-CSZ-01.

* Confirm the associated recipe (IAD-SP-PBT-CSP-01) and the applied policies.

OCID of'the Created Security Zone

* The exact OCID will be generated upon creation (e.g,, ocid1.securityzone.ocl..<unique_string>).

Please enter the OCID displayed in the OCI Console after completing Step 7.

NEW QUESTION # 34
When trying to encrypt plaintext using Command Line Interface (CLI), the developer gets a Service Error.
This is the command the developer tried to run:

| oci kms crypto eacrypt --key-id ocidl.key.ocl.isd.bbptfrzSeF AELTE32arg€e éxl swgluve Sl nge kil 87 sen ff Sl ni¢o¥EvIzhata ~-plaintexs foobar --endpoint htips://bbptfrrSasseuk-managenment.ims.us

ashbuza

‘What is the reason for this error?

A. The user should pass the key version OCID instead of the key OCID.
B. The developer has the wrong endpoint.

C. The developer forgot to specify the region.

D. The plantext needs to be in JSON form



Answer: A

NEW QUESTION # 35

A company has implemented OCI IAM policies with multiple levels of compartments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network- family"
permissions.

Allow Group NetworkAdmins to mai s virtual-network-family in Compartment A

A
Compartment

B
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Allow Group NetworkAdmins 1o virtual-network-family in Compartment B

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage’ permissions in the child compartment?

e A The policy in the child compartment takes precedence, and the user is granted "use" permissions only.
e B. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.
e (. The operation is denied due to conflicting policies.

Answer: B

NEW QUESTION # 36

"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.

‘Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Management agents
B. Dynamic groups

C. Profiles"

D. Management stations

Answer: C

NEW QUESTION # 37
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