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R RE #231
‘What should be the first major goal of a company developing a new privacy program?

A. To schedule conversations with executives of affected departments.

B. To create Data Lifecycle Management policies and procedures to limit data collection.
C. To identify potential third-party processors of the organization's information.

D. To survey potential fnding sources for privacy team resources.
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The first major goal of a company developing a new privacy program should be to schedule conversations with executives of
affected departments. This is because a privacy program requires the support and nvolvement of senior management and key
stakeholders from different business units, such as legal, IT, marketing, human resources, etc. By engaging with them early on, a
privacy professional can understand their needs, expectations, challenges, and risks, and align the privacy program objectives and
strategies with the organization's goals and culture. Reference: [How to Develop a Privacy Program], [Privacy Program
Management]

PR #232
‘Which of the following best demonstrates the effectiveness of a firms privacy incident response process?

A. The decrease of mean time to resolve privacy incidents
B. The increase of privacy incidents reported by users

C. The decrease of notifiable breaches

D. The decrease of security breaches
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The decrease of mean time to resolve privacy incidents best demonstrates the effectiveness of a firms privacy incident response
process. This metric measures how quickly and efficiently the firm can identify, contain, analyze, remediate, and report privacy
incidents. A lower mean time to resolve indicates a higher level of preparedness, responsiveness, and resilience in handling privacy
incidents. Reference: IAPP CIPM Study Guide, page 25.
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The General Data Protection Regulation (GDPR) specifies fines that may be levied against data controllers for certain infringements.
Which of the following will be subject to administrative fines of up to 10 000 000 EUR, or in the case of an undertaking, up to 2% of
the total worldwide annual turnover of the preceding financial year?

A. Failure to provide the means for a data subject to rectify inaccuracies in personal data

B. Failure to implement technical and organizational measures to ensure data protection is enshrined by design and default
C. Failure to process personal information in a manner compatible with its original purpose

D. Failure to demonstrate that consent was given by the data subject to the processing of their personal data where it is used
as the basis for processing
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The GDPR specifies fines that may be levied against data controllers for certain infringements. According to Article 83(4)(a) of the
GDPR, failure to implement technical and organizational measures to ensure data protection is enshrined by design and default will
be subject to admmistrative fines of up to 10 000 000 EUR, or in the case of an undertaking, up to 2% of the total worldwide annual
turnover of the preceding financial year, whichever is higher. Data protection by design and default is a principle that requires data
controllers to mntegrate data protection considerations mto every stage of the processing activities, from the conception to the
execution, and to adopt appropriate measures to safeguard the rights and interests of the data subjects by default, such as minimizing
the amount and retention period of personal data, pseudonymizing or encrypting personal data, ensuring transparency and
accountability, and enabling data subject rights.
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SCENARIO

Please use the following to answer the next QUESTION:

Henry Home Furnishings has built high-end firniture for nearly forty years. However, the new owner, Anton, has found some degree
of disorganization after touring the company headquarters. His uncle Henry had always focused on production - not data processing
- and Anton is concerned. In several storage rooms, he has found paper files, disks, and old computers that appear to contain the
personal data of current and former employees and customers. Anton knows that a single break-in could irrevocably damage the
company's relationship with its loyal customers. He intends to set a goal of guaranteed zero loss of personal information.

To this end, Anton originally planned to place restrictions on who was admitted to the physical premises of the company. However,
Kenneth - his uncle's vice president and longtime confidante - wants to hold off on Anton's idea in favor of converting any paper
records held at the company to electronic storage. Kenneth believes this process would only take one or two years. Anton likes this
idea; he envisions a password- protected system that only he and Kenneth can access.

Anton also plans to divest the company of most of its subsidiaries. Not only will this make his job easier, but it will simplify the
management of the stored dat a. The heads of subsidiaries like the art gallery and kitchenware store down the street will be
responsible for their own information management. Then, any unneeded subsidiary data still in Anton's possession can be destroyed
within the next few years.

After learning of a recent security incident, Anton realizes that another crucial step will be notifying customers. Kenneth insists that
two lost hard drives in Question are not cause for concern; all of the data was encrypted and not sensitive in nature. Anton does not
want to take any chances, however. He intends on sending notice letters to all employees and custorrers to be safe.

Anton must also check for compliance with all legislative, regulatory, and market requirements related to privacy protection. Kenneth
oversaw the development of the company's online presence about ten years ago, but Anton is not confident about his understanding
of recent online marketing laws. Anton is assigning another trusted employee with a law background the task of the compliance
assessment. After a thorough analysis, Anton knows the company should be safe for another five years, at which time he can order
another check.

Documentation of this analysis will show auditors due diligence.

Anton has started down a long road toward improved management of the company, but he knows the effort is worth it. Anton wants
his uncle's legacy to continue for many years to come.

To improve the facility's system of data security, Anton should consider following through with the plan for which of the following?

A. Employee access to electronic storage.

B. Controlled access at the company headquarters.
C. Enployee advisement regarding legal matters.
D. Customer commumication.
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To mprove the facility's system of data security, Anton should consider following through with the plan for controlled access at the
company headquarters. This plan would help to prevent unauthorized physical access to the paper files, disks, and old computers
that contain personal data of employees and customers. Physical security is an important aspect of data security that involves
protecting hardware and storage devices from theft, damage, or tamperingl By placing restrictions on who can enter the premises or
access certain areas or rooms, Anton can reduce the risk of data breaches or incidents caused by intruders or insiders2 He can also
implement locks, alarms, cameras, or guards to enhance the physical security of the facility3 Reference: 1: Physical Security: What Is
1t?; 2: [Physical Security: Why It's Important & How To Implement It]; 3: [Physical Security Best Practices: 10 Tips to Secure Your
Workplace]

P RE #235

SCENARIO

Please use the following to answer the next QUESTION:

Richard McAdans recently graduated law school and decided to return to the small town of Lexington, Virginia to help run his aging
grandfather's law practice. The elder McAdams desired a limited, lighter role in the practice, with the hope that his grandson would
eventually take over when he fully retires. In addition to hiring Richard, Mr. McAdans employs two paralegals, an administrative



assistant, and a part-time IT specialist who handles all of their basic networking needs. He plans to hire more employees once
Richard gets settled and assesses the office's strategies for growth.

Immediately upon arrival, Richard was amazed at the amount of work that needed to done in order to modernize the office, mostly in
regard to the handling of clients' personal data. His first goal is to digitize all the records kept in file cabinets, as many of the
documents contain personally identifiable financial and medical data. Also, Richard has noticed the massive amount of copying by the
administrative assistant throughout the day, a practice that not only adds daily to the number of files in the file cabinets, but may
create security issues unless a formal policy is firmly in place Richard is also concerned with the overuse of the commumnal copier/
printer located in plain view of clients who frequent the building. Yet another area of concern is the use of the same fax machine by
all of the employees. Richard hopes to reduce its use dramatically in order to ensure that personal data receives the utmost security
and protection, and eventually move toward a strict Internet faxing policy by the year's end.

Richard expressed his concerns to his grandfather, who agreed, that updating data storage, data security, and an overall approach to
increasing the protection of personal data in all facets is necessary Mr. McAdans granted him the freedom and authority to do so.
Now Richard is not only beginning a career as an attorney, but also functioning as the privacy officer of the small frm Richard plans
to meet with the IT employee the following day, to get insight into how the office computer system is currently set-up and managed.
As Richard begins to research more about Data Lifecycle Management (DLM), he discovers that the law office can lower the risk of
a data breach by doing what?

A. Prioritizing the data by order of importance.

B. Increasing the number of experienced staff to code and categorize the incoming data.
C. Minimizing the tie it takes to retrieve the sensitive data.

D. Reducing the volume and the type of data that is stored in its system.
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