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CWNP Certified Wireless Analysis Professional Sample Questions (Q49-
Q54):
NEW QUESTION # 49 
You are using a Wireless Aggregator utility to combine multiple packet captures. One capture exists for each of channels 1, 6 and
11.
What kind of troubleshooting are you likely performing with such a tool?

A. Narrowband DoS attack detection.
B. Interference source location.
C. Fast secure roaming problems.
D. Wireless adapter failure analysis.

Answer: B

NEW QUESTION # 50 
Which one of the following is not an 802.11 Management frame?

A. Authentication
B. Beacon
C. PS-Poll
D. Action

Answer: C

Explanation:
A PS-Poll (Power Save Poll) frame is not an 802.11 management frame. A PS-Poll frame is a type of control frame that is used by
a STA in power save mode to request data frames from an AP. A STA in power save mode can conserve battery power by
periodically sleeping and waking up. When a STA sleeps, it cannot receive any data frames from the AP, so it informs the AP of its
power save status by setting a bit in its MAC header. The AP then buffers any data frames destined for the sleeping STA until it
wakes up. When a STA wakes up, it sends a PS-Poll frame to the AP, indicating its association ID and requesting any buffered data
frames. The AP then responds with one or more data frames, followed by an ACK or BA frame from the STA. The other options
are not correct, as they are types of 802.11 management frames. An Action frame is used to perform various management actions,
such as spectrum management, QoS management, radio measurement, etc. A Beacon frame is used to advertise the presence and
capabilities of an AP or BSS. An Authentication frame is used to establish or terminate an authentication relationship between a STA
and an AP. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6: 802.11 Frame Exchanges, page
169-170

NEW QUESTION # 51 
When using a commercial WLAN protocol analyzer, you notice that it is listing vendor names for some APs and client STAs.
What is the source of this information?

A. DNS name resolution
B. Broadcast name resolution
C. Banner grabbing
D. Vendor OUI values

Answer: D

NEW QUESTION # 52 
Prior to a retransmission what happens to the CWmax value?

A. Doubles and increases by 1
B. Set to the value of the AIFSN
C. Reset to 0



D. Increases by 1

Answer: A

Explanation:
Before a retransmission, the CWmax (Contention Window maximum) value doubles and increases by 1. The CWmax is a
parameter that determines the upper limit of the random backoff time that a STA (station) has to wait before attempting to access the
medium. The random backoff time is chosen from a range of values between CWmin (Contention Window minimum) and CWmax.
The CWmin and CWmax values depend on the AC (Access Category) of the traffic and the PHY type of the STA. If a transmission
fails due to a collision or an error, the STA has to retransmit the frame after waiting for another random backoff time. However, to
reduce the probability of another collision, the STA increases its CWmax value by doubling it and adding 1.
This increases the range of possible backoff values and spreads out the STAs more evenly. The STA resets its CWmax value to its
original value after a successful transmission or after reaching a predefined limit. References: [Wireless Analysis Professional Study
Guide CWAP-405], Chapter 7: QoS Analysis, page
196-197

NEW QUESTION # 53 
During a VHT Transmit Beamforming sounding exchange, the beamformee transmits a Compressed Beamforming frame to the
beamformer. What is communicated within this Compressed Beamforming frame?

A. Beamformee Matrix
B. Beamforming Matrix
C. Steering Matrix
D. Feedback Matrix

Answer: D

Explanation:
The beamformee transmits a Feedback Matrix within the Compressed Beamforming frame to the beamformer.
The Feedback Matrix contains information about the channel state between the beamformee and each spatial stream of the
beamformer. This information is used by the beamformer to adjust its transmit weights and optimize its signal for the beamformee34.
References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n/ac/ax PHYsical
Layer Frame Exchanges, page 4033; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11:
802.11n/ac/ax PHYsical Layer Frame Exchanges, page 4064.
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