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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q158-Q163):
NEW QUESTION # 158 
Universal Containers (UC) is looking to build a Canvas app and wants to use the corresponding Connected App to control where
the app is visible. Which two options are correct in regards to where theapp can be made visible under the Connected App setting
for the Canvas app? Choose 2 answers

A. As part of the body of a Salesforce Knowledge article.
B. In the mobile navigation menu on Salesforce for Android.
C. Included in the Call Control Tool that's part of Open CTI.
D. The sidebar of a Salesforce Console as a console component.

Answer: C,D

Explanation:
The sidebar of a Salesforce Console as a console component and included in the Call Control Tool that's part of Open CTI are two
options that are correct in regards to where the app can be made visible under the connected app settings for the Canvas app. A
Canvas app is an external application that can be embedded within Salesforce using an iframe. A connected app is an application
that integrates with Salesforceusing APIs and uses OAuth as the authentication protocol. You can control where a Canvas app can
be displayed in Salesforce by configuring the locations in the connected app settings. The sidebar of a Salesforce Console as a
console component is a valid location for a Canvas app because it allows you to display the app as a collapsible panel on the side of
any console app. Included in the Call Control Tool that's part of Open CTI is a valid location for a Canvas app because it allows
you to display the appas part of the softphone panel that integrates with your telephony system. As part of the body of a Salesforce
Knowledge article is not a valid location for a Canvas app because it is not supported by the connected app settings. In the mobile
navigation menu on Salesforce for Android is not a valid location for a Canvas app because it is not supported by the connected app
settings. References: : [Canvas Developer Guide] : [Connected Apps Overview] : [Add or Remove Components from Your
Console Apps] : [OpenCTI Developer Guide]

NEW QUESTION # 159 
Northern Trail Outfitters (NTO) is planning to build a new customer service portal and wants to use passwordless login, allowing
customers to login with a one-time passcode sent to them via email or SMS.
How should the quantity of required Identity Verification Credits be estimated?

A. Identity Verification Credits are a direct add-on license based on the number of existing member-based or login-based
Community licenses.
B. Identity Verification Credits are consumed with each SMS (text message) sent and should be estimated based on the
number of login verification challenges for SMS verification users.
C. Each community comes with 10,000 Identity Verification Credits per month and only customers with more than 10,000
logins a month should estimate additional SMS verifications needed.
D. Identity Verification Credits are consumed with each verification sent and should be estimated based on the number of
logins that will incur a verification challenge.

Answer: B

Explanation:
Explanation
Identity Verification Credits are units that are consumed when Salesforce sends verification messages to users via email or SMS. To
use passwordless login, customers need to receive a one-time passcode via email or SMS that they can use to log in to the customer
service portal. Therefore, Identity Verification Credits are consumed with each SMS (text message) sent and should be estimated
based on the number of login verification challenges for SMS verification users. Email verification does not consume Identity
Verification Credits. References: Identity Verification Credits, Passwordless Login

NEW QUESTION # 160 
Universal Containers (UC) has a Customer Community that uses Facebook for of authentication. UC would like to ensure that
changes in the Facebook profile are 65. reflected on the appropriate Customer Community user. How can this requirement be met?

A. Develop a scheduled job that calls out to Facebook on a nightly basis.



B. Use information in the Signed Request that is received from Facebook.
C. Use the update User () method on the Registration Handler class.
D. Use SAML Just-In-Time Provisioning between Facebook and Salesforce.

Answer: C

Explanation:
The update User() methodonthe Registration Handler class is used to update the Salesforce user record with information from the
Facebook profile, such as name, email, and photo1. This method is invoked every time a user logs in to Salesforce using Facebook
credentials2. The other options are not suitable for this requirement because:
* SAML Just-In-Time Provisioning is used to create or update users in Salesforce based on SAML assertions from an identity
provider3. Facebook does not support SAML as an identity provider.
* The Signed Request is a parameter that contains information about the user who is logging in to Salesforce via Facebook. It does
not contain the user's profile information, such as name, email, or photo.
* A scheduled job that calls out to Facebook on a nightly basis would not reflect the changes in the Facebook profile in real time, as
the requirement states. It would also require storing the user's Facebook access token and making API calls to Facebook,which
could be inefficient and insecure.
References: Set Up Social Sign-On, Configure a Facebook Authentication Provider, SAML Just-in- Time Provisioning,
[Facebookas a SAML Identity Provider], [Facebook Login for Apps - Signed Request], [Facebook Login for Apps - Access
Tokens], [Facebook Graph API - User]

NEW QUESTION # 161 
Universal containers (UC) has a classified information system that it's call centre team uses only when they are working on a case
with a record type of "classified". They are only allowed to access the system when they own an open "classified" case, and their
access to the system is removed at all other times. They would like to implement SAML SSO with salesforce as the IDP, and
automatically allow or deny the staff's access to the classified information system based on whether they currently own an open
"classified" case record when they try to access the system using SSO. What is the recommended solution for automatically allowing
or denying access to the classified information system based on the open "classified" case record criteria?

A. Use a custom connected App handler using apex to dynamically allow access to the system based on whether the staff
owns any open "classified" cases.
B. Use salesforce reports to identify users that currently owns open "classified" cases and should be granted access to the
classified information system.
C. Use apex trigger on case to dynamically assign permission sets that grant access when a user is assigned with an open
"classified" case, and remove it when the case is closed.
D. Use custom SAML jit provisioning to dynamically query the user's open "classified" cases when attempting to access the
classified information system

Answer: A

Explanation:
Explanation
Use a custom connected app handler using Apex to dynamically allow access to the system based on whether the staff owns any
open "classified" cases is the recommended solution for this scenario. A custom connected app handler is an Apex class that
implements the ConnectedAppPlugin interface and can customize the behavior of a connected app. The custom handler can support
new protocols or respond to user attributes in a way that benefits a business process. In this case, the custom handler can query the
user's open "classified" cases and grant or deny access to the classified information system accordingly. Use Apex trigger on case to
dynamically assign permission sets that grant access when a user is assigned with an open "classified" case, and remove it when the
case is closed is not a good solution, as permission sets are not related to SSO and cannot control access to external systems. Use
custom SAML JIT provisioning to dynamically query the user's open "classified" cases when attempting to access the classified
information system is not feasible, as JIT provisioning is used to create or update user records in Salesforce, not in external systems.
Use Salesforce reports to identify users that currently own open "classified" cases and should be granted access to the classified
information system is not an automated solution, as it requires manual intervention and does not leverage SSO.
References: Certification - Identity and Access Management Architect - Trailhead, Create a Custom Connected App Handler,
Manage Access Through a Custom Connected App Handler

NEW QUESTION # 162 
Universal Containers (UC) is both a Salesforce and Google Apps customer. The UC IT team would like to manage the users for
both systems in a single place to reduce administrative burden. Which two optimal ways can the IT team provision users and allow



Single Sign-on between Salesforce and Google Apps ? Choose 2 answers

A. Build a custom app running on Heroku as the Identity Provider that can sync user information between Salesforce and
Google Apps.
B. Use a third-party product as the Identity Provider for both Salesforce and Google Apps and manage the provisioning from
there.
C. Use Identity Connect as the Identity Provider for both Salesforce and Google Apps and manage the provisioning from
there.
D. UseSalesforce as the Identity Provider and Google Apps as a Service Provider and configure User Provisioning for
Connected Apps.

Answer: B,D

Explanation:
B is correct because a third-party product can act as an Identity Provider (IdP) for both Salesforce and Google Apps and manage
the user provisioning from a single place12. This reduces the administrative burden and provides a consistent user experience.
D is correct because Salesforce can act as an IdP and Google Apps can act as a Service Provider (SP) and they can use SAML or
OpenID Connect for Single Sign-on (SSO)34. Salesforce also supports User Provisioning for Connected Apps, which allows the
creation, update, and deactivation of users in Google Apps based on changes in Salesforce.
A is incorrect because building a custom app on Heroku as an IdP is not an optimal way to provision users and allow SSO. It would
require more development and maintenanceeffort than using a third-party product or Salesforce as an IdP.
C is incorrect because Identity Connect is a tool that synchronizes users between Active Directory and Salesforce. It does not
support Google Apps as a target system for user provisioning orSSO.
References:
1: Architect Journey: Identity and Access Management Trailmix - Trailhead
2: Free Salesforce Identity-and-Access-Management-Architect Questions ...
3: [SingleSign-On Implementation Guide Developer Documentation]
4: [Social Single Sign-On with OpenID Connect Salesforce Developer YouTube]
5: [Authorize Apps with OAuth Trailblazer Community Documentation]
6: Identity Connect Implementation Guide Developer Documentation
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