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GIAC Red Team Professional Sample Questions (Q97-Q102):
NEW QUESTION # 97 
In the context of discovery, what is the purpose of a reverse DNS lookup?
Response:

A. To find the hostname associated with an IP address
B. To determine the physical location of a host
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C. To identify the services running on a host
D. To detect the presence of a firewall

Answer: A

NEW QUESTION # 98 
What role does a 'mule' domain play in an attack infrastructure?
Response:

A. Hosts malicious payloads for initial compromise
B. Serves as an intermediary to obscure the final destination of stolen data
C. Acts as a primary data exfiltration point
D. Provides DNS services for the attack infrastructure

Answer: B

NEW QUESTION # 99 
Which attribute of Active Directory user accounts is specifically targeted in a Kerberoasting attack?
Response:

A. The user's SID
B. The user's Service Principal Name (SPN)
C. The user's group membership
D. The user's logon script path

Answer: B

NEW QUESTION # 100 
What is the primary purpose of lateral movement within a network?
Response:

A. To exfiltrate all data immediately from the compromised host
B. To cause a denial of service in the network infrastructure
C. To gain access to additional systems and expand control within the environment
D. To establish a persistent backdoor in the network

Answer: C

NEW QUESTION # 101 
For privilege escalation, why is it important for an attacker to enumerate running processes and services on a target system?
Response:

A. To assess the system's compliance with security standards
B. To prepare for data exfiltration activities
C. To find processes running as root that might be exploitable
D. To identify potential network configuration issues

Answer: C

NEW QUESTION # 102
......
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