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SIMULATION

A container image scanner is set up on the cluster.

Given an incomplete configuration in the directory

/etc/Kubernetes/confcontrol and a functional container image scanner with HTTPS endpoint httpsz//acme.local. 808 1/image_policy
1. Enable the admission plugin.

2. Validate the control configuration and change it to implicit deny.

Finally, test the configuration by deploying the pod having the image tag as the latest.

o A. Send us the Feedback on it.

EfE: A
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You are running a multi-tenant Kubernetes cluster where different teams manage their own applications. You want to ensure that
each team's applications are isolated from each other to prevent potential security risks.

How would you use Network Policies to achieve this isolation?

Ef#:

R -

Solution (Step by Step) :

1. Create separate namespaces for each team: This is the foundation for network isolation.

2. Define Network Policies for each namespace:

Restrict nbound traffic: Only allow specific protocols and ports from trusted sources to access the namespace.
Control outbound traffic: Limit outbound connections from pods within the namespace to specific destinations.
Example Network Policy (ingress):

apiVersion: networking.k8s.io/vl
kind: MetworkPolicy
metadata:
name: team-a- ingres s
namespace: team-a
Spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
Ipd 1 PRP: allowed-service
= "= hamEspaceselector:
matchLabels:
team: trusted-team
egress: []
3. Apply the Network Policies: bash kubectl apply -fteam-a-ingress-yaml kubectl apply -f team-b-ingress.yaml # Apply policies for
other namespaces Example Scenario: Team A: Runs a web application accessible only from within its namespace. Team B: Runs a
database service that can be accessed by Team A's application but not by other teams. Network Policies: Team A Network Policy:
Ingress: Only allow traffic from Team B's database service- Egress Allow outbound traffic to the internet for updates and
dependencies. Team B Network Policy: Ingress: Allow traffic from Team A's web application Egress Limit outbound traffic to
specific servers for backups and maintenance. Note: Network Policies are a powerful tool for achieving network isolation in
Kubernetes. They allow you to fine-tune the commumnication patterns between pods and namespaces, enhancing security and

mitigating potential risks.

H #51

You can switch the cluster/configuration context using the following command: [desk@cli] $ kubectl config use-context prod-
account Context: A Role bound to a Pod's ServiceAccount grants overly permissive permissions. Complete the following tasks to
reduce the set of permissions. Task: Given an existing Pod named web-pod running in the namespace database. 1. Edit the existing
Role bound to the Pod's ServiceAccount test-sa to only allow performing get operations, only on resources of type Pods. 2. Create
a new Role named test-role-2 in the namespace database, which only allows performing update operations, only on resources of
type statuefulsets. 3. Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod's
ServiceAccount. Note: Don't delete the existing RoleBinding.

Ef#:



Switched to cont "K
candidate@cli:~$ kubectl get 5 —N security
READY STATUS LSTARTS AGE
1/1 Runninc 0 6h9m
$ kubectl get deployments.apps -n security
found in curity namespace.
$ kube 1 describe rolebindir .rbac.autyg BgaVion.k8s.io —n security
dev-role
<none>

<none>

Name

sa-dev-1

kubectl d Nibe Bfole dev-role -n security
v-role

&

candidate@cli:~$ kubectl edit role/dev-role

p4acydddo—-2/29-43bd

L

Service:

watch



candidatef@cli:~$ kubectl describe role
Name: dev-role
Labels: <none>

<none>

Annotations:
Non-Resource URLs Resource

[] []

didate@cli:~$ kubectl edit role/dev-ro -n
role.rbac.z g on. o/dev-role edited
candidate@cli:~$ kubectl describe rc dev-role
Name: dev-role
Labels:
Annotations:
Pol

services [watch]
candidate@cli:~$ kubectl get g seeurity
NAME READY STATUS RESTARTS AGE
web-pod 1/1 Running 0 6T 2m
candidate@cli:~$ kubectl get pod&/web d -n security -o yaml | grep serviceAccount
sa-dev-1

Name: sa-def-1

candidate@cli:~$ kubectl Cheate role role-2 verb=update 250 : :Space security

role.rbac.authorization.k8s% 'role created
candidate@cli:~$ kubectl create rolebinding role-2-binding —--role
role role

candidat 1li:~$ kubec te rolebinding role-2-binding role=role-2 services
curity: ev-1

rolebinding authorizat 85 . role indi crea

candidate@cli:~$

R #52

You are managing a Kubernetes cluster with a deployment named 'web-app' that runs multiple pods. These pods access a database
hosted on a separate Kubernetes service named 'database-service'. You need to ensure that the pods can only connect to the
database service and are restricted from accessing other services in the cluster.

Ef#:

fiR e«

Solution (Step by Step) :

1. Create a Network Policy:

- Create a Network Policy YAML file named 'web-app-policy.yaml with the following content

apiversion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: web-app-policy
namespace: default # Replace "default” with your namespace
spec:
podSelector:
matchLabels:
app: web-app
ingress:
- from:
- podSelector:
matchLabels:
app: database-service # Allow communication from pods with label “app: database-service”

egress:
- to:
- podSelector:
matchLabels
app: data SEEEvice—# Allow comminication to pods with label “app: database-service™

2. Apply the Network Policy: - Apply the policy using Skubectl apply -f web-app-policy.yanr 3. Verify the Network Policy: -
Check the status of the Network Policy using 'kubectl get networkpolicieS to confirm that it has been applied. 4. Test the
Comnectivity: - Try to access the database service froma pod in the 'web-apps deployment. - Attempt to access other services from
the same pod. - You should only be able to access the 'database-service' due to the Network Policy restrictions.
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You are running a Kubernetes cluster with a deployment named "my-app" that uses a container image froma private registry- You
suspect that a recent deployment update may have introduced a vulnerability in one of the containers. Explain how you would use
pod security policies and runtime security tools like Falco to investigate and mitigate this potential security risk.

Ef#:

fiE ..

Solution (Step by Step) :

1. Enable Pod Security Policies (PSPs):

- Create a PSP that restricts the container's capabilities, resource usage, and network access. For exanple, limit the container's
resource requests and limits, restrict access to sensitive host resources, and disallow the creation of privileged containers.

apiversion: policy/vibetal L I N U x
kind: PodSecurityPolicy F
metadata:

name: restricted-pod-security-policy

spec:
# Define the allowed.cépabilities, resource limits, and network access
# For example, disallow privileged containers and limit resource requests

- Apply the PSP to your deployment using the 'podSecurityPolicy field in the deployment's spec:

name: my-app
spec:
template:
# ...
spec:
# ...
securityContext:
podSecurityPolicy: restricted-pod-security-policy

2. Implement Runtime Security with Falco: - Deploy Falco on your Kubernetes cluster using a Daemon set Falco uses rules to
detect suspicious activity within containers. - Configure Falco rules to alert on events like: - Container privilege escalation attempts:
Monitor for attempts to run containers with elevated privileges. - Suspicious network connections: Detect unexpected network
connections originating from within containers- - File system modifications: Identify unauthorized modifications to files within
container images. - Define a Falco rule that detects attempts to access sensitive files:

- rule: Container accesses sensitive file
li s to access sensitive files in the cont@iger®s filesystem
E b

qy;@ﬁgisgnta%qqf.file.read
- kBs.ns: my-app # Namespace of the deployment

- k8s.pod: my-app # Pod name

- container.file.path: /etc/passwd
output: Container in Pod %k8s.pod in Namespace Bl8sins attempted to read sensitive file: ¥container.file.path
priority: high

3. Investigate the Vulnerability: - Review the Falco alerts to identify specific suspicious activities related to the deployment update. -
Analyze the logs and metrics of the affected container to gather further evidence of the vulnerability. - Inspect the container image for
any unauthorized changes or vulnerabilities. 4. Mitigate the Vulnerability: - If'a vulnerability is identified, update the container image
with a fix- - Redeploy the deployment with the updated container image. - Strengthen the PSP to prevent similar vulnerabilities from
arising in the future. - Review and refine the Falco rules based on the findings of the investigation to improve the overall security
posture.
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