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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q417-Q422):
NEW QUESTION # 417 
Drag and drop the technology on the left onto the data type the technology provides on the right.

Answer:

Explanation:

NEW QUESTION # 418 
What are the two differences between stateful and deep packet inspection? (Choose two )

A. Stateful inspection is capable of TCP state tracking, and deep packet filtering checks only TCP source and destination
ports
B. Stateful inspection is capable of packet data inspections, and deep packet inspection is not
C. Deep packet inspection operates on Layer 3 and 4. and stateful inspection operates on Layer 3 of the OSI model
D. Deep packet inspection is capable of malware blocking, and stateful inspection is not
E. Deep packet inspection is capable of TCP state monitoring only, and stateful inspection can inspect TCP and UDP.



Answer: A,D

Explanation:
A: Stateful inspection tracks the state of network connections, such as TCP streams, to determine if a packet is part of an
established connection.
B: Deep packet inspection examines the data part (payload) of a packet and can identify, block, or reroute packets with specific
types of malware. Stateful inspection does not inspect the payload for malware.

NEW QUESTION # 419 
Refer to the exhibit.

Which type of log is displayed?

A. NetFlow
B. sys
C. proxy
D. IDS

Answer: A

NEW QUESTION # 420 
What is a benefit of using asymmetric cryptography?

A. fast data transfer
B. decrypts data with one key
C. secure data transfer
D. encrypts data with one key

Answer: C

NEW QUESTION # 421 
Refer to the exhibit.
An analyst was given a PCAP file, which is associated with a recent intrusion event in the company FTP server Which display filters
should the analyst use to filter the FTP traffic?

A. tcp.port==21
B. dstport == FTP
C. dstport = 21
D. tcpport = FTP

Answer: A

Explanation:
The correct display filter for analyzing FTP traffic in a PCAP file is "tcp.port==21". This filter will show all TCP packets where the
port number is 21, which is the standard port for FTP control messages.

NEW QUESTION # 422
......
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