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o Network Security: This section of the exam for cybersecurity specialists and network security
admunistrators covers the importance of basic network security concepts, Various types of attacks and
their impact on the network, application of network security features, defense techniques, and solutions. |

=A 1 Network Troubleshooting: For help desk technicians and network support specialists, this section covers

troubleshooting methodology, troubleshooting common cabling and physical interface issues,
troubleshooting common issues with network services, and use of appropriate tools or protocols to solve
networking issues.
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o Network Operations: For IT operations staff and network operations center (NOC) technicians, this part

=x2 of the exam covers the purpose of organizational processes and procedures and use of network monitoring
technologies.

=x 3 ¢ Selection and configuration of wireless devices.

=x 4 ¢ Networking Concepts: For network administrators and IT support professionals, this domain covers

¢ Network Implementation: For network technicians and junior network engineers, this section covers
FH 5 Characteristics of routing technologies, Configuration of switching technologies and features, and
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AR #277

A systerms administrator is mvestigating why users cannot reach a Linux web server with a browser but can ping the server IP. The
server is online, the web server process is running, and the link to the switch is up. Which of the following commands should the
admmnistrator run on the server first?

A. traceroute
B. arp
C. netstat

D. tcpdump
¥e: C

Y.

The netstat command provides information about network connections, routing tables, interface statistics, masquerade connections,
and multicast memberships. Running netstat on the server can help the administrator verify that the web server process is listening on
the expected port (e.g., port 80 for HTTP or port 443 for HTTPS) and that there are no issues with network connections. This is a
crucial first step in diagnosing why the web server is not accessible via a browser.

Reference: CompTIA Network+ study materials.

HEE #278
A network manager wants to implement a SIEM system to correlate system events. Which of the following protocols should the
network manager verify?

A.NTP
B. DHCP
C.DNS
D. LDAP

HE: A

dE:
* Role of NTP (Network Time Protocol):
* NTP is used to synchronize the clocks of network devices to a reference time source. Accurate time synchronization is critical for
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correlating events and logs from different systems.

* Tmportance for STEM Systems:

* Event Correlation: STEM (Security Information and Event Management) systems collect and analyze log data from various
sources. Accurate timestamps are essential for correlating events across multiple systemns.

* Time Consistency: Without synchronized time, it is challenging to piece together the sequence of events during an incident, making
forensic analysis difficult.

* Comparison with Other Protocols:

* DNS (Domain Name System): Translates domain names to [P addresses but is not related to time synchronization.

* LDAP (Lightweight Directory Access Protocol): Used for directory services, such as user authentication and authorization.

* DHCP (Dynamic Host Configuration Protocol): Assigns IP addresses to devices on a network but does not handle time
synchronization.

* Tmplementation:

* Ensure that all network devices, servers, and endpoints are synchronized using NTP. This can be achieved by configuring devices
to use an N'TP server, which could be a local server or an external time source.

HE #279
Which of the following most likely requires the use of subinterfaces?

A. A hub utilizing jumbo frames

B. A firewall performing deep packet inspection
C. A switch using Spaming Tree Protocol

D. A router with only one available LAN port

2
m

S"9: D
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Introduction to Subinterfaces:

Subinterfaces are logical interfaces created on a single physical interface. They are used to enable a router to support multiple
networks on a single physical interface.

Use Case for Subinterfaces:

Subinterfaces are commonly used in scenarios where VLANS are implemented. A router with a single physical LAN port can be
configured with multiple subinterfaces, each associated with a different VLLAN.

This setup allows the router to route traffic between different VLLANs.

Exanple Configuration:

Consider a router with a single physical interface GigabitEthernet0/0 and two VLLANS, 10 and 20.

mterface GigabitEthernet0/0.10

encapsulation dot1Q 10

ip address 192.168.10.1 255.255.255.0

!

nterface GigabitEthernet0/0.20

encapsulation dot1Q 20

ip address 192.168.20.1 255.255.255.0

The encapsulation dot1Q command specifies the VLAN ID.

Explanation of the Options:

A: A router with only one available LAN port: This is correct. Subinterfaces allow a single physical interface to manage multiple
networks, making it essential for routers with limited physical interfaces.

B: A firewall performing deep packet nspection: Firewalls can use subinterfaces, but it is not a requirement for deep packet
inspection.

C: A hub utilizing jumbo frames: Hubs do not use subinterfaces as they operate at Layer 1 and do not manage [P addressing,
D: A switch using Spanning Tree Protocol: STP is a protocol for preventing loops in a network and does not require subinterfaces.
Conclusion:

Subinterfaces provide a practical solution for routing between multiple VLANs on a router with limited physical interfaces. They
allow network administrators to optimize the use of available hardware resources efficiently.

References:

CompTIA Network+ guide detailing VLAN configurations and the use of subinterfaces (see page Ref

9 Basic Configuration Commands).

EE #280



‘Which of the following technologies are X.509 certificates most commonly associated with?

A. VLAN tagging
B. MFA

C.PKI

D. LDAP

HE: C

Y.

X.5009 certificates are most commonly associated with Public Key Infrastructure (PKI). These certificates are used for a variety of
security functions, including digjtal signatures, encryption, and authentication.

* PKI: X.509 certificates are a fundamental component of PK1, used to manage encryption keys and authenticate users and devices.
* Digital Certificates: They are used to establish secure communications over networks, such as SSI/TLS for websites and secure
email communication.

* Authentication and Encryption: X.509 certificates provide the means to securely exchange keys and verify identities in various
applications, ensuring data integrity and confidentiality.

Network References:

* CompTIA Network+ N10-007 Official Certification Guide: Covers PKI and the role of X.509 certificates in network security.
* Cisco Networking Academy: Provides training on PK1, certificates, and secure communications.

* Network+ Certification All-in-One Exam Guide: Explains PKI, X.509 certificates, and their applications in securing network
communications.

HE #281
Which of the following provides an opportunity for an on-path attack?

A. Phishing

B. Tailgating

C. Dunpster diving
D. Evil twin

He. D

MH.

An evil twin is a rogue Wi-Fi access point that mimics a legitimate network. Attackers use it to intercept and manipulate traffic,
making it an on-path (formerly MITM) attack opportunity.

Breakdown of Options:

A . Phishing - Tries to steal credentials through fake emails/websites but does not intercept network traffic.

B . Dumpster diving - Involves physical security breaches, not network interception.

C . Eviltwin - [] Correct answer. A rogue Wi-Fi AP impersonates a real network, allowing traffic interception.

D . Tailgating - Involves physical access security, not network interception.

Reference:

CompTIA Network+ (N10-009) Official Study Guide - Domain 3.3: Explain common network security threats.
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