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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.
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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

Topic 2
o WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Rules and Routing; Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

Topic 3
opie SD-WAN infrastructure.

¢ SD-WAN Troubleshooting; This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 4
P routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q53-Q58):

NEW QUESTION # 53
Exhibit.

The admmistrator configured the IPsec tunnel VPN on a FortiGate device with the parameters shown in exhibit.
Based on the configuration, which three conclusions can you draw about the characteristics and requirements of the VPN tunnel?
(Choose three.)

A. The tunnel interface P address on the spoke side is provided by the hub.

B. The remote end must support IKEv2.

C. This configuration allows user-defined overlay IP addresses.

D. The administrator must manually assign the tunnel interface [P address on the hub side
E. The remote end can be a third-party [Psec device.

Answer: CD.E

Explanation:

This configuration demonstrates a typical [Psec setup for SD-WAN overlays where the hub side requires a manually defined tunnel
IP address, and the spoke can be flexibly configured, including interoperability with third-party [Psec devices. As described in the
Fortinet SD-WAN Architect Guide: "For some overlays, the tunnel interface IP is configured statically on the hub side, which allows
more control over overlay subnetting and facilitates the use of user-defined overlay IP addresses. This approach is also a
requirement for compatibility with non-FortiGate endpoints, such as third-party IPsec devices that may not support dynamic address
assignment via IKE or proprietary mechanisis." This enables hybrid SD-WAN environments and advanced designs involving
external partners or cloud services. Overlay IP flexibility is critical for route control and segmentation.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q11]

FortiOS 7.4 SD-WAN Reference Architecture, "Overlay IP Address Management”" SD-WAN 7.4 Concept Guide, Section:
"Interoperability with Third-Party Devices"
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NEW QUESTION # 54

You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these zones. One SD-
WAN member is no longer in use in health-check and SD-WAN rules. You want to delete it.

‘What happens if you delete the SD-WAN member from the FortiGate GUI?

A. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

B. FortiGate displays an error message. You must use the CLI to delete an SD-WAN memnber.
C. FodiGate accepts the deletion and removes routes as required.

D. FortiGate displays an error message. SD-WAN zones must contain at least two members

Answer: C

NEW QUESTION # 55

Refer to the exhibits. The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of
Facebook and YouTube along with the firewall policy configuration and the underlay zone status. Which two statements are true
about the health and performance of SD-WAN members 3 and 4? (Choose two.)

Configuration for SD-WAN performance SLA, SD-WAN rule configuration,
and application IDs of Facebook and YouTube.

config system sdwan
configure health-check
edit “Passive”
set detect-mode passive
set members 3 4
next

config system sdwan
config service
edit 1
set name “Facebook-Youtube’”
set src “a@l”
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check “Passive”
set priority-member 3 4
set passive-measurement enable
next
end
end

branch_ fgt # get application name status | grep “id:15832"” -Bl
app-name: “Facebook”
id: 15832

branch_fgt # get application name status | grep “id: 31077” -Bl
app-name: “Youtube”
id: 31077




Underlay zone status F"‘ ‘: H T I l"'l E T

branchl fgt # diagnecse sysysdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : _Rpbrtl) 4 (port2)

B. Only related TCP traffic is used for performance measurement.

D. Encrypted traffic is not used for the performance measurement.

Answer: A,B

NEW QUESTION # 56
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Create model devices.

B. Create policy blueprint.

C. Define metadata variables value for each device.
D. Create a ZTP template.

E. Update the DHCP server configuration.

Answer: A,B,D

Explanation:

Creating a ZTP (Zero Touch Provisioning) template automates onboarding of new branches.
Policy blueprints allow predefining consistent configurations for security and SD-WAN rules.
Model devices help preconfigure settings tied to device models, speeding up deployment.

NEW QUESTION # 57
Refer to the exhibits.
Exhibit A
4 I
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A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.

2al

Bal

B all

Exhibit A shows a policy package definition. Exhibit B shows the install log that the administrator received when he tried to install the

policy package on FortiGate devices.
Based on the output shown in the exhibits, what can the administrator do to solve the issue?

e A. Policies can refer to only one LAN source interface. Keep only the D-LAN, which is the dynamic LAN interface.

¢ B. Create dynamic mapping for the LAN mterface for all devices in the installation target list.



¢ (. Dynamic mapping should be done automatically. Review the LAN interface configuration for branch2_fgt.
¢ D. Use a metadata variable instead of'a dynamic interface to define the firewall policy.

Answer: B

NEW QUESTION # 58
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