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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q98-Q103):
NEW QUESTION # 98 
Cloud architectures necessitate certain roles which are extremely high-risk. Examples of such roles include CP system administrators
and auditors and managed security service providers dealing with intrusion detection reports and incident response. They are known
as high-risk because their malicious activities can lead to abuse of high privilege roles and can impact confidentiality, integrity and
availability of data.

A. True
B. False

Answer: B

NEW QUESTION # 99 
Which of the following best describes a risk associated with insecure interfaces and APIs?

A. Increase resource consumption on servers
B. Man-in-the-middle attacks
C. Ensuring secure data encryption at rest
D. Data exposure to unauthorized users

Answer: D

Explanation:
Insecure interfaces and APIs can expose data to unauthorized users, which is a significant security risk. If the API or interface is not
properly secured with authentication, authorization, and encryption measures, attackers may exploit vulnerabilities to gain
unauthorized access to sensitive data or control over cloud services. This can lead to data breaches and loss of confidentiality.
Ensuring secure data encryption at rest is important, but it is not directly related to insecure interfaces and APIs, which are more
about securing data during transmission or interaction. Man-in-the-middle attacks can occur if APIs and interfaces are not properly
secured with encryption, but this is a more specific type of attack rather than the primary risk. Increased resource consumption on
servers is not typically associated with insecure interfaces or APIs. This might be a result of other issues, like poorly optimized APIs.

NEW QUESTION # 100 
In the context of IaaS, what are the primary components included in infrastructure?

A. User authentication systems, application deployment services, and database management
B. Load balancers, firewalls, and backup solutions
C. Compute, network, and storage resource pools
D. Network configuration tools, storage encryption, and virtualization platforms

Answer: C

Explanation:
Correct Option: B. Compute, network, and storage resource pools
In the Infrastructure as a Service (IaaS) model, the term "infrastructure" refers to the core physical and virtualized building blocks
that form the basis of a cloud environment. These components are abstracted and pooled to offer on-demand provisioning to cloud
consumers.
From the CSA Security Guidance v4.0 - Domain 1: Cloud Computing Concepts and Architectures:
"Infrastructure: The core components of a computing system: compute, network, and storage. The foundation that everything else is
built on. The moving parts."
- Section 1.1.4 Logical Model, CSA Security Guidance v4.0
Furthermore:
"IaaS consists of a facility, hardware, an abstraction layer, an orchestration (core connectivity and delivery) layer to tie together the
abstracted resources, and APIs to remotely manage the resources and deliver them to consumers."
- Section 1.1.3.1 Infrastructure as a Service, CSA Security Guidance v4.0 These are commonly referred to as resource pools, and
form the foundation of what IaaS delivers: virtual machines (compute), virtual networks (networking), and object/block storage
systems (storage).



Why the Other Options Are Incorrect:
* A. Network configuration tools, storage encryption, and virtualization platforms# These are supporting technologies and security
tools, not the actual infrastructure components that make up IaaS.
* C. User authentication systems, application deployment services, and database management# These fall under PaaS (Platform as a
Service) and SaaS. IaaS does not manage applications or authentication; it provides the foundation upon which these services run.
* D. Load balancers, firewalls, and backup solutions# These are add-on services or features, not the core infrastructure components
of IaaS. While often used alongside IaaS, they are not the essential building blocks of infrastructure.
* Main Topic: Cloud Computing Concepts and Architectures
* Source: CSA Security Guidance v4.0, Domain 1, Sections 1.1.3.1 & 1.1.4

NEW QUESTION # 101 
The risk left in any system after all countermeasures and strategies have been applied is called:

A. Residual Risk
B. Mitigated Risk
C. Leftover risk
D. Annualised Risk

Answer: A

Explanation:
Thats the definition of residual risk

NEW QUESTION # 102 
What is a key advantage of using Policy-Based Access Control (PBAC) for cloud-based access management?

A. PBAC eliminates the need for defining and managing user roles and permissions.
B. PBAC is easier to implement and manage compared to Role-Based Access Control (RBAC).
C. PBAC ensures that access policies are consistent across all cloud providers and platforms.
D. PBAC allows enforcement of granular, context-aware security policies using multiple attributes.

Answer: D

Explanation:
PBAC enables highly specific access control based on multiple attributes, enhancing flexibility and security in cloud environments.
Reference: [CCSK v5 Curriculum, Domain 5 - IAM][16 source].

NEW QUESTION # 103
......
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