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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q17-Q22):

NEW QUESTION # 17
Which FortiAnalyzer dashboard provides AlOps-related summaries and alerts?
Response:

¢ A Log View > Threats

¢ B. FortiView > System Events

e C. Fabric View > Al-Powered Insights
e D. Incidents & Events > AIOps

Answer: D

NEW QUESTION # 18
Refer to the exhibits.
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The exhibits show the VAP configuration. Wi-Fi SSIDs. and zone table.
Which two statements describe how FortiGate handles VLAN assignment for wireless clients? (Choose two.)

A. Clients connecting to APs in the Office group will be assigned to VLAN 102.

B. All clients connecting to the Corp Zone will receive an IP address fromthe 10.0.20.0/24 subnet.

C. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.

D. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address from the 10.0.3.0/24
subnet.

Answer: A,C

Explanation:

The VAP configuration clearly showsVLAN pooling using WTP-groups:
set vlan-pooling wtp-group

config vian-pool

edit 101

set wtp-group "Floor 1"

edit 102

set wtp-group "Office"

How VLAN assignment works in this mode

VLAN-pooling with wtp-group modemeans:

* Each AP group (WTP group) is tied to exactly one VLAN in the pool.



* The FortiGate doesnot load balanceVLANS.

* Instead, VLANS are mappedper AP group, not per client.

Now verify each answer option:

A). FortiGate will load balance clients using VLAN 101 and 102...

#Incorrect.

FortiGatedoes NOT load-balance clientswhen vlan-pooling is set towtp-group.
Each AP group receivesonly the VLAN mapped to it.

B). All clients in the Corp zone get IPs from 10.0.20.0/24

#Incorrect.

In the Wi-Fi zone table, onlyCorp.102has an IP subnet:

* Corp.101 #0.0.0.0/0.0.0.0(no IP assigned # clients get no DHCP)

* Corp.102 #10.0.20.1/255.255.255.0

Thus, clients associated to VLAN 101cannotget IPs.

C). Clients connecting to APs in the Floor 1 group cannot receive an IP address
#Correct.

Reason:

* Floor_1 WTP-group # VLAN101

* VLAN 101 hasno IPin the Wi-Fi table #0.0.0.0/0.0.0.0

* No DHCP =Clients receive no IP address

D). Clients connecting to APs in the Office group will be assigned to VLAN 102
#Correct.

Reason:

* Office WTP-group maps to VLAN102

* VLAN 102 has subnet10.0.20.0/24

* So Office group clients get an IP in that range

NEW QUESTION # 19
What is the primary finction of a captive portal in guest Wi-Fi onboarding?
Response:

A. Automatically redirect traffic to DNS

B. Force client to use VPN

C. Allow access only after user authentication or acceptance
D. Encrypt all packets using SSL

Answer: C

NEW QUESTION # 20
Refer to the exhibits.
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A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator
decides to use FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication
updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not
enforce the correct policies based on user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving
RADIUS accounting messages from the RADIUS server and successfully queries LDAP for user group information. But, FSSO
updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO user groups are not being applied.
What is the most likely reason FortiGate is not receiving FSSO updates?

e A. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.
e B. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
e C. The LDAP server is not configured to retrieve group memberships for RSSO users.

¢ D. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

Answer: B

Explanation:

In this design, FortiAuthenticator receivesRADIUS accounting (RSSO) messages, looks up the user in LDAP to get group
nformation, theninjects FSSO logon eventstoward all FortiGate devices.

From the exhibits we know:

* FortiAuthenticatoris receiving RADIUS accountingfrom the RADIUS server.

* LDAP queries are successful and return group membership.

* But FortiGatedoes not receive FSSO logons, so identity-based policies are not applied.

For FortiAuthenticator to create an FSSO logon, the RADIUS accounting record must be correctlyparsed into at least:



* Username

* Client IP address

These are mapped from the RADIUS attributes in theRADIUS Accounting SSO clientconfiguration (for example, User-Name and
Framed-IP- Address). If these are not defined or mapped incorrectly, FortiAuthenticator can see the accounting packet butcannot
build a valid FSSO session, so no update is sent to FortiGate.

Thus the most likely root cause is:

#The RADIUS Username and Client IPv4 attributes are not correctly definedfor that RADIUS Accounting SSO client (optionA).
Other options conflict with the scenario:

* B- LDAP is already successfully returning groups.

* C- FSSO user group attribute is separate; even without it, FSSO logons would still be created (just without group mapping).

* D- The nterfaceisreceiving RADIUS accounting, so it is clearly enabled.

NEW QUESTION # 21
What is the primary outcome when a device is quarantined on a FortiGate-managed network?
Response:

A. The device is redirected to a captive portal for login

B. The device's MAC address is blocked by DNS filter

C. The device is forced to reauthenticate using 802.1X

D. The device is denied access to the network through policy enforcement

Answer: D

NEW QUESTION # 22
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