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config system fortiguard
set protocol udp
set port BH88
set load-balance-serversl
set auto-join-forticloud enable
set update-server-location any
set sandbox-region ‘'
set fortigquard-anycast disable
set antispam-force-off disable
set antispam-cache enable
set antispam-cache-ttl 18,9'

2.220"

set source-ip 0.0.
set source-iDé6

set proxv-server-ip
set proxy-server-por
set proxy-username
set ddns-se '
set dons-ser
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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q90-Q95):

NEW QUESTION # 90
Exhibit.

Refer to the exhibit, which contains a screenshot of some phase 1 settings.
The VPN is not up. To diagnose the issue, the admmnistrator enters the following CLI commands on an SSH session on FortiGate:

iiagnose vpn log-CiLEEY Sbt-addrqd 1
Ao FT""H"T'IHF-'T
However, the IKE real-time debug does not show any output. Why?

A. The debug shows only error messages. Ifthere is no output, then the phase 1 and phase 2 configurations match.
B. Replace diagnose debug application ike -1 with diagnose debug application ipsec - 1.

C. The log-filter setting is incorrect. The VPN traffic does not match this filter.

D. The administrator must also run the command diagnose debug enable.

Answer: D

NEW QUESTION # 91
Refer to the exhibit.

User A
71.234.149.16
10.0C 0/24 \\.
WaN = = == ou == o= ——
F::BTHIET:
L3 e . 3 Koy 1000.2.0/24
[T - - User B
0 8 95.56.234.24

10.0.4.0/24 L
I

" FGT # get router, I%fg routing-table all

- by 0.049. 040" (10/0) via 10.0.1.254, wanl, (1/0]
\\\_ C LU0, IN0/24 8 directl connected, wanl
c 19,0°2.0/24 is < y connected, wan2
UserC 0 0/24 i connected, portl
10.0.4.63

Assuming a default configuration, which three statements are true? (Choose three.)

e A. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.
¢ B. Strict RPF is enabled by default.
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e C. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.
e D. User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
e E. User C: Fail. There is no route to 10.0.4.63 using port] in the touting table.

Answer: A,C.E
NEW QUESTION # 92
Refer to the exhibit, which shows the portl interface configuration on FortiGate and partial session information for [CMP traffic.
c::figi:yi;:r‘rjr;:rnrfuce --
set preserve-session-route enable
next

end

¢ diagnose sys session list

session info: proto=l proto_state=00 duration=4 expire=55 timeout®0Wgpefresh_dir-both flags=00000000 socktype=0 sockport=0 av_idx=0 use=3
state=log may dirty npu f00 route preserve

orgin->sink: org pre->post, reply pre->post dev=7->19/19->7 gwy=100.64.1.1/10.0.1.101

4 diagnose netlink interface list grep index=19
if=portl family=00 type=768 index=19 mtu=1420 link=Ogmaster=0

What happens to the session information if a routing change occurs that affects this session?

A. The session will be flagged as dirty but no route lookups will be performed.

B. The session information will not change unless the current route has been removed from the routing table.
C. Sessions mnvolving port7 or port19 will not have their routing information flushed.

D. Only the interface and gateway information for dev=7 will be removed.

Answer: B

Explanation:

With preserve-session-routeenabled, FortiGate pins the session's egress interface and gateway to the original values and does not re
evaluate its routing when you tweak or add alternate routes. Only if the specific route it's using is completely removed from the
routing table will the session be flushed or re looked up.

NEW QUESTION # 93
Refer to the exhibit, which shows the output of get router info bgp summary.

Which two statements are true? (Choose two.)

A. The local FortiGate is still calculating the prefixes received from BGP neighbor 100.64.2.264
B. The local ForliGate has received one prefix from BGP neighbor 100.64.1.254.

C. The TCP connection with BGP neighbor 100.64.2.254 was successful.

D. The local FortiGate has received 18 packets froma BGP neighbor.

Answer: B,.D

NEW QUESTION # 94
Which two statements about Security Fabric communications are true? (Choose two.)

e A The default port for Neighbor Discovery can be modified.
¢ B. By default, the downstream FortiGate establishes a connection with the upstream FortiGate using TCP port 8013.




¢ C. FortiTelemetry and Neighbor Discovery both operate using TCP.
e D. FortiTelemetry must be manually enabled on the FortiGate interface.

Answer: B,D

Explanation:

The default TCP port 8013 for FortiTelemetry can be changed if necessary. In order for a downstream FortiGate to join the
Security Fabric, it must initiate the session to the upstream FortiGate through TCP port 8013. For an upstream FortiGate to be able
to accept connections from a downstream FortiGate, the Security Fabric Connection setting must be enabled on the network
interface (on the GUI under Administrative Access).

NEW QUESTION # 95
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