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Splunk SPLK-3003 Exam Syllabus Topics:

Section Objectives
- Authentication and authorization
Topic 1: Security and Access Control ¢ 1. Role-based access control (RBAC)

e 2. User roles and permissions
- SPL usage in enterprise environments

Topic 2: Search Processing Language (SPL) and Knowledge Objects 1. Knowledge objects (macros, tags, event types)
e 2. Search commands and pipelines

- Core components and deployment topology

Topic 3: Sphunk Platform Architecture and Deployment ¢ 1. Indexer, Search Head, Forwarder roles
¢ 2. Distributed deployment concepts
- System monitoring and diagnostics
Topic 4: Monitoring, Troubleshooting, and Maintenance ¢ 1. Loganalysis and health checks

e 2. Performance troubleshooting

- Search head clustering and indexer clustering

Topic 5: Distributed Search and Scaling e 1. Performance and scaling strategies
e 2. Configuration and management considerations
- Data onboarding and ingestion
Topic 6: Data Inputs and Data Management e 1. Inputs configuration and source types

e 2. Parsing and indexing process
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H #45

In an environment that has Indexer Clustering, the Monitoring Console (MC) provides dashboards to monitor environment health.
As the environment grows over time and new indexers are added, which steps would ensure the MC is aware of the additional
mndexers?

® A. No changes are necessary, the Monitoring Console has self-configuration capabilities.

e B. Remove and re-add the cluster master from the indexer clustering UI page to add new peers, then apply the changes under
the MC setup UL

e C. Using the MC setup UL, review and apply the changes.

¢ D. Each new indexer needs to be added using the distributed search UL, then settings must be saved under the MC setup UL

IEf: C

R
Explanation/Reference:

H #46
‘Which configuration item should be set to false to significantly improve data ingestion performance?

A. SHOULD LINEMERGE
B. BREAK_ONLY BEFORE DATE
C. AUTO KV JSON

D. ANNOTATE_PUNCT

EfE: A

R -
httpsz/docs.sphunk.com/Documentation/Splunk/8.0.6/Data/Configureeventlinebreaking

B #47
‘Which command would an administrator use to check the current status of indexer clustering from the CLI?

e A splunk list cluster-config

¢ B. splunk btool cluster list

e C. splunk show cluster-status

e D. splunk show cluster-bundle-status

EfE: C

R -
Explanation: splunk show cluster-status (run against the cluster master) reports the health and replication/search factor status of the
cluster.

B #48
A working search head cluster has been set up and used for 6 months with just the native/local Splunk user authentication method. In
order to integrate the search heads with an external Active Directory server using LDAP, which of the following statements
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represents the most appropriate method to deploy the configuration to the servers?

¢ A. Configure the LDAP integration on one Search Head using the Settings > Access Controls > Authentication Method and
Settings > Access Controls > Roles Splunk UI menus. The configuration setting will replicate to the other nodes in the search
head cluster eliminating the need to do this on the other search heads.

¢ B. On each search head, login and configure the LDAP integration using the Settings > Access Controls > Authentication
Method and Settings > Access Controls > Roles Splunk UI menus.

¢ C. Configure the integration in a base configuration app located in sheluster-apps directory on the search head deployer, then
deploy the configuration to the search heads using the splunk apply shcluster-bundle command.

¢ D. Logonto each search using a command line utility. Modify the authentication.conf and authorize.conf files in a base

configuration app to configure the integration.
EfE: C

HM #49
A site from a multi-site indexer cluster needs to be decommissioned. Which of the following actions must be taken?

A. Remove the site from the list of available sites.

B. Create an alias for where the new data should be sent.

C. Nothing. Decommissioning a site is not possible.

D. Remove the site from the list of available sites and create an alias for where the new data should be sent.

Ef: D

B #50
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