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FH 270
¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
=R 1 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

troubleshooting commumication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

FH 2 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
=X 3 FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systerms, and configuring RAID for storage.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOM ). It covers tasks such as setting user
A 4 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systems.
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EE #68
How can you configure FortiAnalyzer to permit administrator logins from only specific locations?

A. Use administrative profiles
B. Use trusted hosts

C. Use secure protocols

D. Use static routes

HE:. B

MY
https://docs.fortinet.convdocument/fortianalyzer/6.2.5/administration-guide/ 186508 /trusted-hosts

EE #69
Refer to the exhibit.

‘ Wireshark - Packet 34 - sniffer_port3.1.pcap

> Frame 34: 624 bytes on wire (4992 bits), 624 bytes captured (4992 bits)
» Ethernet II, Src: MS-NLB-PhysServer-@9_8f:00:01:06 (82:09:0f:90:01:06), Dst: MS-NLB-PhysServer-89_of:09:0
» Internet Protocol Version 4, Src: 19.200.3.1, Dst: 10.200.1.210
» Transmission Control Protocel, Src Port: 18852, Dst Port: 514, Seq: 14443, Ack: 138, Len: 578
~ Remote Shell
Client -> Server Data [truncated]: 1793038235120db2f7eaa29995a08617e996aleTe5a02afe2f81e0320715¢ff2d8¢e

82 89 of 90 82 87 82 09 8@ 21 85 o8
82 62 f8 7b @0 88 3f 06 b8 2a c8 83
@1 d2 46 B4 @2 82 99 02 a6 c2 b9 B4
39 88 1c 3 29 80 17 03 82 35,12 Bd
2a
52
ed
ed

ea
81
ea 2 -
a4 i)

a2 99 95 a0 86 17 e9 96 e7 e5 a@
ed 32 @7 15 cf f2,d8 c7 478479
27 69 5d bc 93 7f 18°¢5 18 fa ea .
84 1f d4e 54 c2 b6 58 9 d8 <5 2a 75 - -NT--X:- ---*{-u
b3 6f 13 1d 63 1d af fe c7 21 22 9d es Qg S Ll
f7 b5 6b d@ 26 45 4a al 27 68 fa B9 ba k-&EJ )

6a 22 e3 6f eb 9a bd fe e6 8f e3 S5F 45 65 c2 et L ---_En
ef dc b9 83 34 16 7d 52 83 3a ca 2e aa 3a 75 4-}R 8-2-.-:u
1b B@ 22 86 f9 d8 22 1c b3 ¢3 ©d 9e 4Ff 53 33 = L . 053
85 fd 7e ce 96 e5 96 Te 82 17 ea bf Sb 9f b2 ~ ~ f: [

m .

SERIEENR
SERRILEE

3F
a4

No.: 34 - Time: 11.215345 - Sourcer 1020003, 7 - Destinatione 10,200, 1.210 - Protocol BSH - Length: 624 - info: Cleent - > Server data
[+ Show packet bytes

Which image corresponds to the packet capture shown in the exhibit?



£ t B te 3 Table View v : More v (O Show Charts v Search

A 0 Device Name & IP Address ¢  Connectivity ¢ Logging Mode ¢  Average Log Rate{Logs/Sec) ¢
O @ Remote-FortiGate 10.200.3.1 4 Connection Up @ Real Time 0
[ iy t 2 Table View v : More v (O Show Charts~ | Search...
B. O Device Name = IPAddress +  Connectivity Logging Mode +  Awverage Log Rate(Logs/Sec) =
0O @ Remote-FortiGate 10.200.3.1 4 Connection Up - Real Time 0
= 11 L E2 Table View » § Morev O Show Charts v Search...
C. 0O Device Name < IP Address +  Connectivity = Logging Mode +  Average Log Rate{Logs/Sec) =
O @ Remote-FortiGate 10.200.3.1 ¥ Connection Down & Real Time 0
[# T [ Table View ~ $ More~ O Show Charts ~ | | search
D. O Device Name < IP Address ¢  Connectivity ¢ Logging Mode ¢  Average Log Rate{Logs/Sec) ¢
O @ Remote Fo;tiGalcF!{l__D;&l 3 HTtr—iETﬂume 0
e A. Option A
e B.OptionC
e C.OptionD
e D. Option B
qY: A
HE.

FortiAnalyzer Administrator 7.2 Study Guide p. 183 OFTP is used over SSL when information is synchronized between
FortiAnalyzer and FortiGate. OF TP listens on port TCP/514. Port UDP/514 is used for unencrypted log communication.

A2 #70
Which two statements are true regarding FortiAnalyzer operating modes? (Choose two.)

¢ A. By deploying different FortiAnalyzer devices with collector and analyzer mode in a network, you can improve the overall
performance of log receiving, analysis, and reporting

¢ B. Collector mode is the default operating mode.

e C. When in collector mode. FortiAnalyzer supports event management and reporting features.

¢ D. When in collector mode, FortiAnalyzer collects logs from multiple devices and forwards these logs in the original binary
format.

HY: AD

MY
Reference:
https://docs.fortinet.convdocument/fortianalyzer/7.0.0/administration- guide/3 12644/analyzer-collector-collaboration

BEE#71
Which clause is considered mandatory in SELECT statements used by the FortiAnalyzer to generate reports?

A LIMIT

B. FROM

C. WHERE

D. ORDER BY

02
m

: B



EE 472
Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL? (Choose two.)

A. SSL is the default setting,

B. SSL encryption levels are globally set on FortiAnalyzer.

C. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate.
D. SSL can send logs in real-time only.

E. SSL commumications are auto-negotiated between the two devices.
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