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Which of the following is a common communication protocol used by IoT devices?

A. HTTPS
B. MQTT
C. FTP
D. SSH

Answer: B

NEW QUESTION # 17 
Which type of attack uses a precomputed table of hash values to recover a password?

A. Symlink attack
B. Brute force attack
C. Rainbow table attack
D. Dictionary attack

Answer: C

NEW QUESTION # 18 
Which activity is part of a vulnerability assessment process?

A. Identifying vulnerabilities
B. Installing operating systems
C. Exploiting vulnerabilities for access
D. Encrypting databases

Answer: A

NEW QUESTION # 19 
Which phase of the hacking cycle involves gathering detailed information about target systems and services?

A. Reconnaissance
B. Maintaining Access
C. Covering Tracks
D. Enumeration

Answer: D

NEW QUESTION # 20 
In which phase of penetration testing is information gathered to identify potential targets and their vulnerabilities?

A. Reporting
B. Attack
C. Discovery
D. Planning

Answer: C

NEW QUESTION # 21
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