PAM-DEF H A BB 5K & PAM-DEFA S i sht

SERRISE SRR ORERITELT S A

GOWUKAKUIE— £ 8 8(=100%E R E D
MREEERMT AN TEET.

b 7% &2+ GoShkenPAM-DEFO—#% 7 SV FA L =Y hb6KX V> o —FTE &
9 : httpsy//drive.google.comopen?id=1-iPRelgL.vaSQRPOPIMUL9363rQVdaCk

£ D ANSNPAM-DEFiREB 4 EHICER T I2VERND D £7. £/ RBUCEKRTEILEZLDAE-TH
BRIETREVIELDD>THWET., 201D, ZLOAR E> TEBLAEEFEEEFCEETY, &
5. B HFEEY— VL RABICEETT. PAMDEFY 7 7L Y 244 Fid. VS5y 7 AL REBTREBRICE
e 20K D & §. BiH 5 PAM-DEFRRERB A 1 FER 2 THNL £ 4. PAM-DEF¥E #H41id . PAM-
DEFiRER ic BT 2D EHICEHTRILDEXEZ TV E T,

PAM-DEFAABO®EH % §2 L &, B L » 5 CITCEEST 2 ML EZROEEE L ZOMIRETT . EEG
RBCAKT 23V 8H20TTL. b LRBRCBETILECROY — ez, 2L OKM 28T 3
CERTEBZRUTEL ., BERBCARTAREEZFC T3 LV TEET, EALZY — W EBEELWT
Lsd. Zhik & 5 5 AGoShken® PAM-DEFRIREET T &

>> PAM-DEFH 7 58 & B 3 58 <<

il 3-2 =— 7 % PAM-DEF H 7 3E 58 B o 5% il B s Bk oD Y4 5 v
PAM-DEF: Bk i it

PAM-DEFprep b L > bid PDF. ¥ 7 by 8& UAPPA—Y 3 > D3DDA—Y 3> £ BRFFICRHEL £ 5. 2
NENRCHEOREARDHY 3. K& PAM-DEF7 R + & DPDFA—Y a > # 8/ L £ 3. PDFA—V 3
VHREFRCERNTEARNThO It Mo TwEYS. PAM-DEF7 X + 7' L A Y EEEDPDFA—Y 3 &~
. BEBCTEERMEL 3. ABC. PDEA—Y 3 v AL Tw 3B4E. PDFA—Y 3 ¥ Z & L PAM-
DEFREE b L > F4EIRITE £ 3. AEEZWMB3DIE ETCHHHUTT. A5 DPAM-DEF7 R b 7' L A > RifEE
EdhlioRk&ErFlEHEss 6T EELTVES,

CyberArk Defender - PAM 52 % PAM-DEF B[ &E (Q200-Q205):

B #200
When should vault keys be rotated?

A. when tt is copied to file systems outside the vault
B. whenever a CyberArk user leaves the organization
C. when migrating to a new data center

D. annually

EM: D

H M #201
‘Which user is automatically added to all Safes and cannot be removed?
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A. Master

B. Operator

C. Auditor

D. Admnistrator

EfE: A

A #202
CyberArk implements license limits by controlling the number and types of users that can be provisioned in the vault.

e A FALSE
e B. TRUE

Ef#: A

R -

Explanation

CyberArk does not implement license limits by controlling the number and types of users that can be provisioned in the vault.
CyberArk implements license limits by controlling the number and types of users that can authenticate to the vault and use its
features. The license limits are based on the user types and objects that are defined in the vault, such as Vault Users, LDAP Users,
LDAP Groups, Safes, Accounts, etc. The license limits are enforced by the License Manager, which is a service that runs on the
Vault server and monitors the license usage. The License Manager can send notifications and alerts when the license usage reaches
certain thresholds, and can also block or allow access to the vault based on the license status].

References:

* 1: Manage the CyberArk License

B #203
You have been asked to turn off the time access restrictions for a safe.
Where is this setting found?

A. Vault

B. RestAPI

C. PrivateArk Client
D. PVWA

.
R

: D

E Y #204
Which of'the following options is not set in the Master Policy?

A. Password Complexity

B. Enabling and Disabling of the Connection Through the PSM
C. Password Expiration Time

D. The use of "One-Time-Passwords"

IEf#E: A

AR :

Explanation

Password Complexity is not set in the Master Policy, but in the Platform Management settings for each platform. The Master Policy
is a set of rules that define the security and conpliance policy of privileged accounts in the organization, such as access workflows,
password management, session monitoring, and auditing]l. The Master Policy does not include any technical settings that determine
how the system manages accounts on various platforns1. Password Complexity is a technical setting that defines the mininum
requirenents for the length and composition of the passwords that are generated by the CPM for the accounts associated with the
platform2. Password Complexity can be configured in the Platform Management settings, which are independent of the Master
Policy and can be customized according to the organization's environment and security policies].

The other options are set in the Master Policy, as follows:

* A. Password Expiration Time: This is a policy rule that determines how often passwords are changed. It can be set in the Master



Policy under the Password Management sectionl.

* B. Enabling and Disabling of the Connection Through the PSM: This is a policy rule that determines whether users can connect to
target systems through the PSM. It can be set in the Master Policy under the Session Management sectionl.

* D. The use of "One-Time-Passwords": This is a policy rule that determines whether passwords are changed every time they are
retrieved by a user. It can be set in the Master Policy under the Password Management sectionl. References:

* 1: The Master Policy

* 2: Platform Management, Password Complexity subsection
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