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Palo Alto Networks Certified Network Security Engineer Exam 5% X PCNSE
A B (Q179-Q184):

HM #179
Which three items must be configured to implement application override? (Choose three )

A. Security policy rule

B. Custom app

C. Application filter

D. Decryption policy rule

E. Application override policy rule

iIFf#: A. B. E

R -

Explanation

According to the Palo Alto Networks documentationl, application override is where the firewall is configured to override the normal
application identification (App-1D) of specific traffic passing through the firewall. To implement application override, the following
items must be configured:

Customapp: This is a user-defined application that is used to identify the traffic that needs to be overridden. It is recommended to
create a custom app for the applicationoverride policy, rather than using a predefined app that may have different default ports and
threat inspection capabilities2.

Security policy rule: This is a rule that allows the traffic that matches the custom app through the firewall. The security policy rule
must use the custom app as the application filter and specify the source and destination zones, addresses, and users as needed
Application override policy rule: This is a rule that defines the criteria for overriding the App-1D of the traffic. The application
override policy rule must use the customapp as the application filter and specify the source and destination zones, addresses, ports,
and protocols as needed?2.

The other options are not required or relevant for implementing application override:

Decryption policy rule: This is a rule that defines the criteria for decrypting encrypted traffic. It is not related to application override,
although decryption may be needed to identify some applications that use encryption.

Application filter: This is an object that groups applications based on various criteria, such as category, subcategory, technology, or
risk. It is not an item that must be configured for application override, although it can be used as a reference in security policy rules
or custom apps.

References: 1:

https:/live.paloaltonetworks.com/tS/blogs/tips-amp-tricks-how-to-create-an-application-override/ba-p/451872

2: hitps//knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIVLCAO :
https://docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/decryption/decryption-concepts/how-decryption-wo

https://docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/app-id/manage-custom-or-unknown-applications/cre

R #180

A company wants to install a PA-3060 firewall between two core switches on a VLAN trunk link. They need to assign each VLAN
to its own zone and to assign untagged (native) traffic to its own zone which options differentiates multiple VLAN into separate
zones?

e A Create V-Wire objects with two V-Wire sub interface and assign only a single VLAN 1D to the '"Tag Allowed field one of


https://www.it-passports.com/PCNSE.html

Ef#:

the V-Wire object Repeat for every additional VLAN and use a VIAN ID of 0 for untagged traffic. Assign each
interface/subinterfaceto a unique zone.

B. Create Layer 3 sub interfaces that are each assigned to a single VLAN ID and a common virtual router.

The physical Layer 3interface would handle untagged traffic. Assign each interface /subinterface to a unique zone. Do not
assign any interface an[P address

C. Create VLAN objects for each VLAN and assign VLAN interfaces matching each VLAN ID. Repeat for every
additional VLANand use a VLAN ID of 0 for untagged traffic. Assign each interface/subinterface to a unique zone.

D. Create V-Wire objects with two V-Wire interfaces and define a range "0- 4096" in the 'Tag Allowed filed of the V-Wire
object.

D

HMA #181
An admmnistrator needs to assign a specific DNS server to one firewall within a device group. Where would the admnistrator go to
edit a template variable at the device level?

Ef#:

e

A. PDF Export under Panorama > templates

B. Manage variables under Panorama > templates

C. Managed Devices > Device Association

D. Variable CSV export under Panorama > templates

B

Explanation

To edit a template variable at the device level, you need to go to Manage variables under Panorama > templates. This allows you to
override the default value of a variable for a specific device or device group. For example, you can assign a specific DNS server to
one firewall within a device group by editing the

${dns-primary} variable for that device. References:

https:/docs.paloaltonetworks.comypanorama/10- 1/panorama-admin/manage- firewalls/manage-templates/use-tem

R #182
The certificate information displayed in the following image is for which type of certificate?
Exhibit:

Certificate information

Name | decrypt

Subject /O=Pal

Issver'' /O=Palo Alto Net

Not Valid Before Jul 7 14:11:08 2017

Not Valid After 1u| 7 14:11
Algorithm  Rsa
V| Certificate Authority
| Forward Trust Certificate
Forward Untrust Certificate

Trusted Root CA

A. Forward Trust certificate
B. Self-Signed Root CA certificate



Ef#:

C. Public CA signed certificate
D. Web Server certificate

B

P #183
What are three valid qualifiers for a Decryption Policy Rule match? (Choose three )

Ef#:

A. User-ID

B. Source Interface

C. Custom URL Category
D. App-1ID

E. Destination Zone

A. B. E

B #184
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