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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q550-Q555):
NEW QUESTION # 550 
A company suspects a web server may have been infiltrated by a rival corporation. The security engineer reviews the web server
logs and finds the following:
The security engineer looks at the code with a developer, and they determine the log entry is created when the following line is run:
Which of the following is an appropriate security control the company should implement?

A. Parameterize a query in the path variable to prevent SQL injection.
B. Use server-side processing to avoid XSS vulnerabilities in path input.
C. Restrict directory permission to read-only access.
D. Separate the items in the system call to prevent command injection.

Answer: D

Explanation:
The company using the wrong port is the most likely root cause of why secure LDAP is not working. Secure LDAP is a protocol
that provides secure communication between clients and servers using LDAP (Lightweight Directory Access Protocol), which is a
protocol that allows querying and modifying directory services over TCP/IP. Secure LDAP uses SSL (Secure Sockets Layer) or
TLS (Transport Layer Security) to encrypt LDAP traffic and prevent unauthorized disclosure or interception.

NEW QUESTION # 551 
A security engineer needs to recommend a solution that will meet the following requirements:
Identify sensitive data in the provider's network
Maintain compliance with company and regulatory guidelines
Detect and respond to insider threats, privileged user threats, and compromised accounts Enforce datacentric security, such as
encryption, tokenization, and access control Which of the following solutions should the security engineer recommend to address
these requirements?

A. DLP
B. SWG
C. WAF
D. CASB

Answer: A

Explanation:
DLP (data loss prevention) is a solution that can meet the following requirements: identify sensitive data in the provider's network,
maintain compliance with company and regulatory guidelines, detect and respond to insider threats, privileged user threats, and
compromised accounts, and enforce data-centric security, such as encryption, tokenization, and access control. DLP can monitor,
classify, and protect data in motion, at rest, or in use, and prevent unauthorized disclosure or exfiltration. WAF (web application
firewall) is a solution that can protect web applications from common attacks, such as SQL injection or cross-site scripting, but it
does not address the requirements listed. CASB (cloud access security broker) is a solution that can enforce policies and controls
for accessing cloud services and applications, but it does not address the requirements listed. SWG (secure web gateway) is a
solution that can monitor and filter web traffic to prevent malicious or unauthorized access, but it does not address the requirements
listed. Verified Reference: https://www.comptia.org/blog/what-is-data-loss-prevention https://partners.comptia.org/docs/default-
source/resources/casp-content-guid

NEW QUESTION # 552 
A company is migrating its data center to the cloud. Some hosts had been previously isolated, but a risk assessment convinced the
engineering team to reintegrate the systems. Because the systems were isolated, the risk associated with vulnerabilities was low.
Which of the following should the security team recommend be performed before migrating these servers to the cloud?

A. Performing patching and hardening
B. Creating a honeypot and adding decoy files
C. Deploying host and network IDS
D. Implementing least functionality and time-based access



Answer: A

Explanation:
Before migrating previously isolated systems to the cloud, it is essential to perform patching and hardening.
These systems may have been neglected while isolated, so updating them with the latest security patches and applying hardening
measures (such as disabling unnecessary services and implementing strict access controls) is crucial to reduce vulnerabilities. This
ensures that the systems are secure before they are exposed to the wider cloud environment. CASP+ emphasizes the importance of
securing systems through patch management and hardening before integrating them into more exposed environments like the cloud.
References:
* CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Patching, Hardening, and Cloud Migration
Security)
* CompTIA CASP+ Study Guide: Securing and Hardening Systems Before Cloud Migration

NEW QUESTION # 553 
A security analyst notices a number of SIEM events that show the following activity:
Which of the following response actions should the analyst take FIRST?

A. Disable powershell.exe on all Microsoft Windows endpoints.
B. Restart Microsoft Windows Defender.
C. Disable local administrator privileges on the endpoints.
D. Configure the forward proxy to block 40.90.23.154.

Answer: D

Explanation:
Stop the data exfiltration and sever all malicious traffic first, and then clean up the internal mess.

NEW QUESTION # 554 
The Chief Executive Officer (CEO) of a fast-growing company no longer knows all the employees and is concerned about the
company's intellectual property being stolen by an employee.
Employees are allowed to work remotely with flexible hours, creating unpredictable schedules.
Roles are poorly defined due to frequent shifting needs across the company.
Which of the following new initiatives by the information security team would BEST secure the company and mitigate the CEO's
concerns?

A. Report data from a user-behavior monitoring tool and assign security analysts to review it daily
B. Seed company fileshares and servers with text documents containing fake passwords and then monitor for their use.
C. Begin simulated phishing campaigns for employees and follow up with additional security awareness training.
D. Implement DLP to monitor data transfer between employee accounts and external parties and services

Answer: D

NEW QUESTION # 555
......
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