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Amazon AWS Certified Developer - Associate Sample Questions (Q292-
Q297):

NEW QUESTION # 292

A company needs to harden its container images before the images are in a running state. The company's application uses Amazon
Elastic Container Registry (Amazon ECR) as an image registry. Amazon Elastic Kubernetes Service (Amazon EKS) for compute,
and an AWS CodePipeline pipeline that orchestrates a continuous integration and continuous delivery (CI/CD) workflow.
Dynamic application security testing occurs in the final stage of the pipeline after a new image is deployed to a development
namespace in the EKS cluster. A developer needs to place an analysis stage before this deployment to analyze the container image
earlier in the CI/CD pipeline.

Which solution will meet these requirements with the MOST operational efficiency?

e A Create a new CodePipeline stage that occurs after the container image is built. Configure ECR basic image scanning to
scan on image push. Use an AWS Lambda function as the action provider. Configure the Lambda function to check the scan
results and to fail the pipeline if there are findings.

e B. Build the container image and run the docker scan command locally. Mitigate any findings before pushing changes to the
source code repository. Write a pre-commit hook that enforces the use of this workflow before commit.

e (. Create a new CodePipeline stage that occurs after source code has been retrieved from its repository.

Run a security scanner on the latest revision of the source code. Fail the pipeline if there are findings.
e D. Add an action to the deployment stage of the pipeline so that the action occurs before the deployment to the EKS cluster.
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Configure ECR basic image scanning to scan on image push. Use an AWS Lambda function as the action provider. Configure
the Lambda fimction to check the scan results and to fail the pipeline if there are findings.

Answer: A

Explanation:

Explanation

The solution that will meet the requirements with the most operational efficiency is to create a new CodePipeline stage that occurs
after the container image is built. Configure ECR basic image scanning to scan on image push. Use an AWS Lambda function as the
action provider. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings. This way, the
container image is analyzed earlier in the CI/CD pipeline and any vulnerabilities are detected and reported before deploying to the
EKS cluster.

The other options either delay the analysis until after deployment, which increases the risk of exposing insecure images, or perform
analysis on the source code instead of the container image, which may not capture all the dependencies and configurations that affect
the security posture of the image.

NEW QUESTION # 293

A company built an online event platform For each event the company organizes quizzes and generates leaderboards that are based
on the quiz scores. The company stores the leaderboard data in AmazonDynamoDB and retains the data for 30 days after an event
is complete The company then uses a scheduled job to delete the old leaderboard data The DynamoDB table is configured with a
fixed write capacity. During the months when many events occur, the DynamoDB write AP requests are throttled when the
scheduled delete job runs.

A developer must create a long-term solution that deletes the old leaderboard data and optimizes write throughput Which solution
meets these requirements?

A. Set a higher write capacity when the scheduled delete job runs

B. Use DynamoDB Streans to schedule and delete the leaderboard data
C. Configure a TTL attribute for the leaderboard data

D. Use AWS Step Functions to schedule and delete the leaderboard data.

Answer: C

Explanation:

* DynamoDB TTL (Time-to-Live): A native feature that automatically deletes itens after a specified expiration time.

* Efficiency: Eliminates the need for scheduled deletion jobs, optimizing write throughput by avoiding potential throttling conflicts.
* Seamless Integration: TTL works directly within DynamoDB, requiring minimal development overhead.

NEW QUESTION # 294

A developer is investigating an issue in part of a company's application. In the application messages are sent to an Amazon Simple
Queue Service (Amazon SQS) queue The AWS Lambda finction polls messages from the SQS queue and sends email messages
by using Amazon Simple Email Service (Amazon SES) Users have been receiving duplicate email messages during periods of high
traffic.

Which reasons could explain the duplicate email messages? (Select TWO.)

A. Standard SQS queues support at-least-once message delivery

B. Amazon SES has the DomainKeys Identified Mail (DKIM) authentication incorrectly configured

C. Standard SQS queues support exactly-once processing, so the duplicate email messages are because of user error.
D. The SQS queue's visibility timeout is lower than or the same as the Lambda function's timeout.

E. The Amazon SES bounce rate metric is too high.

Answer: A

Explanation:

SQS Delivery Behavior: Standard SQS queues guarantee at-least-once delivery, meaning messages may be processed more than
once. This can lead to duplicate emails in this scenario.

Visibility Timeout: If the visibility timeout on the SQS queue is too short, a message might become visible for another consumer
before the first Lambda function finishes processing it. This can also lead to duplicates.

Reference:

Amazon SQS Delivery Semantics: [invalid URL removed]



Amazon SQS Visibility Timeout: httpsz/docs.aws.amazon.cor? AWSSimpleQueueService/latest/SQS DeveloperGuide/sqs- visibility-
timeout.html

NEW QUESTION # 295

A developer is working on a Python application that runs on Amazon EC2 instances. The developer wants to enable tracing of
application requests to debug performance issues in the code.

‘Which combination of actions should the developer take to achieve this goal? (Select TWO)

A. Install and configure the AWS X-Ray SDK for Python in the application.

B. Install the Amazon CloudWatch agent on the EC2 instances.

C. Configure the application to write trace data to /Var/log-/xray.

D. Configure the application to write JSON-formatted togs to /var/log/cloudwatch.
E. Install the AWS X-Ray daemon on the EC2 instances.

Answer: ALE

Explanation:

This solution will meet the requirements by using AWS X-Ray to enable tracing of application requests to debug performance issues
mthe code. AWS X-Ray is a service that collects data about requests that the applications serve, and provides tools to view, filter,
and gain nsights mto that data. The developer can install the AWS X-Ray daemon on the EC2 instances, which is a software that
listens for traffic on UDP port 2000, gathers raw segment data, and relays it to the X-Ray API. The developer can also install and
configure the AWS X-Ray SDK for Python in the application, which is a library that enables instrumenting Python code to generate
and send trace data to the X-Ray daemon. Option A is not optimal because it will install the Amazon CloudWatch agent on the EC2
nstances, which is a software that collects metrics and logs from EC2 mstances and on-premises servers, not application
performance data. Option C is not optimal because it will configure the application to write JSON-formatted logs to
/var/log/cloudwatch, which is not a valid path or destination for CloudWatch logs. Option D is not optimal because it will configure
the application to write trace data to /var/log/xray, which is also not a valid path or destination for X-Ray trace data.

NEW QUESTION # 296

An application that is hosted on an Amazon EC2 instance needs access to files that are stored in an Amazon S3 bucket. The
application lists the objects that are stored in the S3 bucket and displays a table to the user.

During testing, a developer discovers that the application does not show any objects in the list.

What is the MOST secure way to resolve this issue?

e A. Update the IAM instance profile that is attached to the EC2 instance to include the S3:ListBucket permission for the S3
bucket.

e B. Update the IAM instance profile that is attached to the EC2 instance to include the S3:* permission for the S3 bucket.

¢ C. Update the S3 bucket policy by including the S3:ListBucket permission and by setting the Principal element to specify the
account number of the EC2 instance.

¢ D. Update the developer's user permissions to include the S3:ListBucket permission for the S3 bucket.

Answer: A

Explanation:

IAM nstance profiles are containers for IAM roles that can be associated with EC2 instances. An IAM role is a set of permissions
that grant access to AWS resources. An IAM role can be used to allow an EC2 instance to access an S3 bucket by including the
appropriate permissions in the role's policy. The S3:ListBucket permission allows listing the objects in an S3 bucket. By updating the
IAM instance profile with this permission, the application on the EC2 mstance can retrieve the objects from the S3 bucket and
display themto the user. Reference: Using an IAM role to grant permissions to applications running on Amazon EC2 instances

NEW QUESTION # 297
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