Reliable MS-102 training materials bring you the best
MS-102 guide exam: Microsoft 365 Administrator

_WHIZLABS

AL TRATOR

Preparation Guide on IT1F @ .
i : b lﬁ: ﬁh

MS-102

&8 Microsoft 365
ADMINISTRATOR

J

Ubrigens, Sie konnen die vollsténdige Version der DeutschPriifing MS-102 Priifungsfragen aus dem Cloud-Speicher herunterladen:
https//drive.google.com/open?id=1XjhY26ZHpnrvHHjOpbBv67YdohRUVH-f

Alle Menschen haben ihre eigenes Ziel, aber wir haben ein gleiches Ziel, dass Sie Microsoft MS-102 Priifung bestehen. Dieses Ziel
zu erreichen ist vielleicht nur ein kleiner Schritt fiir Thre Entwicklung im IT-Gebiet. Aber es ist der ganze Wert unserer Microsoft
MS-102 Priifingssoftware. Wir tun alles wir kénnen, um die Priifungsaufgaben zu erweitern. Und die Prifimgsunterlagen werden
von unsere IT-Profis analysiert. Dadurch kénnen Sie unbelastet und effizient benutzen. Um zu garantieren, dass die Microsoft MS-
102 Unterlagen, die Sie benutzen, am neuesten ist, bieten wir einjahrige kostenlose Aktualisierung,

Microsoft MS-102 Priifungsplan:

Thema Einzelheiten
¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
Therma 1 users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

e Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Thema 2 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
Therm 3 protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
Thera 4 tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
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68. Frage
You have a hybrid deployment of Azure AD that contains the users shown in the following table.
Name Description

User1 | Azure AD Connect sync acequnt
User2 | Contributor for Azixe'AD Connect

Health
User3 | Apphication administrator in Azure
AD = Microsoft

Youneed to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

* Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
View sync errors in Azure AD Connect Health:
Configure Azure AD Connect Healtil88ftings: |
Antwort:
Begriindung:
Answer Area
View sync errors in Azure AD.Connect Health: | User2 ¥
User1
Us
Configure Azure AD Connect Health settings:
Explanation
Answer Area
View sync errors in Azure ADiConnect Health:  User2 1
Configure Azure AD Connect Health settings:  User1 hd
Microsoft
69. Frage

You have a Microsoft 365 ES subscription.

You need to configure threat protection tor Microsoft 365 to meet the following requirements:

* Limit a user named User 1 from sending more than 30 email messages per day.

* Prevent the delivery of a specific file based on the file hash.

Which two threat policies should you configure in Microsoft Defender for Office 365? To answer, select the appropriate threat
policies in the answer area.



NOTE: Each correct selection is worth one point.

Anti-phishing

Anti-spam

Anti-malware
Safe Attachments

Safe Links

Tenant Allow/Block Lists

Email authenticationsettings
DKIM

Advanced delivery
Enhanced filtering

Quarantine palicies

Anti-phishing

Safe Attachments

Safe Links

Tenant Allow/Black Lists
Email authentication se Wings
DKIM

Advanced dellvery

Enhanced filtéring

Quarantine policies

Explanation:
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Limit a user named User 1 from sending more than 30 email messages per day: Anti-spam policy The anti-spam policy in Microsoft
Defender for Office 365 allows you to configure outbound spam settings, including limiting the number of email messages a user can
send per day. This helps prevent spam and potential email abuse within the organization.



Prevent the delivery of a specific file based on the file hash: Safe Attachiments policy The Safe Attachments policy in Microsoft
Defender for Office 365 can be configured to block or quarantine emails with attachments that match specific file hashes. This
ensures that potentially malicious files are not delivered to users' inboxes.

70. Frage
You have a Microsoft 365 ES subscription that contains the security groups shown in the following table.

Membership type ‘m}éh; rule

Assigned INetmpplicable

Dynamic {user.department -eq “Finance™)

O e

Finance

Technical

R&D

You have a Conditional Access policy that has the following settings:
* Assignments

o Users

Include: Groupl

Exclude: Group2. Group3

o Target resources

Cloud apps

Appl
Access controls
Grant
Block access
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes

User1 can sign in to App1. @)

User2 caﬁgn in to App.‘l.
User3 cai}_g!bn in MJIC ro S Oft

Antwort:

Stateme {\g
User1 %Kl'gonin to Appil.

Q&gdn sign in to Appl.
o)

User3 can sign in to App1.

Explanation:
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71. Frage
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
* Detect operating system vulnerabilities.

Explanation:



‘-_Amwe'r‘Are'a

Detect operating system vulnerabilities: ' Devicel, Device2, and Device3only = |

Perform a configuration assessment of the operating system: Devicel and Device2only . TTsl
R : A
A 1. O @

72. Frage
Youneed to ensure that User] can enroll the devices to meet the technical requirements. What should you do?

A. Fromthe Intune admin center, configure the Enrollment restrictions.

B. Fromthe Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

C. Fromthe Azure Active Directory admin center, configure the Maximum number of devices per user setting.
D. From the Intune admin center, add User! as a device enroliment manager.

Antwort: D

Begriindung;

References:

httpsz//docs.microsoft.com/en-us/sccmymdnvdeploy-use/enroll-devices-with-device-enrollment-manager

Topic 3, Litware Inc.

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

General Overviews

Litware, Inc. is a technology research company. The company has a main office in Montreal and a branch office in Seattle.
Environment

Existing Environment

The network contains an on-premises Active Directory domain named litware.com. The domain contains the users shown in the
following table.

Name Office
User1 Montreal
User2 Montreal
User3 Seattle
User4 Seattle

Microsoft Cloud Environment

Litware has a Microsoft 365 subscription that contains a verified domain named litware.com. The subscription syncs to the on-
premises domain.



Litware uses Microsoft Intune for device management and has the enrolled devices shown in the following table.
ol %

Name T Platform
Device1 Windows 10
Device2 Windows 8.1
Device3 MacOS
Deviced4 105
Devices Android

L
Litware.com contains the security groups shown in the following table.

Name VITCTOSO 1L Members
UserGroup1 All the users in the Montreal office
UserGroup?2 Allthe users in the Seattle office
DeviceGroup1 Allthe dewvices in the Montreal office
DeviceGroup2 AliMhe devices in the Seattle office

Litware uses Microsoft SharePoint Online and Microsoft Teamns for collaboration.

The verified domain is linked to an Azure Active Directory (Azure AD) tenant named litware.com. Audit log search is turned on for
the litware.com tenant.

Problem Statements

Litware identifies the following issues:

* Users open email attachiments that contain malicious content.

* Devices without an assigned compliance policy show a status of Compliant.

* User] reports that the Sensitivity option in Microsoft Office for the web fails to appear.

* Internal product codes and confidential supplier ID numbers are often shared during Microsoft Teanms meetings and chat sessions
that include guest users and external users.

Requirements

Planned Changes

Litware plans to implement the following changes:

* Tmplement device configuration profiles that will configure the endpoint protection template settings for supported devices.

* Configure information governance for Microsoft OneDrive, SharePoint Online, and Microsoft Teans.

* Implement data loss prevention (DLP) policies to protect confidential information.

* Grant User2 permissions to review the audit logs of he litware.com tenant.

* Deploy new devices to the Seattle office as shown in the following table.

Name Platform
Device6 Windows 10
Device? Windows 10
Device8 10S
Device9 Android
Device10 Android

* Implement a notification system for when DLP policies are triggered.

* Configure a Safe Attachments policy for the litware.com tenant.

Technical Requirements

Litware identifies the following technical requirements:

* Retention settings must be applied automatically to all the data stored in SharePoint Online sites, OneDrive accounts, and
Microsoft Teams channel messages, and the data must be retained for five years.

* Emails messages that contain attachments must be delivered immediately, and placeholder must be provided for the attachments
until scanning is complete.

* All the Windows 10 devices in the Seattle office must be enrolled in Intune automatically when the devices are joined to or
registered with Azure AD.

* Devices without an assigned compliance policy must show a status of Not Compliant in the Microsoft Endpoint Manager admin
center.

A notification must appear in the Microsoft 365 compliance center when a DLP policy is triggered.

User2 must be granted the permissions to review audit logs for the following activities:

- Admin activities in Microsoft Exchange Online

- Admin activities in SharePoint Online

- Admin activities in Azure AD

Users must be able to apply sensitivity labels to documents by using Office for the web.

Windows Autopilot must be used for device provisioning, whenever possible.

A DLP policy must be created to meet the following requirements:

- Confidential information must not be shared in Microsoft Teans chat sessions, meetings, or channel messages.




- Messages that contain internal product codes or supplier ID numbers must be blocked and deleted.
The principle of least privilege must be used.
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