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e Al Governance and Program Management: This section of the exam measures the abilities of Al Security
Governance Professionals and focuses on advising stakeholders in implementing Al security through

governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
=x 2 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.
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¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
FH 3 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systems.
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AE #254
Which of the following involves documenting and monitoring the complete journey of data as it flows through an Al system?

A. Transformation
B. Processing

C. Lincage

D. Origin

He: C

Y.

Data lineage records and monitors the end-to-end journey of data-sources, movements, transformations, storage locations, uses,
and dependencies-providing traceability, auditability, and accountability across the Al lifecycle. "Origin" is a single point
(provenance), "transformation" is one step within the flow, and

"processing” is a general activity rather than a governance record of the entire path.

References: Al Security Management™ (AAISM) Body of Knowledge: Data Governance-Provenance and Lineage; AAISM
Study Guide: Lineage Documentation, Traceability, and Audit Evidence.

AE #255
An organization has discovered that employees have started regularly utilizing open-source generative Al without formal guidance.
Which of'the following should be the CISO's GREATEST concern?

A. Data leakage

B. Lack of monitoring
C. Policy violations

D. Model hallucinations

HE: A

MY

The greatest immediate risk from unsanctioned use of public or open-source generative Al tools is data leakage-employees may
paste confidential or regulated information into third-party systens, resulting in loss of confidentiality, regulatory exposure, and loss
of mtellectual property. AAISM emphasizes that when Al use occurs outside approved channels, the top control priority is
preventing exfiltration of sensitive data via prompts, attachments, and context sharing, Monitoring and policy are necessary enablers,
but leakage is the highest-impact failure mode in the short term; hallucinations primarily affect accuracy, not confidentiality.
References:* Al Security Management (AAISM) Body of Knowledge: Generative Al governance; human- in-the-loop risks; data
loss and exfiltration vectors in prompts; sanctioned vs. unsanctioned Al usage.* Al Security Management Study Guide: Immediate
risk triage for shadow Al; DLP and input-control safeguards; confidentiality-first posture for generative Al adoption.
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EE #256
Cybersecurity teams should FIRST be embedded in the:

A. Model training phase

B. Model deployment phase
C. Model testing phase

D. Model design phase

.|
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AAISM stresses that security must be embedded from the earliest phase-design, ensuring:

* threat modeling

* secure architecture

* data protection requirements

* system boundaries

* security-by-design principles

Introducing cybersecurity later increases unmitigated vulnerabilities.

Testing (A), training (C), and deployment (B) occur after foundational security decisions have already been made.
References: AAISM Study Guide - Secure Al Lifecycle; Early Security Involvement.

EE #257
An organization plans to use Al to analyze the shopping patterns of its customers to predict interests and send targeted, customized
marketing emails. Which of the following should be done FIRST?

A. Update the terns of service

B. Verify customer email addresses
C. Train the marketing department
D. Obtain customer consent

HEe. D

MH.

The first action, before any processing of personal data for Al-driven profiling and targeted communications, is to establish a lawful
basis for processing. Under AAISM-aligned privacy governance, explicit and informed consent is prioritized for new or sensitive
uses such as interest profiling and targeted marketing, Consent ensures purpose limitation, transparency, and user control prior to
model ingestion and campaign activation.

Training teams, updating terms of service, or verifying contact details are important, but they do not provide legal authority to
process data; therefore, they follow after consent is obtained.

References: Al Security Management™ (AAISM) Body of Knowledge - Privacy Governance and Lawful Basis; Purpose
Limitation and Transparency; Consent Management in Al-enabled Marketing. AAISM Study Guide - Data Protection Controls for
Al Profiling; Consent Capture and Record-Keeping,

S #258
Which of the following is MOST important to consider when validating a third-party Al tool?

A. Roundtable testing

B. Right to audit

C. Terms and conditions

D. Industry analysis and certifications

HE:. B

Y.

The AAISM framework specifies that when adopting third-party Al tools, the right to audit is the most critical contractual and
governance safeguard. This ensures that the organization can independently verify compliance with security, privacy, and ethical
requirenments throughout the lifecycle of the tool. Terms and conditions provide general usage guidance but often limit liability rather
than ensuring transparency. Industry certifications may indicate good practice but do not substitute for direct verification. Roundtable
testing is useful for evaluation but lacks enforceability. Only the contractual right to audit provides formal assurance that the tool



operates in accordance with organizational policies and external regulations.

References:

AAISM Exam Content Outline - Al Governance and Program Management (Third-Party Governance) Al Security Management
Study Guide - Vendor Oversight and Audit Rights
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