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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions (Q37-
Q42):

NEW QUESTION # 37
Which of'the following organizations is typically in charge of validating the implementation and effectiveness of security controls?

A. Internal/External Audit
B. Risk Management

C. Security Operations

D. Security Administrators

Answer: A

NEW QUESTION # 38
Which of the following best describes an access control process that confirms the identity of the entity seeking access to a logical or
physical area?

A. Identification
B. Accountability
C. Authentication
D. Authorization

Answer: D

NEW QUESTION # 39
Many successful cyber-attacks currently include:

A. Social engineering
B. Misconfigurations
C. Phishing Attacks
D. All of these

Answer: D

Explanation:

Successful cyber-attacks often mvolve a combination of phishing attacks, misconfigurations, and social engineering, These tactics
exploit human and technical vulnerabilities, with phishing being a common initial attack vector, misconfigurations exposing systems to
exploitation, and social engineering manipulating individuals to reveal sensitive information. Together, these methods account for a
large proportion of successful breaches.

NEW QUESTION # 40
As the CISO for your company you are accountable for the protection of information resources commensurate with:

A. Cost and time to replace
B. Risk of exposure

C. Customer demand

D. Insurability tables

Answer: B

NEW QUESTION # 41
A global health insurance company is concerned about protecting confidential information. Which of the following is of MOST
concern to this organization?



A. Alignment with financial reporting regulations for each country where they operate.

B. Compliance with patient data protection regulations for each country where they operate.
C. Alignment with International Organization for Standardization (ISO) standards.

D. Conpliance to the Payment Card Industry (PCI) regulations.

Answer: B

NEW QUESTION # 42
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