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¢ Configure Disaster Recovery and Data Protection within a Nutanix Multicloud Environment: This section of]
the exam measures the skills of Disaster Recovery Specialists and Cloud Engineers and covers configuring
protection policies and domains for data security and recovery. Candidates need to identify the right
entities for protection, schedule backups, define retention policies, and set up replication to remote sites.
Topic 1 Recovery plans must be configured and executed with proper scripting, network mapping, and failover
strategies. Metro replication requires understanding faillover methodologies, comparing solutions on
different hypervisors, and preventing split-brain scenarios. Effective disaster recovery planning ensures
minimal downtime and data integrity across environments.

¢ Manage Clusters within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Infrastructure Engineers and Systems Administrators and covers the administration of Nutanix clusters.
Storage management includes creating, reading, updating, and deleting storage containers and volume
groups. Configuring AOS and Prism Central settings involves authentication, SSL certificate management,
IAM role-based access control, and configuring network segmentation. Network administration

Topic 2 procedures focus on creating VLAN-backed subnets, virtual switches, and load-balancing policies while

monitoring NIC usage. Lifecycle management includes performing hardware and software updates and

maintaining firmware. Hardware maintenance nvolves adding or removing nodes and physical disks while

ensuring proper upgrades and replacements. Intelligent operations require configuring capacity policies,

discovering application relationships, and simulating scenarios to optimize performance.

¢ Conduct Custom Monitoring within a Nutanix Multicloud Environment: This section of the exam measures
the skills of Cloud Analysts and Systerns Engineers and covers custom monitoring for optimized
performance management. Candidates must analyze performance charts, set retention policies, create
custom service level agreements (SLAs), and manage storage based on policies. Creating reports nvolves
identifying the required type, selecting generation frequency, determining retention properties, and
customizing report formats for different monitoring needs. Effective monitoring ensures better resource
utilization, system efliciency, and proactive issue resolution within the multi-cloud environment.

Topic 3

¢ Manage VMs within a Nutanix Multicloud Environment: This section of the exam measures the skills of
Cloud Administrators and Virtualization Engineers and covers managing virtual machines (VMs) within a
Nutanix multicloud environment. It includes creating and updating VMs by determining hardware
requirements, boot modes, sizing, and configuration based on application needs. Candidates must
understand how to deploy VM using templates, snapshots, and image configurations, ensuring the correct
formats for importing and exporting VMs. Migration processes require knowledge of prerequisites,
storage, network settings, and software compatibility. Additionally, configuring VM categories and
attributes is essential for proper organization and management within the environment, ensuring alignment
with labels, storage policies, and security settings.

Topic 4

¢ Troubleshoot a Nutanix Multicloud Environment: This section of the exam measures the skills of Technical
Support Engineers and IT Operations Specialists and covers diagnosing and resolving common issues
within a Nutanix multi-cloud environment. Troubleshooting protection policies and recovery plans requires
identifying network mapping failures, vVNIC issues, script execution problens, and connectivity failures.
Metro replication troubleshooting involves addressing naming conventions, network limitations, and
replication states. Security issues in AOS and Prism Central must be resolved by managing CVM
commumnications, security warnings, and log analysis. LCM operations require diagnosing failures in
mventory updates and version upgrades. Performance troubleshooting involves analyzing logs, reading
performance charts, and adjusting VM configurations to meet performance needs.

Topic 5
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Nutanix Certified Professional - Multicloud Infrastructure (NCP-MCI v6.10)
Sample Questions (Q43-Q48):

NEW QUESTION # 43

An administrator is responsible forresource planningand needs to plan forresiliencyof al0-node RF3 cluster.
The cluster has100TB of storage.

How should the administrator plan for capacity in the event of future failures?

A. Set Reserve Storage Capacity (%) to 20.

B. Set Reserve Memory Capacity (%) to 20.

C. Set Reserve Capacity for Failure to Auto Detect.
D. Set Reserve Capacity for Failure to None.

Answer: C

Explanation:

RF3 (Replication Factor 3) clusters require sufficient reserved capacity to tolerate failures without data loss.
* Option C (Set Reserve Capacity for Failure to Auto Detect) is correct:

* Auto Detect dynamically calculates the necessary reserved spacebased on cluster size and RF settings.

* It ensures thatenough storage remains available in case of a node failure.

* Option A (Set Reserve Storage Capacity to 20%) is incorrect:

* The required storage reservationdepends on the number of nodes and RF level, not a fixed percentage.

* Option B (Set Reserve Capacity for Failure to None) is incorrect:

* Without reserved capacity,a node failure could lead to data unavailability.

* Option D (Set Reserve Memory Capacity to 20%) is incorrect:

* This setting applies toRAM, notstorage resiliency.

References:

Nutanix Bible #Understanding Replication Factor (RF) and Failure Planning Nutanix Prism Element Guide #Configuring Reserve
Capacity for Cluster Resiliency Nutanix KB #How to Plan Capacity for RF3 Clusters

NEW QUESTION # 44

An admmnistrator is working with a local network engineer to design the network architecture for a Disaster Recovery (DR) failover.
Because DNS is well designed and implemented, DR will utilize a different subnet from production. To make planning and execution
easy to implement, the network engineer would like to utilize the same last octet in DR.

What is the best way to achieve this?

A. Setup IPAM so the address can be dynamically assigned during DR.

B. Log into the VM after the DR event and update the IP address last octet.
C. Utllize a custom script to update the [P address after instantiation in DR.
D. Utilize Plan Offset-based IP mapping,

Answer: D

Explanation:

Within Nutanix Recovery Plans, IP address transformations are handled through an automated mechanism known asIP Address
Mapping. The documentation describes two methods: fixed mappings and offset-based mappings.

Offset-based mapping allows administrators to maintain consistent host identity attributes such as the last octet while shifting only the
subnet portion during DR failover. The internal guidance states, "Offset-based mapping enables automatic recalculation of target IP
addresses using offSets applied to source subnets, allowing preservation of host-specific octets across networks." Custom scripts are
possible but not recommended because Nutanix already provides a built-in, automated IP transformation system. Editing IPs inside
VMs after failover is operationally expensive and defeats the purpose of an orchestrated DR workflow. IPAM is useful for dynamic
IP assignment but does not preserve the last octet mapping requirement.

Thus, Offset-based IP mapping is the correct mechanism for this requirement.

NEW QUESTION # 45



Which feature allows a Nutanix administrator to perform non-disruptive upgrades of software and firmware?

A. Data Replication

B. Pulse Monitoring

C. One-Click Upgrade
D. Prism Central

Answer: C

NEW QUESTION # 46

LCM Framawork Chock

wr

LCM Framework Check

A Lemprechecks detected 3 issues that would cause upgrade failures.

Check test lacp_configuration' failed: test lacp configuration: Unable to find Veenter details for connection.

Please refer to KB 14277 Check test esx_ha enabled' failed: Unable to find Vcenter details for connection Check

test es_entering mm pinned vins' failed: Unable to find Vcenter details for connection X LCM Framework Check An
admmistrator is attempting to upgrade the NIC firmware on a Nutanix cluster and sees the error displayed in the exhibit.
Which log is the most appropriate to analyze the LCM precheck failure?

A. catalog.out
B. lem weget.out
C. lem ops.out
D. genesis.out

Answer: C

Explanation:

The LCM (Life Cycle Manager) precheck failures in this scenario indicate an inability to connect to vCenter to validate ESXi-
specific checks, such as LACP configuration, HA, and pinned VMs. The appropriate log to analyze the details of the LCM
precheck failures is the 1cm_ops.out log,

From theNutanix Enterprise Cloud Administration (ECA)course materials:

"The 1cm_ops.out log file contains detailed output and error information related to LCM operations, including prechecks, execution,
and post-checks. This log is essential for troubleshooting LCM framework failures and understanding the root cause of any issues

preventing upgrades.”

NEW QUESTION # 47

An administrator has been tasked with monitoring performance across a number of different entities in the Nutanix cluster. The CIO
has asked the administrator to provide Analysis charts that show performance as granularly as possible.

Given this request, what is the smallest preset time interval (in hours) that the administrator can select in a Metric or Entity Chart?

A0
B. 1
C.2
D.3

Answer: B

Explanation:

‘When using Metric or Entity Charts in Prism Central for performance monitoring, the most granular preset time interval that can be
selected is1 hour.

From theNutanix Enterprise Cloud Administration (ECA)course materials:

"Prism Central provides performance data visualization with customizable time intervals. The smallest preset nterval for metric and
entity charts is 1 hour, providing highly detailed performance mformation over short periods." This allows administrators to monitor



performance fluctuations at a fine-grained level, aligning with best practices for troubleshooting and optimization.

NEW QUESTION # 48
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