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(Q48-Q53):

HM #48
The performance testing team finds that an API hosted in a remote datacenter is experiencing higher response times compared to
similar APIs hosted onsite. Which option in PingAccess can be used to improve performance in this scenario?

¢ A. Reduce the Key Roll Interval on the web session

e B. Enable Cache Token on the OAuth Resource Server
e C. Move the API to a separate Virtual Host

e D. Reduce the number of attributes in the ID Token

Ef#: B

R -
When APIs are remote, latency is introduced by frequent token validation requests. EnablingCache Tokenon the OAuth Resource
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Server reduces repeated validation calls and improves performance.

Exact Extract:

"The OAuth Resource Server configuration includes aCache Tokenoption that improves performance by reducing round trips for
token validation."

* Option Ais incorrect - key rolling affects cryptographic keys, not API latency.

* Option Bis incorrect - virtual hosts control external FQDNSs, not performance.

* Option Cis incorrect - token attribute size does not significantly affect remote latency.

* Option Dis correct - caching tokens reduces validation overhead.

Reference:PingAccess Administration Guide -OAuth Resource Server Settings

HMA #49
An admmistrator needs to reduce the number of archive backups that are maintained in thedata/archivefolder.
Which file does the administrator need to modify to make this change?

A. log4j2.db.properties
B. run.properties

C. logdj2.xml

D. jvmrmemory.options

Ef#: B

A -

PingAccess retains backup archives of its configuration in thedata/archivedirectory. The number of retained backups is controlled in
therun. propertiesfile.

Exact Extract:

"The number of configuration backups retained in thedata/archivedirectory is controlled by thearchive.
maxCountproperty inrun.properties."

* Option A (logdj2.db.properties)is incorrect; this file controls database logging, not archive retention.
* Option B (jJvm-memory.options)is incorrect; this file sets JVM heap and memory arguments.

* Option C (run.properties)is correct - it contains systemlevel settings includingarchive. maxCount.

* Option D (logdj2.xml)is incorrect; this file configures log appenders and levels, not archive backups.
Reference:PingAccess Administration Guide -Configuration Backup Management

B #50

An administrator is setting up a new PingAccess cluster with the following:

* Administrative node hostname: pa-admin.company.com

* Replica administrative node hostname: pa-admin2.company.com

Which two options in the certificate would be valid for the administrative node key pair? (Choose 2.)

A. Subject = *.company.com

B. Subject = pa-admin.company.com

C. Subject = pa-admin2.company.com

D. Issuer = pa-admin.company.com

E. Subject Alternative Names = pa-admin.company.com, pa-admin2.company.com

IEfE: A\ E

AR

Exact Extract (fom PingAccess documentation):

"The key pair that you create for the CONFIG QUERYlistener must include both the administrative node and the replica
administrative node. To make sure the replica administrative node is included, you can eitheruse a wildcard certificateordefine
subject alternative namesin the key pair that use the replica administrative node's DNS name." Why B and D are correct:

* *B. Subject = .company.com+ A wildcard certificate for *.company.com s valid for both pa-admin.

company.com and pa-admin2.company.com, satisfying the documented requirement that the key pair include both hostnames for the
CONFIG QUERY listener.

* D. Subject Alternative Names = pa-admin.company.com, pa-admmn2.company.com+ Explicitly placing both DNS names in the
SAN extension also satisfies the requirement that the certificate cover both the administrative node and the replica administrative
node.

Why the other options are incorrect:



* A. Issuer = pa-admin.company.com+ Thelssuerfield identifies the certificate authority (CA) that signed the certificate, not the
service hostname. Setting the issuer to a host value is not how X.509 server certificates are validated and would not meet the
hostname#matching requirement.

* C. Subject = pa-admin.company.com While this covers the administrative node, itdoes not include the replica administrative
node. Without a wildcard or SAN entries, it fails the requirement that the key pair include both hostnames.

* E. Subject = pa-admin2.company.com+ Similarly, this would only cover the replica administrative node andnotthe primary
administrative node, failing the requirement.

Reference:

Configuring replica administrative nodes(PingAccess User Interface Reference Guide) Configuring a PingAccess cluster(PingAccess
documentation) Certificates(PingAccess User Interface Reference Guide)

HM #51

Developers report an issue with an application that is protected by PingAccess. Certain requests are not providing claims that are
part of the access token.

‘What should the administrator add for the access token claims?

¢ A. Anauthentication requirement definition
¢ B. An OAuth attribute rule

¢ C. Anidentity mapping definition

¢ D. A web session attribute rule

Ef#: B

R

In PingAccess, when an application relies on claims from an OAuth access token, you must configure PingAccess to evaluate those
claims and potentially inject them into headers for the backend application.

* Exact Extract from PingAccess documentation:

"OAuth rules allow you to evaluate claims in OAuth access tokens. You can configure PingAccess to look at specific claims and
enforce policies or pass them to target applications."

"To extract attributes from an access token, configure anOAuth Attribute Rule." This clearly matches optionD.

Analysis of each option:

* A. An authentication requirement definition

* Incorrect. Authentication requirements determine how users authenticate to applications (OIDC provider, etc.), but do not manage
access token clains.

* B. A web session attribute rule

* Incorrect. Web session attribute rules map attributes from the authenticated user's web session (SSO session), not from OAuth
access tokens.

* C. An identity mapping definition

* Incorrect. Identity mappings transform user attributes (from IdP to app), but they don't directly pull claims from O Auth tokens.

* D. An OAuth attribute rule

* Correct. This rule is specifically designed to extract and enforce policies onclaims from O Auth access tokens.

Therefore, the correct answer isD. An OAuth attribute rule.

Reference:PingAccess Administration Guide-Rules # OAuth Attribute Rules.

E R #52
What is the purpose of theadmin.authconfiguration setting?

A. To enable automatic authentication to the PingAccess administrative console.
B. To configure SSO for the admnistrative user interface.

C. To override the SSO configuration for the administrative user interface.

D. To define the method to use for authenticating to the administrative API.

IEf: C

R -

Theadmin.authsetting in therun.propertiesfile is used to specify a fallback authentication method for the admnistrative console.
Exact Extract from official documentation:

"To define a fallback admmnistrator authentication method if the OIDC token provider is unreachable, enable the admin.auth—native
property in the run.properties file. This overrides any configured administrative authentication to basic authentication." This makes it



clear that the purpose ofadmin.authis tooverrideany configured SSO for the admin UI and enforce native (basic) authentication
mstead.

* Option Ais incorrect because theadmin.authsetting does not configure SSO. SSO for the admin Ul is configured separately.

* Option Bis incorrect because this setting does not apply to the admmnistrative API; it specifically applies to the admin UI console.
* Option Cis correct because it directly reflects the documented behavior:admin.authoverrides SSO configuration for the
admmistrative Ul and enables native authentication.

* Option Dis incorrect because the setting does not enable automatic authentication. It still requires credentials, but falls back to
basic auth.

Reference:PingAccess User Interface Reference Guide -Configuring Admin UI SSO Authentication

B #53
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