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HP #45

A network architect is designing a new network for a rural hospital system. Given the following requirements:
* Highly available

* Consistent data transmission

* Resilient to simultaneous failures

Which of'the following topologies should the architect use?

A. Mesh

B. Collapsed core
C. Hub-and-spoke
D. Star

EfE: A

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

A mesh topology provides muiltiple redundant paths between nodes. It offers the highest availability and fault tolerance by allowing
communication to continue even if one or more links or nodes fail. This is especially important in rural healthcare systems where
reliability and access to critical services are paramount.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Network Topologies and Redundancy Models™:
"Mesh topologies provide optimal fault tolerance and support consistent data transmission through redundant links, ideal for mission-
critical systems." Other options:

* A. Collapsed core is cost-efficient but not fully redundant.

* B. Hub-and-spoke introduces a single point of failure at the hub.

* D. Star also relies on a central node and is not fault tolerant.

HR #46

A network architect needs to design a new network to connect mutltiple private data centers. The network must:
* Provide privacy for all traffic between locations

* Use preexisting internet connections

* Use intelligent steering of application traffic over the best path

Which of the following best meets these requirements?

e A. MPLS connections
e B. Site-to-site VPN
e C. ExpressRoute
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e D. SD-WAN
EfE: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

SD-WAN (Software-Defined Wide Area Network) enables private, encrypted connections over public internet links and supports
policy-based routing for application-aware traffic steering, It offers centralized management, redundancy, and automatic path
selection - all aligned with the stated requirements.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Software-Defined Networking and WAN
Optimization'

"SD-WAN uses secure tunnels over the public internet, supports dynamic path selection, and provides application-aware routing,
making it ideal for multi-site enterprise connectivity without dedicated links." Other options:

* A. MPLS requires dedicated circuits and is costly.

* C. Site-to-site VPN provides security but lacks intelligent traffic steering,

* D. ExpressRoute is a private connection to Azure, not suited for general internet-based muilti-site connectivity.

B #47

A company has a 40Gbps network that uses a network tap to inspect the traffic using an IDS. The IDS usually perforns normally
except when the servers are downloading patches from their local update repository

10.10.10.139 using HTTPS. During the patch windows, the IDS cannot handle the extra load and drops a significant number of
packets. Which of the following would allow a network engineer to prevent this issue without compromising the network visibility?

¢ A. Addinga "dst host 10.10.10.139" BPF on the tap

¢ B. Configuring the IDS to ignore traffic from 10.10.10.139

e C. Using PF_RING offload to filter out "host 10.10.10.139 and port 443"
e D. Scheduling a cron job to stop the IDS service during the patch window

Ef: A

R :

By applying a Berkeley Packet Filter to drop only the HTTPS patch#repo traffic before it reaches the IDS, you relieve the
processing burden during patch windows while preserving full visibility for all other flows.

This avoids reconfiguring the IDS itself or losing visibility across the rest of the network.

HRF #48

A SaaS company's new service currently is being provided through four servers. The company's end users are having connection
issues, which is affecting about 25% of the connections. Which of the following is most likely the root cause of this issue?

¢ A The service is using a least-connection load-balancing method with one server down.
e B. The service is using round-robin load balancing through a DNS server with one server down.
¢ C. The service is using weighted load balancing with 40% of the traffic on server A, 20% on server B,
20% on server C, and server D is down.
¢ D. Load balancing is configured with a health check in front of these servers, and one of these servers is unavailable.

EfE: B

AR

Comprehensive and Detailed Explanation From Exact Extract:

Round-robin DNS is a sinplistic form of load balancing that does not perform health checks. If one of the four servers is down,
DNS will still resolve its IP to 25% of users, resulting in failed connections. This matches the symptom of 25% failure rate - 1 out of
4.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Load Balancing Techniques and Availability™:
"Round-robin DNS distributes requests without regard for health status. Without external health checks, failed servers will continue
to receive traffic, leading to partial service disruptions." Other options:

* B. The percentages do not align with a 25% failure rate.

* C. Least-connection algorithis usually have integrated health checks.

* D. If health checks are active, the load balancer would not forward requests to a failed server.



HH #49
A SaaS company is launching a new product based in a cloud environment. The new product will be provided as an API and should
not be exposed to the internet. Which of the following should the company create tobestmeet this requirement?

¢ A. A VPC peering connection from the API VPC to the customer's VPC

® B. A private service endpoint exposing the API endpoint to the customer's VPC
e C. Firewall rules allowing access to the API endpoint from the customer's VPC
e D. A transit gateway that connects the API to the customer's VPC

IEf#: B

TR
AWS PrivateLink (a private service endpoint) lets you expose your API over an interface endpoint directly into each customer's
VPC without ever traversing the public internet, ensuring the service remains fully private.

B #50
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