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M #136
Which category of cloud service provides on-demand, self-service access to basic building blocks, such as virtualized servers, block

storage, and networking capacity, that can be used to create custom IT solutions?

¢ A Platformas a service (PaaS)
¢ B. Software as a service (SaaS)
e C. Infrastructure as a service (IaaS)
¢ D. Networking as a service (NaaS)

EfE: C

R -

Infrastructure as a Service (1aaS) delivers findamental computing resources over the cloud. These include virtual machines, block
storage, networking, and load balancers. Customers use these resources to build and manage custom IT solutions, while the
provider manages the underlyng hardware.

PaaS abstracts infrastructure further, providing a development environment for applications without requiring infrastructure
management. SaaS delivers fully fimctional applications over the internet. NaaS is a narrower category focusing on network delivery.
[aaS is the correct answer because it gives maximum flexibility and control compared to the other models, allowing organizations to
build tailored environments. It also requires customers to manage operating systems, middleware, and runtime security, making
shared responsibility an essential part of the model

B #137

Which security control is a countermeasure against vendor lock-in and lock-out?

A. Disk redundancy
B. Video surveillance
C. Offsite backups
D. Tramning prograns

IEfE: C

R 2

Offsite backups are an effective countermeasure against vendor lock-in and lock-out risks. Managing Cloud principles explain that
maintaining copies of data outside a single cloud provider reduces dependency and ensures continued access if services become
unavailable.

Offsite backups enable organizations to migrate data, recover from provider outages, or exit a provider relationship without losing
critical information. This control supports business continuity, portability, and resilience.

Video surveillance addresses physical security, disk redundancy improves availability within the same provider, and training
prograns improve awareness but do not reduce dependency. Therefore, offSite backups are the correct security control.

M #138
What is the process of identifying and procuring stored data as evidence for legal purposes?

A. Electronic discovery
B. Forensic imaging

C. Chain of custody

D. Gap analysis

EfE: A
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The correct answer iselectronic discovery (e-discovery). This process involves identifying, collecting, and producing electronically
stored information (ESI) that may serve as evidence i legal proceedings. E- discovery ensures that relevant data such as emails,
logs, or documents is preserved and made available in a legally defensible manner.

Chain of custody refers to documenting the handling of evidence once collected, while forensic imaging creates exact copies of digital
media. Gap analysis identifies weaknesses in processes but is unrelated to evidence collection.

E-discovery is essential in both corporate and cloud contexts, as data is often distributed across muiltiple environments. Cloud
providers may assist customers with e-discovery by providing tools for searching, tagging, and exporting relevant data. A sound e-
discovery process ensures compliance with legal obligations and prevents spoliation of evidence.

B #139
Which cloud computing role can subscribe to a software as a service (SaaS) application?

A. Cloud service provider
B. Cloud application
C. Cloud computing
D. Cloud service customer

IEf@E: D

RN -

A cloud service customrer is the role that subscribes to a software as a service (SaaS) application. Managing Cloud principles define
the cloud service customer as the individual or organization that consumes cloud services provided by a cloud service provider.

In a SaaS model, the customer accesses applications through a subscription-based arrangement, typically via a web interface. The
customer does not manage the underlying infrastructure or platform but is responsible for configuring user access and ensuring
proper use of the service.

The cloud service provider delivers and manages the application, while "cloud computing” and "cloud application" are not roles.
Therefore, the cloud service customer is the correct role.

B #140

Which service model requires the most consumer responsibility for security issues?

¢ A Database as a Service (DBaaS)
e B. Platformas a Service (PaaS)

e C. Software as a Service (SaaS)

e D. Infrastructure as a Service (IaaS)

IEf#: D

TR

Infrastructure as a Service (IaaS) requires the greatest level of consumer responsibility for security.

Managing Cloud documentation explains that in the shared responsibility model, IaaS providers supply virtualized infrastructure
components such as compute, storage, and networking, while consumers manage everything above that layer.

Customrers are responsible for securing operating systens, applications, data, access controls, patching, and configuration
management. This includes vulnerability management, endpoint security, identity management, and monitoring, While this model
provides flexibility and control, it also demands strong security expertise and governance.

In contrast, PaaS and SaaS shift more security responsibilities to the provider, and DBaa$S abstracts database management.
Therefore, IaaS places the highest security responsibility on the consurer.
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