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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VAN, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

Topic 1

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

Topic 2
opre FortiAuthenticator.

e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

Topic 3
ope dynamic VLAN, and VLAN pooling,

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 4
ol tools for wireless connectivity.
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q23-Q28):

NEW QUESTION # 23

You are configuring FortiAuthenticator to integrate with FSSO for user identification. To enable FortiAuthenticator to extract user
information from syslog messages and inject it into FSSO, you have configured syslog matching rules.

What is the role of syslog matching rules in the process of injecting user information into FSSO?

A. To filter and block irrelevant syslog messages from being processed by the FortiAuthenticator

B. To define how syslog messages are parsed and extract user information, such as usernames and IP addresses
C. To enforce user authentication policies based on syslog message contents

D. To automatically update user group memberships in FSSO based on syslog events

Answer: B

Explanation:

When FortiAuthenticator is used as anFSSO agentbased onsyslog, it must:

* Parse incoming syslog messagesfrom devices (firewalls, WLAN controllers, VPN concentrators, etc.).

* Extract identity fieldssuch as:

* Username

* TP address

* Login/logout event indicators

Syslogmatching ruleson FortiAuthenticator define:

* Which syslog messages are relevant (by facility, message pattern, or regex).

* How to capture specific fields (username, IP, group, event type).

FortiAuthenticator then uses this parsed data toinject logon sessions into FSSO, so FortiGate can apply identity-based policies.
Thus, the role of syslog matching rules is exactly as described nC.

* A: Group mapping is handled separately via directory groups / FSSO config, not directly by matching rules.

* B: Enforcement of authentication policies is done on FortiGate, not directly by the matching rules.

* D: While irrelevant logs can be ignored via rules, the primary purpose isparsing and extraction, not generic filtering,

NEW QUESTION # 24
What is the primary finction of a captive portal in guest Wi-Fi onboarding?
Response:

A. Force client to use VPN

B. Automatically redirect traffic to DNS

C. Encrypt all packets using SSL

D. Allow access only after user authentication or acceptance

Answer: D
NEW QUESTION # 25
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Real-Time debug output

FortiGate ¥ diagnose debug application fnbamd -1
Debug messages will be on for 30 minutes.

FortiGate % diagnose debug enable

FortiGate # (2341] handle_reqg-Rcvd auth cert req id=1288058918, len=1104, opt=0
[948B] _ cert auth ctx_init-req id=1288058918, opt=0
[103] _ cert_chg st- 'Init’
[140] fnbamd cert_lcad certs_from req-1 cert(s) in xeq.
[99] _ cert_chg_st- 'Init' -> ‘'Chain-Build'
[683] _ cert_build chain-req_id=1288058518
[200] fnbamd chain_build-Chain discovery, ‘ept 0x17, cur total 1
[216] f£nbamd_chain_build-Following depth 0
[271] fnbamd _chain build-Extend chain by system trust store. (no luck)
[283] fnbamd chain build-Extend ‘¢hainm by remote CA cache. (ne luck)
[99] _ cert_chg st- 'Chain-Build' “*=> °'CA-Query’
[777] __cert_ca_gquery-req id=1288058918
[769) fnbamd need CA query=Do’'CR query?0
[793] __cert_ca_query do mext-req id=1288058918
[98]) __cert_chg_st—\'GA-Query' -> "Validation'
[804] _ cert_verify-req id=1288058918
[805] _ cert verify-Chain is not complete.
o (2 B0 A z hain discovery, opt O0x7, cur total 1
Fgw m:lml -Following depth 0
[271] fnhamd_phain_build-!xtand chain by system trust store. (no luck)
[283] fnbamd chain build-Extend chain by remote CA cache. (no luck)

Real-Time debug output

[3%6] fnbamd_cert_verify-Chain number:l
[410] fnbamd cert_verify-Following cert chain depth 0
[676] fnbamd cert_check_group_list-checking group with name "S3ZVEN'

[450] __check_add pesr-check 'student’

[460] __quick_check pesr-Ch does not match.

[458] '_'chnck_ndd_puez-'ntudcnt' check retibad

(193] __get_default_ocep_ctx-def_ccep_ctx=(nil), ndyocspefuery=0, occsp_snabled=0
[841] _ ecezt_verify do next-zeg id=1280058518

[3%] __cerc_chg_st- “Validation®' -> ‘Done’

L] - BaO5A%1R
£ d th ign done-Session donk, Td=12F805E918

[931] _ fnbasd cert_suth_run-Exit, regeid=12Be058918

[168%9] creats_auth_cert_session-fnBes8 debrt auth_init returns 0, id=1288038918

[1e08) nuth_cezt_uucccu:—id'léﬂﬂﬁﬂ!la

[1031] fnbamd_cert_auth_copy_gerf Status=-req id=1288058318

[833] fnbamd cert_check_satched,geoupa-checking group with name °SSLVPN’

[503] fnbamd cert_check mareh#d groups-not matched

[1070) fnbamd cert_adkhicopy cert_status-Leaf cert status is unchecked.

[1087] fnbamd_cert_sith copy_cert_status-Issuer of cert depth 0 is not deteced in CMDS.
[1158] fnbamd_cert_aU®h_copy cert_status-Cezt »t 2040, req id=1288058318

[217] fnbamd comm send result-Sending result 0 (mid €72) for req 1288058518, lea=2144
[1553]) destroy_auth_cert_session-ide=1288058918

[1004] fnbamd cert_auth_uninit-req id=1288058918

‘Which include debug output and SSL VPN configuration details.

An SSL VPN has been configured on FortiGate. To enhance security, the administrator enabled Required Client Certificate in the
SSL VPN settings. However, when a user attempts to connect, authentication fails.

‘Which configuration change is needed to fix the issue and allow the user to connect?

A. Enable Redirect HTTP to SSL-VPN on the SSL VPN configuration page.

B. Import the CA that signed the user certificate to FortiGate.

C. Import the CA that signed the SSL VPN Server Certificate to FortiGate.

D. Set the user certificate as the Server Certificate on the SSL VPN configuration page.

Answer: B

Explanation:

The SSL-VPN configuration hasRequire Client Certificateenabled. When this is enabled, FortiOS performs two checks:

* Normal user authentication(username/password or PKI user)

* Additional client certificate check- the client certificatemust be signed by a CA that FortiGate trusts FortiOS documentation for
"SSL VPN with certificate authentication states:



* "The client certificate only needs to be signed by a known CA in order to pass authentication."

* "The CA certificate is the certificate that signed both the server certificate and the user certificate...

The CA certificate is available to be imported on the FortiGate."

The debug output shows key lines:

* quick check peer-CA does not match.

* Issuer of cert depth 0 is not detected in CMDB.

This tells us:

* FortiGatedoes see the user’s certificate,

* Butcannot find the issuing CAin its local CA certificate store ("CMDB" = configuration database).

This means theCA that signed the user certificate has not been importedinto FortiGate.

Now evaluate the options:

* A. Enable Redirect HTTP to SSL-VPN- affects only redirection from HTTP to HTTPS; it has nothing to do with certificate
validation.

* B. Import the CA that signed the SSL VPN Server Certificate- the server certificate is already working (the portal comes up) and
its CA is not what the debug complains about; the error is about the peer (user) certificate. Often the same CA signs both, but the
failing check specifically says the issuer of the client cert is not in CMDB.

* C. Set the user certificate as the Server Certificate- incorrect; server and client certificates serve different roles.

* D. Import the CA that signed the user certificate to FortiGate- this directly addresses the debug error and aligns with the
documented requirement that the CA which issued the user certificate must be known to FortiGate.

NEW QUESTION # 26
How can FortiAIOps help optimize network performance in an SD-Branch deployment with FortiGate, FortiSwitch, and FortiAP?

A. It disables low-performing APs and switches automatically.

B. It predicts and resolves all network issues without any human intervention.

C. It removes the need for SD-WAN configuration by automating all routing decisions.

D. It uses Al-driven analytics to identify network issues and provide optimization recommendations.

Answer: D

Explanation:

In an SD-Branch deployment (FortiGate + FortiSwitch + FortiAP),FortiAIOps:

* Collects telemetry and logs from Fabric devices

* Usesmachine-learning / Al analyticsto:

* Spot anomalies (latency, packet loss, RF issues, misconfigurations)

* Highlight root causes

* Proposeoptimization recommendations(e.g., channel changes, power tuning, config fixes) It doesnot:
* Automatically disable devices (Afalse)

* Replace SD-WAN config or all routing (Cfalse)

* Fixallissues with zero human mput (Dis marketing fantasy, not reality)

NEW QUESTION # 27

You want to configure Syslog-based single sign-on (SSO) on FortiAuthenticator to enhance user authentication across your
network. You have to ensure that the system correctly extracts the user information from syslog messages and links it to the correct
authentication events.

Which two steps must you performto successfully configure Syslog SSO on FortiAuthenticator?

(Choose two.)

Response:

A. Enable syslog forwarding on source devices.

B. Set up user authentication policies in FortiAuthenticator.

C. Specify the devices that will send syslog messages to FortiAuthenticator.

D. Configure the syslog messages that FortiAuthenticator sends to authentication devices.
E. Configure parsing rules to extract the relevant information firom syslog messages.

Answer: C,E



NEW QUESTION # 28
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