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CompTIA SecAl+ Certification Exam 58 &£ CY0-001 58 B[ & (Q100-Q105):

R #100
An admmistrator, who works for a financial institution, is required to implement data security controls for data at rest within Al
systems that involve data disclosure. Which of the following is the most suitable control?

A. Data lincage
B. Rate limits

C. Masking
D. Encryption

IEf@E: D

AR :
For financial institutions handling Al systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

ER #101
What is the PRIMARY purpose of an MSSP for small businesses?

A. Develop internal apps

B. Provide outsourced monitoring and threat detection
C. Replace all internal IT

D. Performrequired compliance audits

IEf#: B

R -
MSSPs specialize in outsourced security monitoring and alerting,

I #102
An analyst finds failed login attempts across multiple systens using different usernames but from the same IP. Which attack is MOST

likely?

A. Privilege escalation
B. Brute-force attack

C. Password spraying
D. Credential stuffing

EfE: C
R

Password spraying uses common passwords across many usernames.

HM #103
Which of the following is most resistant to Al manipulation?

e A. Payloads
¢ B. Antivirus
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¢ C. Application programming interface (API) gateway
e D. Attack surface reduction
e E. Al-generated content

IEf#: D

R -
Reducing the attack surface limits the number of potential entry points that attackers or manipulated Al inputs can exploit. This
proactive security measure is more resistant to Al-driven manipulation than reactive controls like payload scanning or antivirus.

R #104

A group of security engineers is developing a security incident and event management (SIEM) system that will:

- Be able to ingest data from multiple structured and unstructured

sources.

- Have a chatbot integrated with a large language model (LLM) that the

security analyst can interact with.

- Provide insights from the SIEM alert data.

Which of the following techniques should the security engineers consider before collecting the data from the respective sources?

e A Cleansing

e B. Vector storage
e C. Balancing

¢ D. Verification

Ef: A

fERL:

Data cleansing ensures that structured and unstructured data ingested into the SIEM is accurate, consistent, and free from errors or
irrelevant information. This step is critical before integrating with an LLM chatbot, as clean data improves the reliability and quality of
insights generated.
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