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EE #69
‘Which metric can help in assessing the SOC"'s efficiency in identifying false positives?
Response:

A. The total number of alerts in a year

B. The annual budget allocated to the SOC
C. The ratio of false positives to true positives
D. The number of high-priority incidents only
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HE#70
In the context of incident response, why is it important to have predefined escalation paths?
Response:

A. To involve as many people as possible in every incident

B. To ensure timely and appropriate response actions are taken
C. To create unnecessary bureaucracy and delay responses

D. To focus solely on high-severity incidents

o2
m

: B

AE#71
Defensible security architecture typically includes which of the following features?
Response:

A. Isolation of IT systems for easier management
B. Single layer of security at the network perimeter
C. Neglecting the importance of data encryption
D. Strong enphasis on endpoint security
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EE#72

Effective preparation for incident response should:
(Choose two)

Response:

A. Rely solely on automated systens for incident detection and response
B. Involve regular training and awareness for all employees

C. Neglect the need for an incident classification scheme

D. Include establishing communication protocols and contact lists
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HEE#73
Why is it important to have a process for timely SOC alert response?
Response:

A. To prolong the detection and response times intentionally

B. To comply with industry standards without considering internal needs
C. To create an extensive backlog of alerts for future analysis

D. To minimize the potential damage from security incidents
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