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AE2 #112

Which two practices are essential for DevOps teams working in cloud environments?
(Choose Two)

Response:

A. Automating infrastructure provisioning

B. Disabling continuous integration

C. Implementing continuous delivery pipelines
D. Limiting collaboration between teams
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What is the purpose of network segmentation in microservice security?
Response:

A. To increase scalability

B. To reduce the number of microservices

C. To isolate services and control traffic between them

D. To enable faster communication between microservices
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Which two practices enhance the effectiveness of continuous security monitoring?
(Choose Two)

Response:

A. Reducing the frequency of security checks
B. Real-time threat detection

C. Limiting monitoring to high-traffic periods
D. Centralizing log collection and analysis
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What role do container orchestration tools play in container security?
Response:

A. They decrease the visibility into the health and performance of containers.

B. They automatically fix any security vulnerabilities within containers.

C. They simplify networking between containers to the extent that no firewall rules are required.
D. They help in managing and scaling containers securely and efficiently.
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What are two key security concerns related to configuration management as code?
(Choose Two)

Response:

¢ A. Manual configuration updates



¢ B. Misconfigured automation
¢ (. Inadequate access control
¢ D. Increased system complexity
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