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H #42
Which 3 secret stores are supported by Portworx?

e A. AWS KMS, Oracle Key Vault, Hashicorp Vault
¢ B. IBM KMS, Hashicorp Vault, Gemalto SafeNet KeySecure
¢ C. AWS KMS, Google Cloud KMS, Kubernetes Secrets
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Comprehensive and Detailed Explanation From Exact Extract:

Portworx integrates with three primary external secret stores to manage encryption keys securely: AWS Key Management Service
(AWS KMS), Google Cloud Key Management Service (Google Cloud KMS), and Kubernetes Secrets. AWS KMS enables
secure key storage and management for workloads running in AWS, leveraging native cloud security features. Google Cloud KMS
provides similar key management for Google Cloud environments, allowing seamless integration with Google's security infrastructure.
Kubernetes Secrets provide an on-premises or hybrid cloud method to store encryption keys and sensitive configuration securely
within Kubernetes clusters, suitable for private data centers or cloud-agnostic deployments. This muilti-cloud and hybrid cloud
compatibility enable Portworx to meet diverse customer requirements for key management and regulatory compliance. Portworx
security documentation details the setup, configuration, and best practices for each supported secret store to ensure data encryption
keys are managed securely and efficiently across environments [ Pure Storage Portworx Security Guide source] .

H #43
What is the primary command used to back up a volume in Portworx?

e A pxctl backup volume
¢ B. pxctl volume save
¢ C. pxctl volume snapshot create
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Comprehensive and Detailed Explanation From Exact Extract:

The primary command to back up a volume in Portworx is pxctl volume snapshot create. This command creates a point-in-time
snapshot of the specified volume, capturing its state for backup or recovery purposes. Snapshots can be local or uploaded to cloud
object stores as part of disaster recovery strategies. The snapshot operation is efficient and minimally intrusive, using -on-write
mechanisis to avoid full data duplication. Although other commands like pxctl volume save or pxctl backup volume might exist in
other storage systens, Portworx explicitly uses pxctl volume snapshot create as its core volume backup command. The Portworx
CLI documentation details this command as findamental for data protection and snapshot lifecycle management in the cluster [ Pure
Storage Portworx CLI Guide source] .
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How would an administrator schedule automatic backups of a volume using Portworx?

¢ A. Use a cron job to execute pxctl snapshot create.
e B. Configure and apply schedule policies.
¢ C. Execute px backup volume.
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Comprehensive and Detailed Explanation From Exact Extract:

Portworx provides a declarative method to schedule automatic backups by configuring schedule policies within its Backup and DR
framework. These policies specify when and how frequently backups should occur, retention rules, and target storage locations. By
applying schedule policies, administrators enable Portworx to perform backups automatically without manual intervention or external
scripting. Using cron jobs to run pxctl snapshot create is possible but less integrated, error-prone, and not recommended for
scalable environments. The command px backup volume is not a valid Portworx CLI command. The Portworx backup
documentation encourages using native schedule policies for reliable, maintainable, and policy-driven backup automation, supporting
conpliance and disaster recovery strategies [ Pure Storage Portworx Backup Guide source] .

B #45
What is the primary purpose of Stork in a Kubernetes cluster?

¢ A To deploy applications autormatically.
e B. To manage storage operations and migrations.
e (. To monitor network traffic.
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Comprehensive and Detailed Explanation From Exact Extract:

Stork (Storage Orchestrator for Kubernetes) is a Portworx component designed to enhance Kubernetes storage management. Its
primary purpose is to orchestrate storage-aware operations, including volume scheduling, migration, backup, and disaster recovery.
Stork integrates deeply with Kubernetes to provide application-aware scheduling decisions that respect storage constraints such as
volume locality and affinity. It also facilitates migration of stateful workloads by coordinating volume replication and failover. Stork
simplifies complex storage workflows in Kubernetes environments, enabling seamless backup and restore of applications and
improving overall resilience. Portworx's official documentation highlights Stork as a key enabler for business continuity by managing
storage operations and migrations, making it essential for Kubernetes environments running critical stateful workloads with Portworx
storage [ Pure Storage Portworx Stork Guide source] .

H #46
What is a key benefit of using on-demand snapshots in a Kubernetes environment with Portworx?

e A, They provide immediate data recovery options without stopping applications.
¢ B. They automatically scale storage capacity.
e C. They require no additional configuration after the mitial setup.
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Comprehensive and Detailed Explanation From Exact Extract:

On-demand snapshots in Portworx allow admmistrators and applications to create point-in-time copies of volumes instantly without
requiring downtime or interrupting running workloads. This capability is critical in Kubernetes environments where high availability
and continuous operation are mandatory. Snapshots capture the exact state of data at a moment, enabling rapid recovery from
accidental deletion, corruption, or ransonmware attacks. Since these snapshots are created live, applications continue to run
seamlessly, ensuring minimal impact on user experience. Portworx's snapshot technology uses efficient -on-write mechanisims, which
also mnimize storage overhead. Official Portworx documentation emphasizes that on-demand snapshots enhance data protection
strategies by enabling quick backups and restores without requiring maintenance windows or complex scheduling [ Pure Storage
Portworx Snapshot Guide source] .
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