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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q78-
Q83):
NEW QUESTION # 78 
Which of the following components refers to a node in the network that routes the traffic from a workstation to external command
and control server and helps in identification of installed malware in the network?

A. Hub
B. Gateway
C. Network interface card (NIC)
D. Repeater

Answer: B

Explanation:
A gateway in a network functions as a node that routes traffic between different networks, such as from a local network to the
internet. In the context of cyber threats, a gateway can be utilized to monitor and control the data flow to and from the network,
helping in the identification and analysis of malware communications, including traffic to external command and control (C2) servers.
This makes it an essential component in detecting installed malware within a network by observing anomalies or unauthorized
communications at the network's boundary. Unlike repeaters, hubs, or network interface cards (NICs) that primarily facilitate
network connectivity without analyzing the traffic, gateways can enforce security policies and detect suspicious activities.References:
* "Network Security Basics," Security+ Guide to Network Security Fundamentals
* "Malware Command and Control Channels: A Journey," SANS Institute InfoSec Reading Room

NEW QUESTION # 79 
A threat analyst working in XYZ Company was asked to perform threat intelligence analysis. During the information collection
phase, he used a social engineering technique where he pretended to be a legitimate or authorized person. Using this technique, he
gathered sensitive information by scanning terminals for passwords, searching important documents on desks, rummaging bins, and
so on.
Which of the following social engineering techniques was used by the analyst for information collection?

A. Piggybacking
B. Shoulder surfing
C. Impersonation
D. Dumpster diving

Answer: C

Explanation:
The described activity involves pretending to be a legitimate or authorized person in order to gather sensitive information. This social
engineering technique is known as Impersonation.
Impersonation is a form of deception in which the attacker pretends to be someone else - such as an employee, contractor, or
service technician - to gain access to restricted information or areas. In this method, the attacker often relies on trust, authority, or
familiarity to manipulate others into revealing confidential data.
In the scenario, the analyst obtained information by observing terminals, searching desks, and examining bins while pretending to be
a trusted individual. This fits the definition of impersonation rather than other social engineering methods.
Why the Other Options Are Incorrect:
* Shoulder surfing: Involves directly observing someone's screen or keyboard to capture credentials or data, not pretending to be
someone else.
* Piggybacking: Refers to physically following an authorized person into a restricted area without proper authentication.
* Dumpster diving: Involves searching discarded items, such as trash or recycle bins, to find confidential information, without human
interaction or pretense.
Conclusion:
The analyst used Impersonation to pose as an authorized person and collect sensitive data.
Final Answer: A. Impersonation
Explanation Reference (Based on CTIA Study Concepts):
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From the CTIA study materials under "Social Engineering and Threat Collection Techniques," impersonation is identified as a key
human-based technique for gathering information during reconnaissance.

NEW QUESTION # 80 
In which of the following forms of bulk data collection are large amounts of data first collected from multiple sources in multiple
formats and then processed to achieve threat intelligence?

A. Production form
B. Unstructured form
C. Hybrid form
D. Structured form

Answer: B

Explanation:
In the context of bulk data collection for threat intelligence, data is often initially collected in an unstructured form from multiple
sources and in various formats. This unstructured data includes information from blogs, news articles, threat reports, social media,
and other sources that do not follow a specific structure or format.
The subsequent processing of this data involves organizing, structuring, and analyzing it to extract actionable threat intelligence. This
phase is crucial for turning vast amounts of disparate data into coherent, useful insights for cybersecurity purposes.
References:
"The Role of Unstructured Data in Cyber Threat Intelligence," by Jason Trost, Anomali
"Turning Unstructured Data into Cyber Threat Intelligence," by Giorgio Mosca, IEEE Xplore

NEW QUESTION # 81 
Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of compromise.
During the network monitoring, he came to know that there are multiple logins from different locations in a short time span.
Moreover, he also observed certain irregular log in patterns from locations where the organization does not have business relations.
This resembles that somebody is trying to steal confidential information.
Which of the following key indicators of compromise does this scenario present?

A. Unusual activity through privileged user account
B. Unusual outbound network traffic
C. Geographical anomalies
D. Unexpected patching of systems

Answer: C

Explanation:
The scenario described by Steve's observations, where multiple logins are occurring from different locations in a short time span,
especially from locations where the organization has no business relations, points to
'Geographical anomalies' as a key indicator of compromise (IoC). Geographical anomalies in logins suggest unauthorized access
attempts potentially made by attackers using compromised credentials. This is particularly suspicious when the locations of these
logins do not align with the normal geographical footprint of the organization's operations or employee locations. Monitoring for such
anomalies can help in the early detection of unauthorized access and potential data breaches.References:
* SANS Institute Reading Room, "Indicators of Compromise: Reality's Version of the Minority Report"
* "Identifying Indicators of Compromise" by CERT-UK

NEW QUESTION # 82 
Jame, a professional hacker, is trying to hack the confidential information of a target organization. He identified the vulnerabilities in
the target system and created a tailored deliverable malicious payload using an exploit and a backdoor to send it to the victim.
Which of the following phases of cyber kill chain methodology is Jame executing?

A. Weaponization
B. Reconnaissance
C. Exploitation
D. Installation



Answer: A

Explanation:
In the cyber kill chain methodology, the phase where Jame is creating a tailored malicious deliverable that includes an exploit and a
backdoor is known as 'Weaponization'. During this phase, the attacker prepares by coupling a payload, such as a virus or worm,
with an exploit into a deliverable format, intending to compromise the target's system. This step follows the initial 'Reconnaissance'
phase, where the attacker gathers information on the target, and precedes the 'Delivery' phase, where the weaponized bundle is
transmitted to the target. Weaponization involves the preparation of the malware to exploit the identified vulnerabilities in the target
system.
References:
Lockheed Martin's Cyber Kill Chain framework
"Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains," leading
to the development of the Cyber Kill Chain framework

NEW QUESTION # 83
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