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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q487-Q492):

NEW QUESTION # 487

A user's smartphone data usage is well above average. The user suspects an installed application is transmitting data in the
background. The user would like to be alerted when an application attempts to communicate with the mternet. Which of the
following BEST addresses the user's concern?

A. Firewall

B. Operating system updates
C. Remote wipe

D. Antivirus

Answer: A

Explanation:
Explanation
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A firewall is a security system that monitors and controls incoming and outgoing network traffic based on predetermined security
rules. In this scenario, the user is concerned about an installed application transmitting data in the background, so a firewall would be
the best solution to address their concermn. By installing and configuring a firewall, the user can block unauthorized connections to and
from the device, and receive alerts whenever an application tries to access the internet.

NEW QUESTION # 488
During a routine check, a systems administrator discovers that a user's PC is running slowly and CPU utilization is at 100%. Further
investigation shows a large amount of resource usage. Which of the following is the most likely cause of the high resource usage?

A. DDoS attack
B. Keylogger attack
C. Botnet attack
D. Firewall activities

Answer: C

Explanation:

When a system administrator discovers a user's PC rumning slowly with 100% CPU utilization, it offen indicates that the system s
being used for unauthorized purposes, such as being part of a botnet attack. Here's why:

Botnet attack: Botnets are networks of computers infected with malware and controlled by an attacker. These infected conmputers
(bots) are often used to carry out tasks like sending spam or participating in Distributed Denial of Service (DDoS) attacks. The high
CPU utilization and resource usage indicate that the computer might be performing tasks dictated by the botnet controller.

Firewall activities: While firewall activities can use some resources, they generally do not cause sustained high CPU utilization.
DDoS attack: DDoS attacks target external systenms by overwhelming them with traffic. A system participating in a DDoS might
have high network usage, but the primary symptom on the user's PC would be high network activity, not necessarily CPU usage.
Keylogger attack: Keyloggers record keystrokes and generally do not cause high CPU utilization. They are more stealthy and have
minimal resource footprints.

Reference:

CompTIA A+ 220-1102 Exam Objectives, Section 2.4: Explain common social-engineering attacks, threats, and vulnerabilities.
Security and malware documentation.

NEW QUESTION # 489
A bank would like to enhance building security in order to prevent vehicles from driving into the building while also maintaining easy
access for customers. Which of the following BEST addresses this need?

A. Guards

B. Motion sensors

C. Access control vestibule
D. Bollards

Answer: D

Explanation:

Explanation

Bollards are the best solution to enhance building security in order to prevent vehicles from driving into the building while also
maintaining easy access for customers4 References: 2. Bollards. Retrieved from https:/en.wikipedia.org/wiki/Bollard

NEW QUESTION # 490

A user is being directed by the help desk to look up a Windows PC's network name so the help desk can use a remote
administration tool to assist the user. Which of the following commands would allow the user to give the technician the correct
mformation? (Select TWO).

A. ipconfig /all

B. nslookup localhost
C.arp-a

D. netstat /?

E. hostname



e F.ping: 1
Answer: C.E

Explanation:

The user can use the following commands to give the technician the correct information: ipconfig /all and hostname 1. The ipconfig
/all command displays the IP address, subnet mask, and default gateway for all adapters on the computer 1. The hostname
command displays the name of the computer 1.

NEW QUESTION # 491
An administrator needs to select a method to dispose of SSDs containing sensitive dat a. Which of the following are the most
appropriate methods? (Select two).

A. Recycle
B. Format
C. Delete

D. Incinerate
E. Shred

F. Degauss

Answer: D.E

Explanation:

Disposing of SSDs (Solid State Drives) containing sensitive data requires methods that ensure the data cannot be recovered. SSDs
store data on flash memory, which makes traditional data destruction methods like degaussing ineffective, as degaussing relies on
demagnetizing the magnetic media found in traditional hard drives.

Incineration: This method ensures the complete destruction of the SSD by burning it at high temperatures. This process is effective as
it physically destroys the flash memory chips, making data recovery impossile.

Shredding: Shredding involves physically breaking the SSD into small pieces. Specialized shredding machines designed for electronic
media can cut the SSD into pieces small enough to render the data unrecoverable.

Other listed options such as Degaussing (A) is ineffective on SSDs because they don't use magnetic storage. Simple Deletion (B)
and Formatting (E) are not secure methods for data destruction as the data can potentially be recovered using specialized software.
Recycling (D) is environmentally friendly but does not guarantee data destruction if the drive is not physically destroyed first.

NEW QUESTION # 492
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