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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q33-Q38):

NEW QUESTION # 33
Recently, the number of users sharing smartphone passcodes has increased. The management team wants a technician to deploy a
more secure screen lock method. Which of the following technologies should the technician use?
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A. Multifactor authentication
B. Pattern lock

C. Facial recognition

D. Device encryption

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Facial recognition is a biometric authentication method that ties access to a unique physical feature of the user. Unlike passcodes or
pattern locks-which can be easily shared-facial recognition provides a more secure and non-transferable form of access. It also
enhances user convenience and is widely supported by modern smartphones.

A: Pattern locks can still be shared and are less secure.

C: Device encryption protects data but does not prevent screen access if a passcode is shared.

D: Muttifactor authentication typically applies to app or account access, not basic phone unlocking,

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast common security measures and authentication technologies.
Study Guide Section: Biometric screen lock technologies (e.g,, facial recognition, fingerprint)

NEW QUESTION # 34

As a corporate technician, you are asked to evaluate several suspect email messages on a client's computer.
Corporate policy requires the following;

>All phishing attempts must be reported.

>Future spam emails to users must be prevented.

INSTRUCTIONS

Review each emnail and perform the following within the email:

>Classify the emails

>]dentify suspicious itens, if applicable, in each emmil

>Select the appropriate resolution

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
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Answer:

Explanation:

Inbox mail 1 - Account Locked- Phishing - Report email to Information Security
Inbox mail 2 -Share your feedback - Legitimate - Performno additional actions
Inbox mail 3 —Employee orientation - Legitimate - Performno additional actions
Inbox mmil 4 —Security Update — Spam - Report emmil to Information Security
Inbox mail 5 —Interview - Legitimate - Perform no additional actions

NEW QUESTION # 35

An enployee is trying to connect their company laptop to an airport's Wi-Fi during a business trip. Once the network is connected,
a pop-up window appears with the airport logo, which the employee quickly closes.

The internet connection is not working properly. Which of the following should a help desk technician suggest?

e A Tell the employee that company policy prohibits connection to public Wi-Fi
¢ B. Reconnect to the network and read the pop-up carefully

e C. Look for a wall socket with RJ45 and try to connect the laptop to it

e D. Contact the airport IT department

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Most public Wi-Fi networks requireinteraction with a captive portal(e.g., terms of use or logn). Dismissing it prevents the user from
gaining internet access. Reconnecting and completing the portal page is essential.

FromAll-in-One Exam Guide:

"Many public hotspots require user acknowledgment or login via a captive portal. Skipping this step results in no internet access."

NEW QUESTION # 36
A user receives a new personal computer but is unable to run an application. An error displays saying that .
NET Framework 3.5 is required and not found. Which of the following actions is the best way to resolve this issue?

A. Resolve the dependency through the 'Turn Windows features on or off’ menu.

B. Forward the trouble ticket to the SOC team because the issue poses a great security risk.
C. Download the dependency via a third-party repository.

D. Ignore the dependency and install the latest version 4 instead.



Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

NET Framework versions are often required for applications to run. If an older app requires .NET Framework

3.5, it must be explicitly installed as it is not included by default in newer versions of Windows. The best method to do this safely is
through the built-in "Turn Windows features on or off" utility, which downloads and installs it via official Microsoft services.
B: Using third-party repositories is unsafe and not recommended.

C: Installing .NET 4 does not include 3.5; versions are not fully backward compatible.

D: The issue is technical, not a security incident for the SOC team

Reference:

CompTIA A+ 220-1102 Objective 3.3: Troubleshoot common software, application, and OS security issues.

Study Guide Section: Managing application dependencies (e.g., .NET Framework, Java)

NEW QUESTION # 37
Which of the following provides information to employees, such as permitted activities when using the organization's resources?

A. AUP
B. DRM
C. MNDA
D. EULA

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

An Acceptable Use Policy (AUP) outlines the rules and guidelines for employees or users regarding the appropriate use of company
systems, resources, and internet access. It defines permitted and prohibited activities, helping to mitigate security risks and establish
clear behavioral expectations.

B: MNDA (Mutual Non-Disclosure Agreement) deals with confidentiality, not usage guidelines.

C: DRM (Digital Rights Management) controls access to copyrighted content.

D: EULA (End User License Agreement) pertains to software licensing, not internal policies.

Reference:

CompTIA A+ 220-1102 Objective 4.3: Explain common safety and environmental impacts and procedures.

Study Guide Section: Organizational policies - AUP, security best practices

NEW QUESTION # 38
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