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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q150-Q155):

NEW QUESTION # 150
Recently, the number of users sharing smartphone passcodes has increased. The management team wants a technician to deploy a
more secure screen lock method. Which of the following technologies should the technician use?

A. Device encryption

B. Facial recognition

C. Pattern lock

D. Multifactor authentication

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Facial recognition is a biometric authentication method that ties access to a unique physical feature of the user. Unlike passcodes or
pattern locks-which can be easily shared-facial recognition provides a more secure and non-transferable form of access. It also
enhances user convenience and is widely supported by modern smartphones.

A: Pattern locks can still be shared and are less secure.

C: Device encryption protects data but does not prevent screen access if a passcode is shared.

D: Muttifactor authentication typically applies to app or account access, not basic phone unlocking.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast common security measures and authentication technologies.
Study Guide Section: Biometric screen lock technologies (e.g., facial recognition, fingerprint)

NEW QUESTION # 151
A technician is setting up a surveillance system for a customer. The customer wants access to the system's web interface on the LAN
via the system's IP address. Which of the following should the technician use to prevent external log-in attempts from the internet?

A. Subnetting

B. Port mapping
C. Content filtering
D. Static IP

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To prevent external access, the technician should avoid exposing the surveillance system's port to the public internet. Port mapping
(also known as port forwarding) is the method used to control which internal devices and ports are accessible from the outside. By
not configuring port forwarding for the device, external login attempts are effectively blocked.

B: Subnetting organizes [P addresses but doesn't directly restrict access.

C: A static IP ensures consistent addressing but does not secure access.

D: Content filtering is used to restrict web content, not to block access to a web interface.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast security measures and tools.

Study Guide Section: SOHO router security - port forwarding and blocking external access

NEW QUESTION # 152
A user logs in daily and cannot print a report. Help desk fixes it each day, but the issue recurs. What should be done so the issue
doesn't recur? (Select two)

e A. Set the print spooler to have no dependencies
e B. Start the print spooler service
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C. Set the print spooler recovery to take no action

D. Start the printer extensions and notifications service
E. Set the print spooler log-on to the user's account

F. Set the print spooler to Automatic

Answer: B,F

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

For persistent printing issues due to spooler service, ensure theprint spooler is started and set to Autormatic.

This maintains print capability across reboots.

FromMike Meyers' Lab Manual:

"If users lose printing capabilities on reboot, the print spooler service must be configured to start automatically and be confirmed as

+ "

running,

NEW QUESTION # 153
A company recently transitioned to a cloud-based productivity suite and wants to secure the environment from external threat actors.
Which of'the following is the most effective method?

A. Multifactor authentication
B. Backups

C. Strong passwords

D. Encryption

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Multifactor authentication (MFA) is considered one of the most effective security measures for cloud environments. It requires users
to verify their identity using two or more factors (e.g., password + phone app code), making it significantly harder for external
attackers to gain access, even if the primary password is compromised.

B: Encryption is important for data protection but doesn't prevent unauthorized logins.

C: Backups protect against data loss but don't stop breaches.

D: Strong passwords are helpful but can still be phished or cracked - MFA adds a critical extra layer.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast authentication technologies.

Study Guide Section: Cloud security best practices - MFA and access control

NEW QUESTION # 154
A help desk technician needs to remove RAM from retired workstations and upgrade other workstations that have applications that
use more memory with this RAM. Which of the following actions would the technician most likely take?

A. Use antistatic bags for storage and transport.

B. Plug in the power supply to ground each workstation.
C. Demagnetize memory for security.

D. Install memory in identical pairs.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

RAM is an electrostatic-sensitive component. When removing or transporting RAM modules, they should be stored in antistatic
bags to protect against electrostatic discharge (ESD), which can damage the memory. This is a standard best practice in hardware
handling,

A: Demagnetization is not applicable to RAM.

C: Plugging in power to ground is not safe or recommended for static protection.

D: Installing identical memory pairs is applicable for dual-channel configuration, but not directly related to transporting or handling
RAM.

Reference:



CompTIA A+ 220-1102 Objective 4.3: Explain environmental impacts and procedures.
Study Guide Section: ESD safety practices and component handling procedures

NEW QUESTION # 155
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